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Casdoor is a Ul-first Identity Access Management (IAM) / Single-Sign-On (SSO) platform with

web Ul supporting OAuth 2.0, OIDC, SAML, CAS, LDAP, SCIM, WebAuthn, TOTP, MFA,
RADIUS, Google Workspace, Active Directory and Kerberos.

You need to enable JavaScript to run this app.
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fE R Casdoorfl &R, RE/DMIZFEIY MZOMES: organization, User, Application #lProvider

Q #wr

TERE RoRAER Sy, A A TE R UL 55 https://door.casdoor.com 1E A=A,
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fECasdoorH, HLUZRH PN HRRFIARN. BN, A" & e AT &P DS — 42, PARE/R T organization 28ME
X

type Organization struct {
Owner string “xorm:"varchar(100) notnull pk" json:"owner"®
Name string “xorm:"varchar(100) notnull pk" json:"name"®
CreatedTime string “xorm:"varchar(100)" json:'"createdTime""

DisplayName string “xorm:"varchar(100)" json:"displayName"®
WebsiteUrl string “xorm:"varchar (100)" json:"websiteuUrl"
Favicon string “xorm:"varchar(100)" json:"favicon"®
PasswordType string “xorm:"varchar(100)" json:"passwordType""
PasswordSalt string “xorm:"varchar (100)" json:"passwordSalt"®
PhonePrefix string “xorm:"varchar(10)" json:"phonePrefix""
DefaultAvatar string “xorm:"varchar(100)" json:"defaultAvatar"®
Tags []string “xorm:"mediumtext" json:"tags""
MasterPassword string “xorm:"varchar (100)" json:"masterPassword""
EnableSoftDeletion bool “json:"enableSoftDeletion""
IsProfilePublic bool “json:"isProfilePublic""

AccountItems []*AccountItem “xorm:"varchar(2000)" json:"accountItems""

il

fECasdoorH, FHF R DAESREI— MM T, FMHPHAEE TS, En] IBRZALWIENZ M HREF. B, CasdoorH A MFfRANH
F

o built-in HLHA, Fl4N built-in/admin: FECasdoor-& LIl 52 & FARAY & R A,

o HAHLMAF, Hilalmy-company/alice : RJDAEME, Bt B, HRH KN NGRS @A,

fECasdoor AP, FH FEH #ihRIA N <organization_name>/<username>, f{illll, CasdoorfJERIANEEIAFRN built-in/admin, It4h, Uuser 3¢
ENXAE—A id BIE, XE—ME d835a48f-2e88-4c1f-b907-60ac6b6ciba0 JXFERIUUID, AT LAY FIFR % B/E N P IID,

Q tur
KT RE—DNHAIN R, R 7 #Efk, BPA#EH <username> {{% <organization_name>/<username> {4 M F 27 I FH - 1Do

JXS2 User M9 X :

type User struct {
Owner string “xorm:"varchar(100) notnull pk" json:"owner"®
Name string “xorm:"varchar(100) notnull pk" json:"name""
CreatedTime string “xorm:"varchar(100)" json:'"createdTime"®
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type Application struct {

Owner string “xorm:"varchar(100) notnull pk" json:"owner""
Name string “xorm:"varchar (100) notnull pk" json:"name"®
CreatedTime string “xorm:"varchar(100)" json:'"createdTime"®
DisplayName string “xorm:"varchar(100)" json:"displayName"®
Logo string “xorm:"varchar(100)" json:"logo""
HomepageUr1l string “xorm:"varchar (100)" json:'"homepageUrl"®
Description string “xorm:"varchar(100)" json:"description"®
Organization string “xorm:"varchar(100)" json:"organization""
Cert string “xorm:"varchar (100)" json:'"cert"®
EnablePassword bool “json:"enablePassword""

EnableSignUp bool “json:"enableSignup""®

EnableSigninSession bool “json:"enableSigninSession""
EnableCodeSignin bool “json:"enableCodeSignin" "

Providers [1*ProviderItem “xorm:"mediumtext" json:"providers"®
SignupItems [1*SignupItem “xorm:"varchar (1000)" json:"signupItems"®
OrganizationObj *Organization “xorm:"-" json:"organizationObj""

ClientId string “xorm:"varchar (100)" json:"clientId"®
ClientSecret string “xorm:"varchar(100)" json:"clientSecret""®
RedirectUris []string “xorm:"varchar(1000)" json:"redirectUris""®
TokenFormat string “xorm:"varchar(100)" json:"tokenFormat""
ExpireInHours int “json:"expireInHours""®

RefreshExpireInHours int “json:"refreshExpireInHours""

SignupuUrl string “xorm:"varchar(200)" json:"signupUrl"®
Signinurl string “xorm:"varchar(200)" json:"signinurl""
ForgetUrl string “xorm:"varchar (200)" json:"forgetuUrl"®
Affiliationurl string “xorm:"varchar(100)" json:"affiliationurl""
TermsOfUse string “xorm:"varchar(100)" json:"termsOfuUse""
SignupHtml string “xorm:"mediumtext" json:"signupHtml"®
SigninHtml string “xorm:"mediumtext" json:"signinHtml"®

AN R FER A DA B eI v, SRS, ARESEDUA /login (14N, https://door.casdoor.com/login) J2{XfitCasdoorP & i F L
F: app-built-in f% 5% HE,

N FHFR P2 F P 8 5k 3 Casdoor i N S H . PR30 E It — I FH R e 65 5R DL A Rk Sk Casdoor,

FLHRYY LRI URL X BmURL

WNERMHA  https://door.casdoor.com/ .

- X https://door.casdoor.com/login

7 signup
https://door.casdoor.com/login/oauth/
authorize?client_id=014ae4bd048734ca2dea&response_type=code&redirect_uri=http://localhost:9000/
callback&scope=read&state=casdoor

casnode  https://door.casdoor.com/
IZRS  signup/app-casnode

casbin https://door.casdoor.com/login/oauth/
https://door.casdoor.com/ . . i . .

OAZ X . authorize?client_id=0ba528121ea87b3eb54d&response_type=code&redirect_uri=http://localhost:9000/
signup/app-casbin-oa

& callback&scope=read&state=casdoor

T3t URL
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1. FENER T

o TETTIHIURL
o TEMHEEMIN FHFER: <your-casdoor-hostname>/signup/<your-application-name>
o JEITOAuthifff: <your-casdoor-hostname>/signup/oauth/authorize?client_id=<client-id-for-your-
application>&response_type=code&redirect_uri=<redirect-uri-for-your-application>&&scope=read&state=casdoor
o HIIFM: <your-casdoor-hostname>/auto-signup/oauth/authorize?client_id=<client-id-for-your-

application>&response_type=code&redirect_uri=<redirect-uri-for-your-application>&&scope=read&state=casdoor

o EERUIHURL

o NIFEMHLESL: <your-casdoor-hostname>/1login/<your-organization-name>
o JEJTOAuth¥%: <your-casdoor-hostname>/login/oauth/authorize?client_id=<client-id-for-your-

application>&response_type=code&redirect_uri=<redirect-uri-for-your-application>&&scope=read&state=casdoor
2. {fiHNHSDK JHTdiffiReact, VueskAngularffiidiiJavaScript{tis)
getSignupUrl() F getSigninurl() : casdoor-js-sdk
3. fiHJENSDK (I FGo, JavaiF)msmfiis)

GetSignupurl() Fl1 GetSigninurl() : casdoor-go-sdk

]

Casdoor/2 — MK AR R AL, XZIFEILOIDC, OAuthfISAMLIZ DS 2 ki,  Casdoorthnl DA FL il B {5 A Fi P A JA B e A L At
JEAI, Casdoor {#H pProvider HIMEZRETIATAIXLLE =)7L,

A] DAfEprovider/overview$k | Casdoor X 1A 2 LR 1951 .

type Provider struct {
Owner string “xorm:"varchar(100) notnull pk" json:"owner"®
Name string “xorm:"varchar(100) notnull pk" json:"name""
CreatedTime string “xorm:"varchar(100)" json:"createdTime""®

DisplayName string “xorm:"varchar(100)" json:"displayName""

Category string “xorm:"varchar(100)" json:'"category""®
Type string “xorm:"varchar(100)" json:"type"®

Method string “xorm:"varchar(100)" json:"method""
ClientId string “xorm:"varchar(100)" json:"clientId"®
ClientSecret string “xorm:"varchar(100)" json:"clientSecret""
ClientId2 string “xorm:"varchar(100)" json:"clientId2"®

ClientSecret2 string “xorm:"varchar(100)" json:"clientSecret2""

Host string “xorm:"varchar(100)" json:"host""
Port int “json:"port"®

Title string “xorm:"varchar(100)" json:"title""
Content string “xorm:"varchar(1000)" json:"content""®

RegionId string “xorm:"varchar(100)" json:"regionId""®

SignName string “xorm:"varchar(100)" json:"signName""
TemplateCode string “xorm:"varchar(100)" json:"templateCode""

AppId string “xorm:"varchar(100)" json:"appId"®

Endpoint string “xorm:"varchar(1000)" json:"endpoint"®
IntranetEndpoint string “xorm:'"varchar(100)" json:"intranetEndpoint"®
Domain string “xorm:"varchar(100)" json:"domain"®

Bucket string “xorm:"varchar(100)" json:"bucket""®

Metadata string “xorm:"mediumtext" json:"metadata""

IdpP string “xorm:"mediumtext" json:"idP"®
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o — NN app-built-in FINEMNMA, Hbuilt-in HEVER, {FCasdoorkH,

built-in HATHIFTEMF, U admin, #KEE{ECasdoor & LA EREHMNR, Bk, WRAEZMEHEE, BIALE built-in AL AIEHK
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T T EEERSE, fl45Windows, LinuxfimacOS, #B15357#,

7855

e Go1.21+
e Node.js LTS (20)

e Yarn 1.x

@ &R
BARZE AR Yarn 1.x SRizafTAIta#Casdoordiim, (#HHANPMAJGES T3
HmEAERRE, A TREZIEE, B0 casdoor#294,

A e

WERIBR NS oL B RS Gofkiffifl, BTN EGOPROXYINGEZ B, 154
ZUEAER . https://goproxy.cn/

AL LS

Casdoorf# ] XORM 5HURZEHITRZH, T Xorm Drivers, i 25 EFE LS
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https://github.com/casdoor/casdoor/issues/294
https://goproxy.cn/
https://xorm.io/
https://gitea.com/xorm/xorm#drivers-support

e MySQL

e MariaDB

e PostgreSQL
e CockroachDB
e SQL Server
e Oracle

e SQLite 3

e TiDB

i

Casdoor RJECRSIEELE GitHub: https://github.com/casdoor/casdoor, 25tk
HF1 React HifdmCHER AL S TE— N EH,

% ». » — . ») »
ik e RS
i
Al Casdoorfyi Tt JavaScript + https://github.com/casdoor/
Ut R SR React casdoor/tree/master/web
J&  Casdoorfy Golang + https://github.com/casdoor/

vyt~ ResTful APl J5%%  Beego + XORM  casdoor

Casdoor## Go Modules., % REHY, HFEMHEAHgitsufE:

cd /3XRERIZR/
git clone https://github.com/casdoor/casdoor


https://github.com/casdoor/casdoor
https://github.com/casdoor/casdoor/tree/master/web
https://github.com/casdoor/casdoor/tree/master/web
https://github.com/casdoor/casdoor
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Casdoor X##MySQL. MSSQL. SQLite3fIPostgreSQL, ZKIAIEM ~, CastoffiH
MySQL,

MySQL

Casdoori4¥<ffusers, nodesflltopics(EETFAETE—"14 N casdoor FIMySQLE R F
e WEREBAEREAEAE, WFRFNEE, A DAE L M B e e 8 S AT
https://github.com/casdoor/blob/master/conf/app.conf

driverName = mysql
dataSourceName = root:123456@tcp(localhost:3306)/
dbName = casdoor

PostgreSQL

1£}21T Cassdoor ZHii, BHETIMERPostgreSQL $EZE, [ ~Castor T tE(di
xorm 1 Postgres Iffg@E— MR,

BRIZIRC LR 7 — 14N casdoor HIEHEZE, RMIZGIXFEFEE app. conf :

driverName = postgres

dataSourceName = user=postgres password=postgres host=1localhost
port=5432 sslmode=disable dbname=casdoor

dbName = casdoor


https://github.com/casdoor/casdoor/blob/master/conf/app.conf

@ XF POSTGRESQL, itk datasourceName B —4NIEZ3F) dbName , F HARFE L
B dbname <7 B LTI BRI A4 %
CockroachDB

CockroachDBHr] DA 5 PostgreSQLIRGIFE 7 —ifdif, HHEES
PostgreSQLAH[A,

driverName = postgres

dataSourceName = user=postgres password=postgres
host=1localhost port=5432 sslmode=disable dbname=casdoor
serial_normalization=virtual_sequence

dbName = casdoor

SQLite3

ZRCESQLite3, EMNIZBIXFEFEE app . conf :

driverName = sqglite
dataSourceName = file:casdoor.db?cache=shared
dbName = casdoor

jaid Ini XXAFECE

Casdoorf] DU AN TRCE . conflapp.conf, ZXXFERAELE DL RAAE:

appname = casdoor
httpport = 8000
runmode = dev
SessionOn = true
copyrequestbody = true
driverName = mysql


https://github.com/casdoor/casdoor/issues/2127
https://github.com/casdoor/casdoor/blob/master/conf/app.conf

 appname ;&M FHRFAR, HATRA EPRHIE,

e httpport EERY G N AR IEAE I T A6 T

o runmode A] PAIEE N dev B prod »

e Sessionon REEGAHASE, BRINEN MBI,

e driverName. dataSourceName fll doName EfERTHIMEAL, ES R EEWEE
DAIRBUEAE B

e verificationCodeTimeout & T IiERA AR, G, HAPFREFRIR
HY,

VERWIHE, IRAFZEERMI: driverName 1 dataSourceName , FRIEVRAEIEZE
BT, X MEIEE P Casdoor FsRF AT A £dE, BIAEM /. AL HEF,

o tableNamePrefix &fii HIGHCARI RAVATE

o showsql P& TUIRHELRFIATINFO, 27 HER LE/RSQLIEA,

e redisendpoint J5IHERedistiilt, #:Beegof Tsessionfifif tRILSE NS,
SEBRAE R SUAE L/ tmp XA G, B fHFRedisfE Beego = i&E 17
fis, [EMNIZERMLIT: redis.example.com:6379, U RedisiEfEAHIERE ],
RATLMEA localhost:6379 ., WIS T Redis% 3, 1HfH
redis.example.com:6379,db, password, fEPANEEEEEE HZ1HE:
https://github.com/beego/beedoc/blob/master/en-US/module/
session.md#saving-provider-configs

o defaultStorageProvider @RRIARISXHAREIRSS 2FR, WRIETRZEMH A7
fEARSS, Bl ki bfe, EREREEMERMERE, S ME Y HE, H#E
IR

e isCloudIntranet HTIRAIEAYEE BLE i mU2 4 8 NI i o

o authstate RPN HIEFHR, BERIFEREZSE

o socks5Proxy s& SOCKS fRHIARSS 28 IP sk, WERMImO, FARINIAES
Googlefd XMk, 2 &M Google. GitHub. Facebook. LinkedIn B
Steam fEOAUthfZ LR, IXTERELEHN X AT RE 252 2| 28 BRI


https://github.com/beego/beedoc/blob/master/en-US/module/session.md#saving-provider-config
https://github.com/beego/beedoc/blob/master/en-US/module/session.md#saving-provider-config

initscore B THF BN, BTMHPEE—METEMN. 78H
Casnodef#iffl, F H1£CasdoorH & Hil{E(al 7L 7,

 logPostonly H THfiE 2 & X Fpost 77 LK IIid R,

e origin ZoriginfE )54

e staticBaseUr l &R GiAIGER 258 FH A E S B AY sk,

o ' enableGzip &1EiE K LS Accept -Encoding=gzip IE52FH Dlgzipdmhd i1 Ti

AVAS

e inactiveTimeoutMinutes sets the maximum number of minutes of inactivity.
If the inactivity time reaches this value, then casdoor will log the user out.
Empty value or value less than or equal to O means there is no limit on the
user's inactivity time.

GEVEIN: g (LT

CasdoorfE_FiRinix e XA BC B DA n] DUBd AR 81 TACE, DAR—LE
beegoft &I (Uhttpport, appname) .

Bign, Zfr=ilEsCasdoorthf, FRAT A A ALY 75 TUE I PR 2L B AL BB B -
appname=casbin go run main.go

AL, export TS IZE—MEIRERY T, AR ERIAARN S EAELEIn SR
SRy U

R IR R PRINCE Al DU SSinisK AR E.

‘_A,_A

a1y

HETEMREST7TE, &R DUREE B CRTEDOESE—R,


https://github.com/casbin/casnode

TR
R

CasdooriGo/5tmEkINTE8000%: [HiafT, &r] PAEH DA N i ja3Go/E i :

go run main.go

MR35 aspkniaft)a, fEnT O3 E TR R 77
Hij i

Casdoorf{aiumE— N EH & Create-React-App (CRA)IH, ‘EERIALEN 7001
I1E1T, AN a2 RIs TR :

cd web
yarn install
yarn start

TELE RN Y 28 75 1A http://localhost: 7001, HFERIAERIEFE A : built-in/
admin %3¢ Casdooriz il it

admin
123

s
R
FsCasdoor GoJEI{RRIH B AT AIF RIS


https://create-react-app.dev/
http://localhost:7001/

XFFLinux:

go build
./casdoor

& T"Windows:

go build
casdoor.exe

Hij i

¥ Casdoorfiiufif VM AESEIR (html, js, .cssXff) :

cd web
yarn install
yarn build

ESERIX Y g8 HRi751R] http://localhost:8000, f# AN 2REFHAM: built-in/
admin %3k Casdoorz il it

admin
123

Q #m
TS — N, E9wiE conf/app. conf HEX httpport, RIGEHEH
GoJg o

(® CASDOOR s F11¢:Ai


http://localhost:8000/

fedevIREER, RFidH yarn run fE700156 13347, Al AR PRABSEHE A
Casdoor& Ui, RFEZ¥CasdooriiizidE Nhttp://localhost:7001,

fEprodiftEirh, Fivm A E SeH yarn build 8, FEAE8000uH M LR ALARSS,
[RltE, nSRIRAEEE N Casdoor& sk iiHi, {RIFE¥ CasdoorfEHZikE N
https://your-casdoor-url.com:8000 (UISRIRIEFERAH A, REEER R
BEENRIEA)

PIFRATIE 75 i85 Casnode Ml
Casnodefifi i Casdoor it B 56 11F,
LEAEdevEREEHIICasnodely, AT serverur LIZE N

http://localhost:7001, Fit A2 FAT 145 FH CasdoorlliR B SR AP RERT, &%
2Pk #localhost 7001, iX4Z&Casdoorfiiii T,

BIEATIECasnode A F=INERS, AT serverur LIZE N
https://door.casdoor.com, Fft PAFI 7 B] DAfE i Casdoor& ek i+,

import * as ConfBackend from "./backend/ConfBackend.js"

/f serverlvl: "https://dooy.cashin.com”,
serverUrl: "http://localhost:7881",
clientId: "B14aeibdB48734ca2dea’,



http://localhost:7001/
https://your-casdoor-url.com:8000/
https://casnode.org/
http://localhost:7001/
https://door.casdoor.com/

> FEMENIR > (RIE) /] Docker 1217

(Tﬁ) fil] Docker j&17
ZEEER
i

WERIRAE 5 DA DockerEil%, IEMRIRIINLES 2/ DA 2GBMN{E, CasdoorfHiii g
—/MReactINPMITH, MEFTIHE/DFHE 2GB MNTF, W7D T 2GBr i F 2T
Uit BRI

IREAFEBTHEVES, EIRERTLE 2/ H 100MBHI N,

BIERS

FiE#E/EZR S (Linux, WindowsfimacOS) #5235 %,

Docker

#&A] AFE Linux H{# ] Docker (docker-engine JifiAs >= 17.05), fE Windows #ll
macOS H i Docker Desktop,

e Docker

TWER G W], R 146 docker-engine i A >= 17.05, X2 HFK
filfEdocker-compose.ymIF i T Z [ B DIRE, ZIIRETE17.05 K DA ERRARH S Z]
Y., HXREZEE, 1ESUhttps://docs.docker.com/develop/develop-images/
multistage-build/,

R IEWAEF Fdocker-compose, 1HHRIEH docker-composeRA >= 2.2, X T


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://docs.docker.com/get-docker/
https://docs.docker.com/develop/develop-images/multistage-build/
https://docs.docker.com/develop/develop-images/multistage-build/

Linux i, BIEFEERERC L docker-compose, KA'E 5docker-engine 2% I
o

NS

AR T NDockerHub 14

e fiiid HIY

casdoor-all- % H & T Casdoorfl HEGERE— 1 BEEdEE, [V
in-one My SQLEEZE ERENERED]

FUCasdoor il A ERG IR (5T DAE HE S ) LIS,
" SR

casdoor

1. casbin/casdoor-all-in-one: XML ELE T casdoor il SZf, —1"MySQL%EL
B, DARFTARENEEE, XN TREMREZIKCasdoorV#H A F i1,
BTN, EBRFEFE-MD G2 IZRNESCasdoor, TEFTAE AL E,
SR, TBER, TATAEAEA PR A A B,

TR 1: A8 R P

BiTAdR, IR 8000 i REEL T, WMRAHEN EAFEIZER, RFEKZ B
B,

docker run -p 8000:8000 casbin/casdoor-all-in-one

TESE RN YE 2875 17] http://localhost:8000, fEHERIN2REB A : built-in/
admin 3% Casdooriz itk


https://hub.docker.com/r/casbin/casdoor-all-in-one
https://hub.docker.com/r/casbin/casdoor-all-in-one
https://hub.docker.com/r/casbin/casdoor
http://localhost:8000/

admin
123

JEW-2: 2 AR b HERS

Q %
0 A B S AR A R, PR A Rt — R T BER AR DT

example

docker run \
-e driverName=mysql \
-e dataSourceName="user :password@tcp(x.x.x.x:3306)/"' \
-p 8000:8000 \
casbin/casdoor: latest

fll## conf/app.conf, &AL Casdoorfconf/app.confHhEfIE, ' Hx
app.conf U EZ 1+

NP

docker run -p 8000:8000 -v /folder/of/app.conf:/conf casbin/
casdoor: latest

@ #ix
The default user of Casdoor has a uid and gid of 1000. When using volume
mapping with SQLite (or any storage requiring file permissions), ensure that


https://github.com/casdoor/casdoor/blob/master/conf/app.conf

the path (e.g., /folder/of/app.conf in the example above) is accessible
to uid 1000. This avoids permission errors like permission denied when
Casdoor writes to mapped volumes.

Jiegnfrr, HFER app.conf Hi## /conf/app.conf, ARIG/E5017A 2R

ELERIN Y #8HRi75 R http://localhost:8000, AN RREHAM: built-in/
admin 3% Casdooriz il itk

admin
123

iEWi-3: ZiAdiHldocker-compose

1£5 docker-compose.ym1 XXHHHIE MY H 7G| — conf/app.conf Bk, A
J&, MCasdoor&filapp.conf, 3% app.conf WEZIFAEE, ErIDEEEILINIT
,

fi FH docker-compose i & — N B B 8 12 -

docker-compose up

IXFEREERL T S

EERIN Y 2875 1R] http://localhost:8000, f# AN 2REFAM: built-in/
admin %3¢ Casdooriz il mEitk

admin
123


http://localhost:8000/
https://github.com/casdoor/casdoor/blob/master/conf/app.conf
http://localhost:8000/

@ #/ik

WRIRIR AT docker-compose.ymIsZff:, FAT1QIE) 4
“RUNNING_IN_DOCKER"AJIF AL & Al REX LEIRIEFIAI R,  4i8Id docker-
compose I EHEE db', BEEMMRBIPCHlocalhost LRI A, {HAfECasdoors
#ellocalhost LA, N TR &R Eapp.conf i@ 2 FRGT, 33X #1 F P2k
DERTREAE Y A, FATHRME TIX NG &, FFfEdocker-compose.ymlIH st
ST E, HHIARDEILE Ntruellf, localhost#Z
host.docker.internal, PAf#ECasdoorr] LA A £z 2,



N > IR > (ANE) SAFEA K8s Helm
(nfig) ZIAfE
IR

FEFRA 1B R U Helm 7E Kubernetes F#{% Casdoor, DUMETEFRMY R,

e AF

o —/NEFIBITH Kubernetes &8
o %% Helm v3

] K8s Helm

TR IR
A% 1. 2tk Casdoor E#:

Install the Casdoor chart:

helm install casdoor oci://registry-1.docker.io/casbin/casdoor-helm-charts --version v1.702.0

Wi 2: Vil Casdoor

—HZz4E fEn] PUEId Kubernetes SR HEIARSS URL iRl Casdoor,

5 TR

JEER Helm BIFRIERERIER Casdoor 2235, HRIFHIET, ESFEERHN values.yaml XfF, FIDECEPA NS
i&o

28 filiid BRIME

1217 Casdoor

replicaCount N FH R AR5 1

%0

Casdoor
image.repository Docker &1 casbin

,@EO


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://hub.docker.com/r/casbin/casdoor-helm-charts/tags
https://github.com/casdoor/casdoor-helm/blob/master/charts/casdoor/values.yaml

W

image.name

image.pullPolicy

image.tag

config

database.driver

database.user

database.password

database.host

database.port

database.databaseName

database.ss1Mode

service.type

filiid

Casdoor
Docker E&1)
By 8

Casdoor
Docker B4
DA -

Casdoor
Docker &1

P2

Casdoor M
HIBC B ILE,

S AR EE
Wahterr G
mysql,
postgres,
cockroachdb,
sqlite3) .

BARER P %,

B,

B FE Lo

B v

Casdoor f#iH
BRI A FR

B PR
SSL #x,

2y Casdoor fl]
Ry
Kubernetes Al
SRR
(ClusterlP,
NodePort,

BRIMH

casdoor

IfNotPresent

2L config FE

sqlite3

casdoor

disable

ClusterIP


https://github.com/casdoor/casdoor-helm/blob/master/charts/casdoor/values.yaml

W
£

service.port

ingress.enabled

ingress.annotations

ingress.hosts

resources

autoscaling.enabled

autoscaling.minReplicas

autoscaling.maxReplicas

autoscaling.targetCPUUtilizationPercentage

nodeSelector

tolerations

filiid BME

LoadBalancer

) o

Casdoor IR
HI 1S

8000

A
Casdoor [y
Ingress,

false

Ingress ¥ E O
Ingress ¥R
FEH4,

Casdoor &8s
PIERIERFIR {3
ﬁ%IJO

ey =1t
Casdoor 7K
¥ Pod HElY”
&,

false

K Pod HE
P RENRNEIA 2
1,

7K Pod H 3
VRIRKEIA 100
]

7K Pod H3l
¥R bR
CPU AAH*HA
padee

80

Pod 73 LAY A
PR

{3

Pod 7MRCHIAZ  []



W
£
&
5

BRIMH

affinity Pod ZMBLHIEA
HIE,

)5 RSN

TR,

extraContainersEnabled false

& fO
%

BONKIL TR
%g()

extraContainers

Casdoor &#
extravolumeMounts [1

AR MEHE

Casdoor &#%
extraVolumes [1]

AIAINE

}\)\ secret ?E{i:l\: nn nn nn
envFromSecret PR [{name:"", secretName:"", key:""}]

: M configmap _
envFromConfigmap [{name:"", configmapName:"", key:""}]

TREAEAL &,

MEEAS secret
envFrom % configmap ‘[{name:
TRAINR A

type:"configmap \

LS

T A& Casdoor #%E

helm upgrade casdoor casdoor/casdoor-helm-charts

1%, Casdoor:

helm delete casdoor

BB IERFER], EZS% Helm 1 Kubernetes 4%,



Gilk

/] Helm 1£ Kubernetes E#% Casdoor faifk. 7 £ Kubernetes BB S BAIY BIEH B BIEIRSS .



A > EREBIR > Casdoor At API

Casdoor 223t API

Casdoor i 7L P 5 EE— N React JTFEMISPA (BATIN FIFEF) . Reactiliufifdifl 7 GofguifChl & F& 1Y
Casdoor RESTful APl, JX/MRESTful APIFR N casdoor Public API . HrANGW, JEIIHTTPIEM, #KATDUE:
Casdoor T A S —FEMUT Mg, A HMRH], DA AR AR HIZAPI:

o Casdoorftiii
o Casdoor & 'ifi SDK (fiil4n, casdoor-go-sdk)
o SR E N AR — MR AT At B 2 SRS

casdoor Public API fH5282# ] DIfESwagger F#XF: https://door.casdoor.com/swagger, X£:SwaggerX#4/2
ffifiBeegoiBee T H HANAERM, WRIRAEEH A SwaggerXty, ES UL a4 miswagger

afa{diffl casdoor Public API T EHEIE

1. jdijd Access token
el AT I P20t B Y BRI P 52 TR 110, DAL 9.5 VL Casdoor Public API.
Ul BRI ) 2 e

IR A] ATEOAUth B SR Rt i (it 2did B RR AR 1) FRE Casdoor [P AT A1, APIEHTRIAY
BRRF 55 P BB BRAR

DU /RGBSR T 4nfali@id casdoor-go-sdk fEGoHiE i GetoAuthToken () BRI,

func (c *ApiController) Signin() {
code := c.Input().Get("code")
state := c.Input().Get("state")

token, err := casdoorsdk.GetOAuthToken(code, state)
if err !'= nil {
c.ResponseError(err.Error())
return
}
claims, err := casdoorsdk.ParseJwtToken(token.AccessToken)
if err != nil {
c.ResponseError(err.Error())
return


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://developer.mozilla.org/en-US/docs/Glossary/SPA
https://door.casdoor.com/swagger
http://localhost:3000/zh/docs/developer-guide/swagger/#how-to-generate-the-swagger-file

FI G 5% T 1 Il ARt n] DUEBIS & B GUH Y 48 Tokens T T _Eweb UBEEFTIIR], Bl 51A):
https://door.casdoor.com/tokens PAZ & Rl 5.

QA T B DY R UE?
1. HTTP GET 2%k, HURLKZUN:

/page?access_token=<ija] &> fif>

RS ASURM: https://door.casdoor.com/api/get-global-

providers?access_token=eyJhbGci0iJSUzI1NiIs

2. HTTP Bearer®h#, HTTPLig/2E:

Authorization: Bearer <ifj[A]&k#>

2. @it client IDAMIclient secret

QSR ER S P i DRI B2

MR FRE TR (B4, https://door.casdoor.com/applications/casbin/app-vue-python-example) ¥ @R FH s
PR I DRI, URAEEEDBLER . R AR B RS T B AR P I S VA P APIRE,  IXFHALE R A A,
AP VI FIAXBR IG5 B PR (AR EFER) AR,

PUR/RBI R T 4nfali@id casdoor-go-sdk fEGoHiE i GetoAuthToken () BRI,

QTR T B DY R UE?

1. HTTP GeT &%, HURLIHN:

/page?clientId=<%J'IID>&c lientSecret=<Z &>

TR SR https://door.casdoor.com/api/get-global-
providers?clientId=294b09fbc17f95daf2fe&clientSecret=dd8982f7046cchalbbd7851d5clece4e52bf039d

2. HTTP EEARINIE, HHTTPLAERN:

Authorization: Basic <& FUMIDMIZFImHHLENES"  "EH#AIBase64dmtd>

WMRIRA A KBase64gmts, RA] DA — NERSESUXMESS, KN HTTP Basic Authentication @ —MFZHITS
XFFIRAThR


https://door.casdoor.com/tokens
https://door.casdoor.com/applications/casbin/app-vue-python-example
https://en.wikipedia.org/wiki/Basic_access_authentication

3. Jfjd Access keyfllAccess secret

FAITAT LAfE F Casdoor H F Y15 A1 A AN 15 IR A% K ] casdoor Public API fENAF AL, VilnI& SHAI il fk e Al
DA E R R P AN P IR ETUE AL E,  update-user APIHA] DABCIE AR BEFTIX 7B, AP ARG S
F P BIRURAH

AT B YR IE?
1. E % E T el —Xt accessKey Fll accessSecret,

2. HTTP GET Z%, HURLI&HN:

/page?accessKey=<The user's access key>&accessSecret=<the user's access secret>"

TR SR https://door.casdoor.com/api/get-global-
providers?accessKey=b86db9dc-6bd7-4997-935c-af480dd2c796/
admin&accessSecret=79911517-fc36-4093-b115-65a9741f6b14

APl key (3
Access
key (3
Access

=
secret ()

update

curl --location 'http://door.casdoor.com/api/user?accessKey=b86db9dc-6bd7-4997-935c-
af480dd2c796&accessSecret=79911517-fc36-4093-b115-65a9741f6b14"

4. it username fll password
A i
REAINIE AL A, (08 T 3AEaiEin B MR B e, TS AT =S IeiE /5%,

KR A2
R FSEIER 2 DL GET ZHITEAAEERURLFF R E K, 1A, WIRIKEMZHTTPIANZHTTPS, MFHIRE
UERF 245 45 DAB SR AUIRA,

FATAT LA Casdoor F A P A4 F1 RSk DU P B S 5438 ] casdoor Public AP, P #RAMIEIN <H



MR B FR>/ <P 4> . APIVEFARIBRIG S F AR L,

AT S DY IE?

1. HTTP GeT 2%, URLIER :

/page?username=<f P I L FR>/ < ' >&password=<f P HIERG>"

TR SR https://door.casdoor.com/api/get-global-providers?username=built-in/

admin&password=123



n >

AP

L =

g

Dashboard of
PingCAP TiDB

GitLab

Apache
Shenyu

Alist

BookStack

FLARNR

> HRE

PR

React +
TypeScript + Go
+ Gin

Vue + Ruby +
Rails

Java

TypeScript +
SolidJS + Go +
Gin

jQuery +
Bootstrap + Go +
Beego

OB

Use Casdoor for TiDB Dashboard SSO
sign-in (other languages: Chinese)

OpenlD Connect OmniAuth provider

Casdoor Plugin (other languages:
Chinese)

Casdoor SSO (other languages:
Chinese)

Casdoor integrates registration and
login


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://github.com/pingcap/tidb-dashboard
https://www.pingcap.com/tidb/
https://docs.pingcap.com/tidb/stable/dashboard-session-sso#example-3-use-casdoor-for-tidb-dashboard-sso-sign-in
https://docs.pingcap.com/tidb/stable/dashboard-session-sso#example-3-use-casdoor-for-tidb-dashboard-sso-sign-in
https://docs.pingcap.com/zh/tidb/stable/dashboard-session-sso#%E7%A4%BA%E4%BE%8B%E4%B8%89%E4%BD%BF%E7%94%A8-casdoor-%E8%BF%9B%E8%A1%8C-tidb-dashboard-sso-%E7%99%BB%E5%BD%95%E8%AE%A4%E8%AF%81
https://about.gitlab.com/
https://docs.gitlab.com/ee/administration/auth/oidc.html#casdoor
https://shenyu.apache.org/
https://shenyu.apache.org/
https://shenyu.apache.org/docs/next/plugin-center/security/casdoor/
https://shenyu.apache.org/zh/docs/next/plugin-center/security/casdoor/
https://alist-doc.nn.ci/
https://alist-doc.nn.ci/en/docs/setting/casdoor/
https://alist-doc.nn.ci/docs/setting/casdoor/
https://www.bookstack.cn/
https://www.bookstack.cn/read/help/Casdoor.md
https://www.bookstack.cn/read/help/Casdoor.md

SN

ASP.NET Core 6

OAuth2 Proxy (Go)

Casnode (JavaScript
+ React + Go +
Beego)

Cloudreve (Go)

KodExplorer (PHP)

bidi

i FH A tiCasdoor Docker& g fELinux i yWindows
+ &5t Fi#{TASP.NET Core .NET 6i#EH & 246 F I
H

Use Casdoor + OAuth-Proxy to protect web

applications on public networks

filiHLighthousel & —M&V2ex— IR

Modify Cloudreve to support Casdoor

Modify KodExplorer to support Casdoor


https://blog.kenaro.com/2022/02/18/asp-net-core-net-6-demo-authentication-project-using-local-casdoor-docker-container-on-windows-subsystem-for-linux/
https://blog.kenaro.com/2022/02/18/asp-net-core-net-6-demo-authentication-project-using-local-casdoor-docker-container-on-windows-subsystem-for-linux/
https://blog.kenaro.com/2022/02/18/asp-net-core-net-6-demo-authentication-project-using-local-casdoor-docker-container-on-windows-subsystem-for-linux/
https://github.com/oauth2-proxy/oauth2-proxy
https://studygolang.com/topics/15475
https://studygolang.com/topics/15475
https://casnode.org/
https://casnode.org/
https://casnode.org/
https://www.jianshu.com/p/e08ef8501a4d
https://github.com/cloudreve/Cloudreve
https://www.epis2048.net/2022/modify-cloudreve-to-support-casdoor/index.html
https://github.com/kalcaddle/KodExplorer
https://www.epis2048.net/2022/modify-kodexplorer-to-support-casdoor/index.html

A > Deployment

Deployment

HRBFINGINX

ERANginx AR fGuHGofEr, FHHdEsCasdoorfik%s.,

HE3 Kubernetes

2 SJUUA{E Kubernetes &£ Casdoor

AL 4

Al MR Gk Casdoor £54E

fECDNHHEE RS T

FECDNAHEE R S S F


http://localhost:3000/zh/

| FENTR IS R E AR RS ST

WATEE Casdoor S 5

| BUREER

AEFECasdoor R FEIT S



A > Deployment > FEEZFINGINX

B RINGINX

RVE CasdooriE G F v 7 B HIZRN, ABAEAE IR, Jaime s o irdm SR A ER S
SPEARSS . BRI, AT PARE FRENQinxIX R S A RER AR FR A F CasdoorI I AT A i
&, FRHEE M EENmGore F MARHY S o

EARFTER ) BE2E S A i FINginx ) AR BE N fEumGofE s, HPidE sl Casdoorfiik

5o

1. ¥ il S

FiZfECL N8 T Casdoor 52 T A EHICE (WREE, 18SEIHRE D) |, EHAF
FHEIDA N7 A R A

Yarn npm

yarn install && yarn run build

npm install && npm run build

2. 1817 Jadmke e
go run main.go

o, o


http://localhost:3000/zh/
https://www.nginx.com/

go build && ./main

3. it B J1ia17Nginx
vim /path/to/nginx/nginx.conf
RIE, BIN—RSs 6 -

server {
listen 80;
server_name YOUR_DOMAIN_NAME,

location / {

proxy_set_header Host $http_host;

proxy_set_header X-Real-1IP $remote_addr;

proxy_set_header X-Forwarded-For
$proxy_add_x_forwarded_for;

proxy_redirect off;

proxy_pass http://127.0.0.1:8000;

ROk, HBERIINginERE, 1&17:

nginx -s reload

4. i

TE R B = WA 58 85 FH 5 7] http: //YOUR_DOMAIN_NAME



A > Deployment > #fE%| Kubernetes

A Kubernetes
{E Kubernetes (k8s) 11 Casdoor

AR M T —DNE Kubernetes SEEHE(%E Casdoor HIFEAIRGI, 1E Casdoor FIHR
e RSB — DN "k8s.yaml" B, XS T1E Kubernetes HHEE
Casdoor /REIECE, B4E—EEF— RS,

TEFEERE 2 i, TBHRIRELE T conf/app.conf X, LAE Casdoor A PARSIH
EZRIBEREE, IFHEUREEARGIEEIBTT, BN, 1EFI{R Kubernetes REMBHI BN EERY
B4,

FEE Casdoor, HIBfTEA Fais:
kubectl apply -f k8s.yaml

TRAT LUEITIZIT kubectl get pods A Riu & HREIRA,

X2 k8s.yaml WA

# this is only an EXAMPLE of deploying casddor in kubernetes
# please modify this file according to your requirements
apiVersion: vi1i
kind: Service
metadata:

#EDIT IT: if you don't want to run casdoor in default namespace,
please modify this field

#namespace: casdoor

name: casdoor-svc


http://localhost:3000/zh/

BEE, XNXERZ DB, VRA] DARIBIRIT T SR TS FER, Flands AR E T
A, IRSEAEAY A ConfigMap SKREEEBLE L. 7E Kubernetes H7,
ConfigMap HEEBLE XA = INGE I 7T .






> Deployment > dEgItAk

éﬁdﬁ%ﬂ afe

QUERARIEAERf Casdoor 5 HAhfR 55— LR E N — NI BEHIN T, IRATREA SO0 g fik—
AIFFRITRIBIZHRE, IXEIRE A ] DLEREME AN R, TR EECE.,

XA T, &) DA R feiEid it & S A £ Casdoor HiEMERIARSS . 1L
ERTDAEE X, s E SRR BISA K.

XHEFEAE A R E BRI 20,

SARCERY

WRE CasdoorfIfR H A — 1N W init_data. json FUBCE LR, BR# A4
fk.CasdoorH e, R FFER I S AECasdoorE Ziaf THIMR H & H,

W ERAR EAE(# F Casdoori B FiDockeriif%, ixX A —LefiiA ] DAFSBh A%
init_data.json HE#HFE L+,

init_data.json A[Z[EEH: init_data.json.template fEfEH Z BT B EMEN

init_data.json

*1F Docker

WRAR(FEFH Dockeri#fi & Casdoor, fRA] LA A volume a2 Kf init_data. json HEE
was,

docker run ... -v /path/to/init_data.json:/init_data.json


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/blob/master/init_data.json.template

¥J Kubernetes:

W ERAR{#E I Kubernetesi#& Casdoor, RA]PA# FH configmap KA17(E

init_data.json,

apiVersion: vi1i
kind: ConfigMap
metadata:
name: casdoor-init-data
data:
init_data.json:

AT DOEITHEEL configmap HEdEHEEEZ|Casdoorff pods H, &R DIFZHR AR 77 &
IR deployment :

apiVersion: apps/v1l
kind: Deployment

spec:
template:

spec:
containers:

vo lumeMounts:

- mountPath: /init_data.json
name: casdoor-init-data-volume
subPath: init_data.json

volumes:
- configMap:
name: casdoor-init-data
name: casdoor-init-data-volume



S E B

AR AR A B Casdoor Bt EEHEEIEERTR . A Go test named
TestDumpToFile() is provided at: init_data_dump_test.go

go test ./object -v -run TestDumpToFile

1E58 Go Mz J&, RERI—DHEFEFTAERZN init_data_dump.json HIXfF, [
XS e EE ) Casdoor FLEHIE, WRIREIEREIES] S —1> Casdoor L4, =Hdn
% init_data_dump.json % init_data.json H¥HEHEFE|HFR Casdoor FIR 4
JERIA],

51

HHERIRE SRR A Casdoor M RANT:

MR Go &ikgtk  ~CHY
AN struct doc
W FH struct doc
AP struct doc
uE+ struct

TR struct doc


https://github.com/casdoor/casdoor/blob/master/object/init_data_dump_test.go
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/organization.go#L50
https://casdoor.org/docs/organization/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/application.go#L59
https://casdoor.org/docs/application/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/user.go#L49
https://casdoor.org/docs/user/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/cert.go#L24
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/provider.go#L29
https://casdoor.org/docs/provider/overview

R

Idaps

models

permissions

payments

products

resources

roles

syncers

tokens

webhooks

groups

adapters

enforcers

plans

pricings

Go &k S

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

struct

doc

L]

L

SR

P

SR

PLE]

SR

SR

L

L

P

SR


https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/ldap.go#L21
https://casdoor.org/docs/ldap/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/model.go#L26
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/permission.go#L26
https://casdoor.org/docs/permission/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/payment.go#L26
https://casdoor.org/zh/docs/products/payment
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/product.go#L28
https://casdoor.org/zh/docs/products/product
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/resource.go#L25
https://casdoor.org/docs/resources/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/role.go#L27
https://casdoor.org/zh/docs/user/roles
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/syncer.go#L33
https://casdoor.org/docs/syncer/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/token.go#L46
https://casdoor.org/docs/token/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/webhook.go#L29
https://casdoor.org/docs/webhooks/overview
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/group.go#L27
https://casdoor.org/zh/docs/organization/organization-tree
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/adapter.go#L28
https://casdoor.org/zh/docs/permission/adapter
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/enforcer.go#L26
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/plan.go#L25
https://casdoor.org/zh/docs/pricing/plan
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/pricing.go#L24
https://casdoor.org/docs/pricing/overview

SES Go &k S

invitations struct L=
records struct
sessions struct
subscriptions  struct Y=

transactions struct

WA S XA ARSI R 2%,  (RA] PAJE FHRES T ul AP, B (6 Y W 28 AR 1 1
FRACKRE R Ge t XXX X IXLEXF Z MR, M %5 init_data.json #H[A,


https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/invitation.go#L25
https://casdoor.org/zh/docs/application/invitation-code
https://github.com/casvisor/casvisor-go-sdk/blob/afd3c328ccf117cde693bf6f850d467933ceb1f7/casvisorsdk/record.go#L24
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/session.go#L30
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/subscription.go#L39
https://casdoor.org/zh/docs/pricing/subscription
https://github.com/casdoor/casdoor/blob/f9ee8a68cb36ef39a551ee49907c239b9d71840c/object/transaction.go#L24

> Deployment > {ECDNFEEES M

T CDNHRLE RS

AES IR, 40 js F1 .css XXM, T web/build/static/., WREFBEALSR
HICDNARSS H &R B IX L2, Casdoorffl 7 — ML I B IS IRRIHIA, 1ETZIR AT
PRERAE

@ #i:
AR IR C A% T Casdoor W RiMICHD, AIRIBEEE, BS% kY,

s LIE
Bt EFRE{ECasdoor U AR —MERIIF IR AR, R ASER,

A s
{E3HE Domain FEXIN, WALRCA/'E5R,

Domain @ : https://cdn.casbin.com/casdoor/

{5 I i)

ZAE] PAfEdeployment/deploy_test.gotk#l,

fEdeploy_test.go, {RFFE(EM GetProvider () Y id 2%k, EftF id AIEE

<owner>/<name> ,


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/blob/7b0b426a76fd77b89817e0eafcccaed8d15b8cf4/deployment/deploy_test.go
https://github.com/casdoor/casdoor/blob/7b0b426a76fd77b89817e0eafcccaed8d15b8cf4/deployment/deploy_test.go

func TestDeployStaticFiles(t *testing.T) {
provider := object.GetProvider ("admin/

provider_storage_aliyun_oss")
deployStaticFiles(provider)

}

AT RERERG, (LN a2 RIs TIA:

cd deployment
go test

RAITR), IRRREE:

PASS
ok github.com/casdoor/casdoor/deployment 2.951s

T AR

IAHITIHE -

o R css/ M js/ SXIFRARIFTA SIF AL R ETR SR TEE FICDNARSS

o ¥ web/build/index.html HHIFTHE .css M . js XHFRJURLEZH CDNHLE
URL,

PRPRTFELR Y index. html SXfF,  FEERS X LML EICDNJG, index.html )R <
J#iTCasdoorfGo/mum# 1 iE K, TCDNHERA S RIBILAE index . html 21t
FJURLsHZIE K



A > Deployment > {EPRRMILERIEEESSCHE

PR S PR S

GUIRIEAEMNM_L 782 Casdoor, RTRETCIA ERGEIT BRI G MEf ST, EHREEE
AU MRS TR, A E7ECasdoor B =ALACE.

iR B ST

CasdoorH B RS IR, WIEEA. Frk. CSS%, #ifFfiffEcasbin/staticty/E
W,

W% CFEHAEM TR a8 EERE E.  HERIR AT DATE X LE BT,

At B Casdoor

S R] DA B SO B S A, RS BRI I B OV BRIk, T conf/
app.conf ¥4 staticBaseUrl & E NEIIERE i,

staticBaseUrl = "https://cdn.casbin.org"


http://localhost:3000/zh/
https://github.com/casbin/static
https://github.com/casdoor/casdoor/blob/c92d34e27c707287545519202463632fb4deacc9/conf/app.conf#L19
https://github.com/casdoor/casdoor/blob/c92d34e27c707287545519202463632fb4deacc9/conf/app.conf#L19

A > Deployment > HdEETE

s iTh

FETHREAREERS, FAERIRERAIXER, BIAnFEMERIH 5B %im%,&mmmﬂ
7 xorm, & R] DAREBORIRVF 2 HHRIFIER M, AT, —SRERIEmER AT
FoCE, BIANE T B R E I,

Q@ @i
23 xorm A DLUEE 4 i P R xorm B AR AR

TAERH

QUATANIA, xormJEiAME B T BRIV E L, N T RERIZ AN AL, xormigfit 17—
migratetd, RJLAREBIRRORIZ AN A]78,

ZCE B, (KA PR S a0 MUY :

migrations := []*migrate.Migration{
{
ID: "CasbinRule--fill ptype field with p",
Migrate: func(tx *xorm.Engine) error {

_, err :=
tx.Cols("ptype").Update(&xormadapter.CasbinRule{
Ptype: "p",
1)

return err
3
Rollback: func(tx *xorm.Engine) error {
return tx.DropTables(&xormadapter.CasbinRule{})


http://localhost:3000/zh/
https://xorm.io/
https://xorm.io/docs/chapter-03/readme/
https://gitea.com/xorm/xorm/src/branch/v1/migrate

AT EFR 2 p_type i fA N ptype . &M, HTxormAZREFEEm%, AL
HORBUEE =N & p_type METRS ptype, AEMIER p_type FEX,

ID FERME—IRIRIEAEHITHER . fEm.Migrate() 1817/, ID AMERFSISINEEHRE %
HIER R,

RN HE, R GERD 2O FECMIAR 10 7B, e T S5HRA
1D AR LA,



A > f%EREFICasdoor

anfaf iR 2l Casdoor

W%

B N ZER2 5 Casdoor

FREOIDC % it

M OIDC Z T F|Casdoor

Casdoor SDKs

ffifiCasdoor SDKsi A 2R ERJOIDCHY

Casdoor Authenticator App

Store TOTP code in Casdoor


http://localhost:3000/zh/

ol e P B SR

JE P B R SR

' Vue SDK

Casdoor Vue SDK

& 5L SDK

4 NIH

g #3) SDKs

14NH

' CasdooridifF

£ Spring Boot, WordPress, Odoo S HABHEZEH i Casdoor fifFaiHE



' Next.js

fENext.jsIil H # i i Casdoor

' Nuxt

1ENuxtlii § #{# fi Casdoor

~ OAuth 2.0

{ii FH AccessTokend&iE 2 F it

| {#ifI Casdoor{EHCASHR S 5%

WA Casdoor HIECASHRSS B

& SAML

6 MIH



R

f#JH Face ID &3%#|Casdoor

' WebAuthn

1£ Casdoor Hf# Fiwebauthn



A > f%EREFICasdoor > Uil

W

TEARTH, BAT TR A fE R ek I8 i N A2 7 i #28| Casdoor,
YENIRSSHRAERT (SP), Casdoor S IIATETMY :

e OAuth 2.0 (0IDC)

e SAML
TE NS OHEALRT (Idp), Casdoor SZHFPUTRIANERMY :

e OAuth 2.0
e OIDC
e SAML

e CAS 1.0, 2.0, 3.0

OAuth 2.0 (OIDC)

/2 OAuth 2.0? }

)

OAuth 22—/ MEZFBUEZE, E{HSM FAEF—1UlFacebook, GitHUb#
Casdoor——HREMBTEHTTPARSS L3RS K AR VTR, B0 TAER
HUEH P B BIERFEATEE A Ik P ARSS, HHREEE =75 M AR i A%
PP, OAuth 29 M DIRIE N AR, DA EIRIEAG R,

CasdoorfiZIFEFHE T OAuth 2.01M% » FRATTHEFEREH OAuth 2.0 BMY, R


http://localhost:3000/zh/
https://oauth.net/2/

T P 51T, BERRRZ ML,
2. IZWPRERE = HAR X SRz

W, RN AR EE OAuth 2.0 (OIDC) 5 Casdoor @i, XEA =Ffh77 %
#l| Cassdoor:

pnifE OIDC % P

PRHEOIDC %% Fi: ] —MRERY OIDC 2 FumsKBl, @SR ARIE 5 BESAR ™
ettt

ftmoDC? |

)

OpenlD Connect (OIDC) & —"MEOAuth 2.0 HEZRTHmIAL TS 13 56 UE T
Wo EXIETEE, OIDCAVFM AIEIL B RS 5R (SSO) ViRl F OpenI DR i
(OPs)HUKHI T il i, QIR THBA R AL Bt 2 M4t -5, PARIEE S, Em
NARREIRSRMHEEE, INEE R, FARrnh AP AR,

Casdoor 582> fF OIDC WX, GHRERIN AR C s bR OIDCZ s i
75— 10Auth 2.0 (OIDC) &ffniéfitrs, I HIEMEITRFICasdoor, HHOIDCA IR
)% CasdoorZ {5 EH Al BA.,

Casdoor SDKs

Casdoor SDKs: M T KkZHHmEIES, CasdoorfEOIDCZ HiRft T 5 T{# FHAISDK
JE, HAEE T HECasdoord A BT BIIEE,

S5FrUERIOIDCHMNUAHEL, CasdoorfISDKIRML T EHZHThAE, G P EFFIRIR F1&
%, JEldCasdoor SDKiZE#:E|Casdoord Z M R tufd FARERIOIDCH F i E %
BT T RER RIGTERIRMEKIIAPI,


https://openid.net/connect/

Casdoor¥fiff:

Casdoor fiff: WRERINHER EETHITFES (W Spring Boot, WordPress )
R, I H Casdoor (8(E5=77) BE&NHIEM T EA:, AN iZEEH
B, HHAEM LT3 Casdoor SDKEAR 152, RNRTE BT N FEEHIER,

i

o Jenkins ¥tk
e APISIX ffift

)£

e Spring Bootidiff
« Django @t

SAML

fHAESAML? }
J N\

ZEERINRICTE S (SAML) 2 —FOTIbRiE, VFS (02 (3 (IDP)RIZBUE &4
M5 fettE. RXPARERERRZ, (Ra] DUMEMH—ERIESREF AN I W5,
EHEMNH PR DNEREEHE T, FPRREH (CRM) (. G5
H X EFR AR R E R G2,

SAMLEZ ZAER A FebriciB = (XML) fEARR TR BEERIARSS 2 k3 = A ThR (L
(5. SAMLEH P S AERIE AR SS A < [R5 RE

. J

Casdoora] AFIESAML IdP.  H#i, Casdoorsz£iSAML 2.0/ ZIhRE, HXELIE


https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/django-casdoor-auth

ER, ESUSAML,

il
CasdoorfENKeycloak 1 HISAML IdP
I

1. IHBCEZHARN), ExE rr2ys, EHEOVRERSSOMZ —,
2. ZMBCERMN, WHEZAESE, RIAESLIRSERE - RAE100 %8 w5 A M
%\‘O

3. QRN AR EHOTAN, HTHESEINEARE R, FEIERSAML,

CAS

{4 BCAS? }

)

FHOUAIEARSS (CAS) ZMZHIR RERIML. BRHRZ AR ERREM—
OUTUE AN A IDAERS) IR NARZ NN AR, B Vr LN AR
EARBAF 22T QEE) BIEOIRPEAT SR IE,

CasdoorE2 3L TCAS 1.0, 2.0f13.0MIRE, AXEZIFMER, 1ESULCAS,
Y

1 R SRR H S TR, (e REMRIRE 5%,

2. CAS H Pt CASHRSS as Z IR HIAH BLAF 2 18 1 £ 15 A (AT i s &5 A AL O 1
NMERRE AR, HAGRRRE PR 2,

3. CASHMIOGFIEA T H MBI A,



L IDE S

—LEN R OB ER 2 CasdoorfI R,  n] DAL IR SRS R, PUdiERE)
Casdoor, ZEn]UAEENEFEENENHER,




A > QEEEF|Casdoor > FR/EOIDC &
FRUEOIDC % Fi
OIDC &

Casdoor e 2KH T OIDCHMX,  WIERIEHI B FHAR P T FHARIERIOIDCEE F i 1%
B35 —10Auth 2.0 9 (iR fikr, H HEHE T FCasdoor, ffiFOIDCKE B IE
EHERBH VI, Cassdoor's OIDC discovery URL J:

<your -casdoor-backend-host>/.well-known/openid-configuration

Blan, JERu S AIOIDCAIIURLEE: https://door.casdoor.com/.well-known/openid-
configuration, BEEEARER:

{

"issuer": "https://door.casdoor.com",

"authorization_endpoint": "https://door.casdoor.com/login/oauth/
authorize",

"token_endpoint": "https://door.casdoor.com/api/login/oauth/
access_token",

"userinfo_endpoint": "https://door.casdoor.com/api/userinfo",

"jwks_uri": "https://door.casdoor.com/.well-known/jwks",

"introspection_endpoint": "https://door.casdoor.com/api/login/

oauth/introspect",
"response_types_supported": [
"code",
"token",
"id_token",
"code token",
"code id_token",
"token id_token",


http://localhost:3000/zh/
https://door.casdoor.com/.well-known/openid-configuration
https://door.casdoor.com/.well-known/openid-configuration

OIDC% Py A 2

DA N2 L& T GofMlJavaTFiB = HIOIDCHE F i FE RIS R -

OIDC % i

i Ea (37
go-oidc Go https://github.com/coreos/go-oidc

o https://www.pac4j.org/docs/clients/openid-
pacdj-oidc Java

connect.html

THER, BRI, ZIREGEERIOIDCHE FimESIFR, ErTDAERL M E
RENEZ TG R

1. https://oauth.net/code/
2. https://openid.net/certified-open-id-developer-tools/

OIDC UserInfo 72 E%

PARZRAG U T4 OIDC Userinfo 7B (J&@iT /api/userinfo API) MCasdoorf
FH 221 8 P R BT kR

Casdoor I P& OIDCH &5 B 7B

Id sub


https://github.com/coreos/go-oidc
https://www.pac4j.org/docs/clients/openid-connect.html
https://www.pac4j.org/docs/clients/openid-connect.html
https://oauth.net/code/
https://openid.net/certified-open-id-developer-tools/

Casdoor I 7B

originBackend

Aud

Name

DisplayName

Email

Avatar

Location

Phone

OIDCH 5B 7B

iss

aud

preferred_username

name

email

picture

address

phone

&R IR IX BB UserInfol)7E X,


https://github.com/casdoor/casdoor/blob/95ab2472ce84c479be43d6fc4db6533fc738b259/object/user.go#L175-L185




A > WfI#EEECasdoor >  Casdoor SDKs

Casdoor SDKs
i

SRR OIDC WAHLEL, Casdoor 78 SDK FRE2{L 7 B 2 (NTRE, &, YR L&, i@l Casdoor SDK i#E#E5|Casdoor FIA LA OIDC
FRIEZ PR PETEAR,  HRR AR IR R BR K1Y AP,

Casdoor SDKA] 73 i

1. Wi SDK: JHFMuliftJavascript SDKFIVue SDK, T M HJAndroidskioS SDK, Casdoorsz At Fkssh AR P42 it B 56k,
2. Ja¥i SDK: Go, Java, Node.js, Python, PHP 251 1) SDK

Q #x
SIS R R AR A BT KT,

Al LA Javascript SDK:

casdoor-js-sdk B Vue SDK: casdoor-vue-sdk ¥fCassdoor 25

Faiot, ANSRIERIM TN 2R 2 JSP 5t PHP FERIIEGRNS, AR R GE /55 SDK, 7~fil: casdoor-Python-vue-sdksrfl

#%8)SDK ik SDK At BN

Android SDK & T Android b casdoor-android-sdk casdoor-android-example
i0S SDK HXFOSK L casdoor-ios-sdk casdoor-ios-example
React Native SDK X} T°React Native i Fif2/¥ casdoor-react-native-sdk  casdoor-react-native-example
Flutter SDK & FFlutter sy casdoor-flutter-sdk casdoor-flutter-example
Firebase SDK & T-Google FirebaseH casdoor-firebase-example
Unityi#xSDK J& A T Unity 2D/3D PC/# 3l  casdoor-dotnet-sdk casdoor-unity-example
uni-app SDK X Funi-app i LR casdoor-uniapp-sdk casdoor-uniapp-example

SEIRRSDK Eiipey SDKHY Bl
Electron SDK *tFElectroni casdoor-js-sdk casdoor-electron-example

NET S SDK  1EA T .NET AR

C/C++ SDK AT CIC++ 2N AT

WebiiJiiSDK filiik
Javascript . N
SDK X T AEGEHIAESPA R

{XRHAISDK AT AismAISPA Rl

WPF: casdoor-dotnet-desktop-example

casdoor-dotnet-sdk  WinForms: casdoor-dotnet-winform-example
Avalonia Ul: casdoor-dotnet-avalonia-example

casdoor-cpp-sdk casdoor-cpp-qgt-example

SDK X4

casdoor-js-sdk

casdoor-js-sdk

RIS

Nodejs J5¥fi: casdoor-raw-js-example
Go JGlifi: casdoor-go-react-sdk-example

casdoor-react-only-example


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-python-vue-sdk-example
https://github.com/casdoor/casdoor-android-sdk
https://github.com/casdoor/casdoor-android-example
https://github.com/casdoor/casdoor-ios-sdk
https://github.com/casdoor/casdoor-ios-example
https://github.com/casdoor/casdoor-react-native-sdk
https://github.com/casdoor/casdoor-react-native-example
https://github.com/casdoor/casdoor-flutter-sdk
https://github.com/casdoor/casdoor-flutter-example
https://github.com/casdoor/casdoor-firebase-example
https://github.com/casdoor/casdoor-dotnet-sdk
https://github.com/casdoor/casdoor-unity-example
https://github.com/casdoor/casdoor-uniapp-sdk
https://github.com/casdoor/casdoor-uniapp-example
https://github.com/casdoor/casdoor-js-sdk
https://github.com/casdoor/casdoor-electron-example
https://github.com/casdoor/casdoor-dotnet-sdk
https://github.com/casdoor/casdoor-dotnet-desktop-example
https://github.com/casdoor/casdoor-dotnet-winform-example
https://avaloniaui.net/
https://github.com/RVShershnev/casdoor-dotnet-avalonia-example
https://github.com/casdoor/casdoor-cpp-sdk
https://github.com/casdoor/casdoor-cpp-qt-example
https://github.com/casdoor/casdoor-js-sdk
https://github.com/casdoor/casdoor-raw-js-example
https://github.com/casdoor/casdoor-go-react-sdk-example
https://github.com/casdoor/casdoor-js-sdk
https://github.com/casdoor/casdoor-react-only-example

Webiij3ii SDK

React SDK

Next.js SDK

Nuxt SDK

Vue SDK

Angular SDK

Flutter SDK

ASP.NET SDK

Firebase SDK

=
=

J& T React Myl

B Next.js Mk

T Nuxt#h

For Vue websites

For Angular websites

For Flutter Web websites

For ASP.NET Blazor WASM

websites

J&H T Google Firebase M H

SDK fXfi% BIRES

Nodejs J5¥ii: casdoor-nodejs-react-example

casdoor-react-sdk Java J5¥ii: casdoor-spring-security-react-
example
nextjs-auth
nuxt-auth
casdoor-vue-sdk casdoor-python-vue-sdk-example
casdoor-angular-sdk casdoor-nodejs-angular-example
casdoor-flutter-sdk casdoor-flutter-example

Blazor.BFF.OpenlDConnect.Template = casdoor-dotnet-blazorwasm-oidc-example

casdoor-firebase-example

Ok, MIEEEHINES, W DUEREEH NE i /EmSDKZ —:

Web/i%ii
SDK

Go SDK

Java SDK

Node.js
SDK

Python
SDK

PHP SDK

.NET SDK

Rust SDK

C/C++
SDK

Dart SDK

Ruby SDK

filik

Xt T Golgii

%t Java 5 i

EXtNode.jsf&
i

X Pythonfq
it

B X PHP S

B AFASP.NET
Jeisit

B X Rust /5 i

EtXf C/C++ JE
Uity

4 Dart/g i

EFXtRuby J it

Sdk fUi%

casdoor-go-sdk

casdoor-java-sdk

casdoor-nodejs-
sdk

casdoor-python-
sdk

casdoor-php-sdk

casdoor-dotnet-
sdk

casdoor-rust-sdk

casdoor-cpp-sdk

casdoor-dart-
sdk

casdoor-ruby-
sdk

N

casdoor-go-react-sdk-example

casdoor-spring-boot-starter, casdoor-spring-boot-example, casdoor-spring-security-
react-example

casdoor-nodejs-react-example

Flask: casdoor-python-vue-sdk-example
Django: casdoor-django-js-sdk-example
FastAPI: casdoor-fastapi-js-sdk-example

wordpress-casdoor-plugin

casdoor-dotnet-sdk-example

casdoor-rust-example

casdoor-cpp-gt-example


https://github.com/casdoor/casdoor-react-sdk
https://github.com/casdoor/casdoor-nodejs-react-example
https://github.com/casdoor/casdoor-spring-security-react-example
https://github.com/casdoor/casdoor-spring-security-react-example
https://github.com/casdoor/nextjs-auth
https://github.com/casdoor/nuxt-auth
https://github.com/casdoor/casdoor-vue-sdk
https://github.com/casdoor/casdoor-python-vue-sdk-example
https://github.com/casdoor/casdoor-angular-sdk
https://github.com/casdoor/casdoor-nodejs-angular-example
https://github.com/casdoor/casdoor-flutter-sdk
https://github.com/casdoor/casdoor-flutter-example
https://github.com/damienbod/Blazor.BFF.OpenIDConnect.Template
https://github.com/RVShershnev/casdoor-dotnet-blazorwasm-oidc-example
https://github.com/casdoor/casdoor-firebase-example
https://github.com/casdoor/casdoor-go-sdk
https://github.com/casdoor/casdoor-go-react-sdk-example
https://github.com/casdoor/casdoor-java-sdk
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-security-react-example
https://github.com/casdoor/casdoor-spring-security-react-example
https://github.com/casdoor/casdoor-nodejs-sdk
https://github.com/casdoor/casdoor-nodejs-sdk
https://github.com/casdoor/casdoor-nodejs-react-example
https://github.com/casdoor/casdoor-python-sdk
https://github.com/casdoor/casdoor-python-sdk
https://github.com/casdoor/casdoor-python-vue-sdk-example
https://github.com/casdoor/casdoor-django-vue-sdk-example
https://github.com/casdoor/casdoor-fastapi-js-sdk-example
https://github.com/casdoor/casdoor-php-sdk
https://github.com/casdoor/wordpress-casdoor-plugin
https://github.com/casdoor/casdoor-dotnet-sdk
https://github.com/casdoor/casdoor-dotnet-sdk
https://github.com/casdoor/casdoor-dotnet-sdk-example
https://github.com/casdoor/casdoor-rust-sdk
https://github.com/casdoor/casdoor-rust-example
https://github.com/casdoor/casdoor-cpp-sdk
https://github.com/casdoor/casdoor-cpp-qt-example
https://github.com/casdoor/casdoor-dart-sdk
https://github.com/casdoor/casdoor-dart-sdk
https://github.com/casdoor/casdoor-ruby-sdk
https://github.com/casdoor/casdoor-ruby-sdk

A EF /7 Casdoor SDKIW5ERFIFR, EZH: https://github.com/orgs/casdoor/repositories?q=sdk&type=all&language=_&sort=

Wi Casdoor SDK ?
1. J5¥ SDK fitE

MR R BEhE, B Initconfig() HXCKWIMAILCasdoor SDK it . Plcasdoor-go-sdk#yfil: https://github.com/casbin/casnode/
blob/6d4c55f5¢9a3c4bd8c85f2493abad3553b9c7ac0/controllers/account.go#L51-L64

var CasdoorEndpoint = "https://door.casdoor.com"

var ClientId = "541738959670d221d59d"

var ClientSecret = "66863369a64a5863827cf949bab70ed560ba24bf"
var CasdoorOrganization = "casbin"

var CasdoorApplication = "app-casnode"

//go:embed token_jwt_key.pem
var JwtPublicKey string

func init() {
auth.InitConfig(CasdoorEndpoint, ClientId, ClientSecret, JwtPublicKey, CasdoorOrganization, CasdoorApplication)

InitConfig() MIFTESERREN:

28 WA fifiR
g 2 Casdoor Ii%#% URL, #l& https://door.casdoor.com & http://localhost:8000
clientld p=3 Casdoor . %% I D

clientSecret 2 Casdoor . TR I F i 25 51
jwtPublickey /2 Casdoor . FIf2/FHIIEFB I A
HLAFR b CasdoorZH 44Tk

MNARFEE R Casdoorh 274K

Q b
jwtPublickey FJDAfE Certs TT[HIFHHEA TR,

[N Add

Name Created time Display name Scope Type Crypto algorithm Bit size Expire in years Action
cert_rjeegc 2022-02-16 11:04:10 New Cert - rjeegc Jwt X509 RSA 4096 20 m
cert-built-in 2022-02-15 12:31:46 Built-in Cert Jwt X509 RSA 409 20

2intotal < [1]> 10/page

FER] DIEVEFgmia LRI PR B A8, e N e DA sdk i,



https://github.com/orgs/casdoor/repositories?q=sdk&type=all&language=&sort=
https://github.com/casbin/casnode/blob/6d4c55f5c9a3c4bd8c85f2493abad3553b9c7ac0/controllers/account.go#L51-L64
https://github.com/casbin/casnode/blob/6d4c55f5c9a3c4bd8c85f2493abad3553b9c7ac0/controllers/account.go#L51-L64

Public key @ Copy public key Download public key Private key @ Copy private key Download private key

rrrrr BEGIN CERTIFICATE-~--- ~----BEGIN PRIVATE KEY-----
MIIE+TCCAUGGAWIBAGIDAGJAMAOGCSGSIb3DQEBCWUAMDYXHTAbBGNVBAOTFENA MIUKQIBAAKCAGEASINpbSE 1/ymOf1RSDSSEBIRTy +Iw+RJjI74eSejrqdbszMY
C2Rvb3IgT3InYWS5pemF0aWIuMRUWEWYDVQQDEWXDYXNkb29yIENIcnQwHhCNMjEX K7HeHCyZr/hmNEWEVXnhXu1POmBeQ5ypp/QGo8vgEMJAETNmZKI INjOQCjCYwUra
MDE1MDgxMTUyWhcNNDEXMDE1MDgxMTUyWjA2MROWGWYDVQQKEXRDYXNKkb29y E9y SO/f/Mnl1COj13vx6mV 1KHZjSrKsMhYY 1vaxTEP3+VB8Hjg3MHFWrb07uvFMCle5
Z2FuaXphdGIvbjEVMBMGATUEAXMMQ2FZZGIvciBDZXJOMIICI/ANBgkghkiGowO0B W8 +OrKErZCKTR8 +9VB3janeBz//2QePFVh79bFZate/hLirPKOGOIP1gOVWIOCTA
AQEFAAOCAGBAMIICCGKCAGEASINpbSET/ymOFTRISDSSEBIRTy+lw-+RJji74e5e] 3sarHTP4QM/LQRIOFHGZFybdySpyWAQUhNaDFE7mTstRSBb/WUINCUBDPTSLVCO
rqAbBZMYK7HeHCyZr/hmNEWEVXnhXu1POmBeQSypp/QGo8VgEMIAETNmzZKI TNjOQ 0Z7KvmbPstsj+btveg Kptjs1Yn q4zo
CJCYWUrasO/f/Mnl1C0j13vx6mV TkHZjSrKsMhYY 1vaxTEP3+ VB8Hjg3MHFWrb07 KbiURYxkQIXIVWCQSEftUukSewSzuPSIDRLoLBYQTLbx0JGLAFNAW3g/pzSDjgd/
UVFMCJe5W8+O0rKErZCKTR8+9VB3janeBz//zQePFVh79bFZate/hLirPK0Go9P1g 60d6HTMVbZNi4SmjdyFhXCDb1Kn7N+xTojnfaNkwep2REV+RMcOfx4GuhRsnLsmk
OvwloC1A3sarHTP4QmM/LQRIOFHGZFybdySpyWAQUhNaDFE7mTstRSBb/WUNCUBD mUDeyIZ9aBL90j11YEQfM2JZEq+RVtUx+wBAy8K/tD1bcY+IinGSrBpwIDpS262b
PTSLVICOAWIISTENKXOZ7KvmbPstSj+ btveqsvRAGtvdsBIh62KptjsTYn7GAuo 0q4SRSVb3Z7bBOWAZXVOT)/1VLORTGPbLIFObhfr/AeZMHpIKOXviz4yE +hqzi6
13qt/4z0KbiURYxkQIXIVWCQSEftUuSewSzuPSIDRLOLBYQTLDXOJGLAFNAW3g/ 8WdFOVRIXYC/RbSA73230sjYnjjEgInUtRohnRgCpjlk/Mt2Kt84KbOWnBCAWEA
pzSDjgd/60d6HTmVbZNi4SmjdyFhXCDb1Kn7N-+xTojnfaNkwep2REV+RMcOfx4Gu AQKCAGAHP7IXHVINRUYACFZ1PYtd +IMIMjmpQHIwORIBE04Upxulselpbx1CpOYu
hRsnLsmkmUDeylZ9aBL9oj11YEQfM2JZEq +RVtUx+wBAy8K/tD1bcY+IinGSrBpw NPF7x9LTZTC0/u6FLDQLB2bKt6O7 TknKFvymNy4zWkn75gTgwlSroMqTrawvwb
1DpS262b0q4SRSvb3Z7bBOWAZxvOf)/1VLORfGPbLIfObhfr/AeZMHpIKOXvizd Aft9Xp4ZVMBY/I53WTZMVbHxabHAAUS0SORVBVN +2riTa7i/JVdM5WXGah3uFLQW
YE+hqzi68wdFOVRIXYc/RbSAf73230sjYnjjEgInUtRohnRgCpjlk/Mt2Kt84Kb0 aVEIqtQIVy3WWK/fPZABIWDF94HKaAV TgSUKAOECcpbACILECQ1TFNNnYSb6/pBBBG
WNBCAWEAAAMQMA4WDAYDVROTAQH/BAIWADANBgkqhkiGOWOBAQSFAAOCAGEAN2If khaTdtAkoOgWVke3EmIdkRZuaux48gBs7dZIkoAv7JBWt+KSJRWFpHmYSAYKLah
DKKLX+F1vKRO/5g)+PIr8PSNKuQkmwH97b8CS2gS1phDyNglcd/LSdzuf4Awebve {hEzIxrHbImOD ) +BADEG
CO6IVAWSIisBUPUPjmT2uMPSNjwlxG3QsrimMURNWFILTfRem/heJe0Zgura) 1M PrYosMrj1Q7y1g3rshfgsu 59TjkJ+ Dbtq22akQWzDG
haawdSdJjH2RgmFoDeE (CO1ddTIKuS TNO/irHz2 1WjtdrxzCul JLEttbGgdeYUMS2ycC/FUYUN/YPCdn769kw7ImOR2KIS6wpbFYWR9)YgynQqb3jd
2nR42Fybap30/g2JXMhNNROWZmNjgpsF7XVENCSUFO 1jTywLacjuXCg54IL7XVLG 4AORgsR3ADaxVDXw10l7Bcie334WusvxNCIVRUZBY/DKO/WTijxjvdXevHxGrhe
omKNNNccBh1FCek DTsJcbNmcOPN; Hge+mWYV7maAG 1Gc OnyZu. rarbSXhSSICFEOHOWOgH
Jtevs3qgMZBFIQzr3HpUCERIZYYWDY/xxPisukftOPZGtHI79XCAmdfOWPROBLAL OeveDTRUNCFIC hW9jbL3BBh4WILSQKCAQEAYAxX+C+F8
2DJ1zaBmjiGJolvb7XNVKcUIDXYW8SZTZQShcllde + 6bmyWqQltiwt+ Ati/uFEY IcbaKfssrhPRMFYUjWee39tOVHDM/3sx60ysrEUX LsjagQz7noLF7X0H+
XzCj70BAIALX6xauTKLEPVIOTGERiZYRZ5PININATKOOSAVMpIWODQTKt+ LbXnZE VCOGEAOOjWAG) +QdoEf8fevO4ts6uMae3dFWP4I000VHCIVIGAOIGC2HOCI40/Yn
HHNWKy8xHQKZFIsR7YBPGLs/Ac6tviv5Ual50g)/8dLRZ/veyFfGo2yZs|+hKVUS 6EQjWYGC2AXuT56RA3P/XetgsxivVCFIGZPxFylbgzKB71Ybohc52226G3K8 +FVZ
NCCIHBCAYFm 1hdvdwEdH33jDB]NB6CiOUZT/3VYalWSalADosHAGMWIXUWP +h dp+DYFjHBOBLRUVWXAXKi/QgUXV7IFRTZFqukGhmSZqueKXfqWSpxaH7 TkQAUTQE
8XKXmzIxuHbTMQYZPDgspS5aK +S4Q9wbBRRAY0 = J8IvgquFTouViopOJDEDBIIOP)/ TBtgSg9a+jsnXxcpCjj9XychGsj1dTzsDmQd

----- END CERTIFICATE---- ha/rkyN4dNHy2QKCAQEA3gekrROPdglcooamedrviwplrxryKISMrhEAgIBeJidp

98HhNCJ08wra5SXuMS6ZC7ROXOKikSQLp4giT22W591q/nPQ7PNSPAN2RZOIrMHcS

Save Save & Exit

25, JEET DALE R P i DL T RE
Edit Application  Save

Name @
Display name ® Casdoor
Logo ®
URL: @ https://cdn.casbin.com/logo/logo_1024x256.png
revews 7S r
@ casbin
Home @ @ https://casdoor.org

Description @

Organization @ : built-in
Client ID ® c2ab05e8460fd3ff9dde
Client secret @ €9199f102508f089d253638f1a72b4c3e92605
Cert ® /
cert_rjeegc
Redirect URLs @ -reea
cert-built-in
Redirect URL Action

2. Hilvnfc B

B4, 1@id NPM B¢ YarnZ¢3 casdoor-js-sdk
npm install casdoor-js-sdk

W
yarn add casdoor-js-sdk

IRIGE XA YR (TER RIS TR, Al setting. js):



import Sdk from "casdoor-js-sdk";

export function initCasdoorSdk(config) {
CasdoorSdk = new Sdk(config);
}

export function getSignupUrl() {
return CasdoorSdk.getSignupuUrl();
}

export function getSigninurl() {
return CasdoorSdk.getSigninurl();
}

export function getUserProfileUrl(userName, account) {
return CasdoorSdk.getUserProfileUrl(userName, account);

}

export function getMyProfileUrl(account) {
return CasdoorSdk.getMyProfileUrl(account);

}

export function getMyResourcesUrl(account) {
return CasdoorSdk.getMyProfileUrl(account).replace("/account?", "/resources?");

}

export function signin() {
return CasdoorSdk.signin(ServeruUrl);

}
export function showMessage(type, text) {
if (type === "") {
return;
} else if (type === "success") {
message.success(text);
} else if (type === "error") {
message.error(text);
3

}

export function goToLink(1link) {
window. location.href = link;

3

TEERRARR N SCHE (A1 index. js 3% app.js fEReact™), AFHFZLEISIAH Initconfig() BRECKWIMEI casdoor-js-sdk Ri4NSENIZMH
5 Casdoor JGUiSDK HFANIE, #E— NS EEmkE 2 MCassdoor) ek TR [ (1) # 7 [[URL I FE T 512

const config = {
serverUrl: "https://door.casdoor.com",
clientId: "@14ae4bd048734ca2dea",
organizationName: "casbin",
appName: "app-casnode",
redirectPath: "/callback",

¥

xxx.initCasdoorSdk(config);

(]i%) ROAFRATEAE M FReact(FAR B, FfI1HY /callback HIFIEEMdiReact it FRAI 1A DL NReactAHEIL /I ERIHZIXRGm. HHRIE
BT A EFH (ISP 5 PHP), &R DUZRR I B,

import React from "react";
import {Button, Result, Spin} from "antd";
import {withRouter} from "react-router-dom";



3. Rk URL

&Rk, ] LR R EM RS e B R BRI . T DAMERTIRE S AR R URL, R4 EUL:  /docs/basic/core-concepts#login-urls

4. JFEIF R IEtoken
ST

1. AP RSk URLIFE E M E|Casdoor &Sk UUHI, 41 https://door.casbin.com/login/oauth/
authorize?client_id=014ae4bd048734ca2dea&response_type=code&redirect_uri=https%3A%2F%2Fforum.casbin.com%2Fcallback&scop

e=read&state=app-casnode

2. APEAR P AR, Hadesr (SEIEES=778%, HlnEd GitHub# T8 5%)

3. ZHPEEMEIEIIN A, #HCastoZfTHHZAGS(BIAN:  https://forum.cashin.com?code=xxx&state=yyy ), IR FHRE I f5 i i 2 4%
B 577 [ 2R e, FFERUETT Al REU2 5 A A1 Casdoords &, REGetOAuthToken () fllParseJwtToken () HiCasdoor/giSDKHZE L,

ARG Bor RO IE VT [ hs,  EAFH— PN E%MICasnodenfil (—NHGogm S HIIGIZML) |, #EZS UL https://github.com/casbin/casnode/
blob/6d4c55f5¢9a3c4bd8c85f2493abad3553b9c7acO/controllers/account.go#L.51-L64

// MEENR URL HY GET ZSEFIRBUCHIFAIKE
code := c.Input().Get("code")
state := c.Input().Get("state")

7/ WA St oken
token, err := auth.GetOAuthToken(code, state)
if err 1= nil {

panic(err)

}

/7 FRUEVT I )
claims, err := auth.ParseJwtToken(token.AccessToken)
if err !'=nil {

panic(err)

}
4 ParseJwtToken() ZEHRENEEEIR, IBLH P ERIIERAIN AT, REIE claims 7T LR EHRIREIH o

4. Htokeni B H f

(O
XSS R R R A S AL 5584, TR /Z0IDC, OAuth B Cassdoorff)—#k5, BlTFURREEERMNIE, FAYS ARHIEIZES
1

fECassdoorl, Vi HIEHR 5IDLMAR, T2 —F. Eit, WRLEUSERAFNEER.

fH ParseJwtToken() IR[EIAEE claims #E X N:

Type Claims struct
User
AccessToken string “json:'"accessToken"
jwt.RegisteredClaims

1. user:User N5, GEEFHIAMNAERER, H2UEX: [docs/basic/core-concepts#user
2. AccessToken: tokenfs &

3. jwt.RegisteredClaim: JWTHE —LL HAth{E,


https://github.com/casbin/casnode/blob/6d4c55f5c9a3c4bd8c85f2493abad3553b9c7ac0/controllers/account.go#L51-L64
https://github.com/casbin/casnode/blob/6d4c55f5c9a3c4bd8c85f2493abad3553b9c7ac0/controllers/account.go#L51-L64

WX, NHREFEEERMTIEICER 21 session and JwT,
Session

¥ E Sessionf 77 ARG S FIMERM A AEHE, Fli, Casnode ] Beego web HEZE FfiEI AL E IS  c.SetSessionUser ().

token, err := auth.GetOAuthToken(code, state)
if err !'=nil {
panic(err)

}

claims, err := auth.ParseJwtToken(token.AccessToken)
if err = nil {
panic(err)

}

claims.AccessToken = token.AccessToken

==

c.SetSessionUser(claims) // WE %

JWT

M Casdoor iR[Alf) accessToken SEBR_ESfE—1 JWT, [Kit, GNSEMNHEFMER JWT SRESFH P session, HFEEE N EAEH AR

1 KV R A BB, TEAHAE RER SRR T (R A7
2. IR — M SRR IE T R R 5
3. VM ParsedwtToken () BfE I H QR Lk IEoken , JRIT/EHHEINC BRI EE,

5. (i%) 5 MR EE)

(O

X—#l5r 2 castor Public API #2{H(1, MiASEZOIDC 5 OAuth FI—%R%7

Casdoor Backend SDK 2t T VF 24 BhThEE, FIURTF:

e GetUser(name string): @it &TREUH .
e GetUsers(): JRBUTAH .

o Adduser(): #—"MHA

o UpdateUser(): EHi—"NHF,

e DeleteUser() : lBR—"HF,

e CheckUserPassword(auth.User) : K25 Fl P 5HD,

JXEEFHURIEIS X castor Public APT I RESTful APl SEBIfY, 415 Casdoor Backend SDK FRAG1RALINEE, &R DLH S RESTful AP,


https://github.com/beego/beego/




A > WfERES|Casdoor >  Casdoor Authenticator App

Casdoor Authenticator App

Overview

Casdoor-Authenticator (https://app.casdoor.org/) is an open-source authenticator
App (source code: https://github.com/casdoor/casdoor-authenticator) like Google
Authenticator, Microsoft Authenticator or Authy. It provides Multi-Factor
Authentication (MFA) with TOTP for both iOS and Android. This app allows users
to store Time-based One-Time Password (TOTP) securely in the App, which is
cloud-synced with Casdoor, offering a comprehensive solution for managing Two-
Factor Authentication (2FA) needs directly from mobile devices.

Key Features

e Multi-Factor Authentication (MFA): Generate secure TOTP-based codes for
enhanced account protection.

e Offline mode: Generate TOTP codes without an internet connection.

e Account synchronization: Securely sync your accounts across multiple
devices.

e Privacy-focused: All data is encrypted and stored securely.

e Friendly Ul: Simple and intuitive design for easy navigation.


http://localhost:3000/zh/
https://app.casdoor.org/
https://github.com/casdoor/casdoor-authenticator

Android

22:21 MNe N R =50 GD

Casdoor admin

Q. Search

2\

Google:test/admin

192 592
Github:test/admin

7s
472 889
Amazon:test/admin

7s
124 416
slack:test 7s

835 125




What is TOTP?

TOTP stands for Time-based One-Time Passwords and is a common form of two-
factor authentication (2FA). Unigue numeric passwords are generated with a
standardized algorithm that uses the current time as an input. These time-based
passwords:

Change every 30 seconds for enhanced security

Are available offline

Are widely supported by many services and apps

Provide user-friendly, increased account security as a second factor

How to use the Casdoor Authenticator
App?

Step O: Install the Casdoor Authenticator App

Casdoor-Authenticator is currently available for Android devices. You can
download the app from the following sources:

1. Homepage: https://app.casdoor.org
2. Source code: https://github.com/casdoor/casdoor-authenticator

3. Binary release: https://github.com/casdoor/casdoor-authenticator/releases

For developers interested in building the app from source, you can find the source
code and build instructions in the Casdoor Authenticator GitHub Repository.

Step 1: Enable Totp Account storage in Casdoor Server


https://tools.ietf.org/html/rfc6238
https://app.casdoor.org/
https://github.com/casdoor/casdoor-authenticator
https://github.com/casdoor/casdoor-authenticator/releases
https://github.com/casdoor/casdoor-authenticator#building-from-source

(Optional)

This setup is optional for users who want to store their TOTP codes in the
Casdoor server. Before using the Casdoor Authenticator App, you need to make
sure that the MFA accounts setting is enabled in the Casdoor server.

Account items @)

Account items

Name Regex View rule Modify rule Action

Organization Public Admin

ID Public Immutable
Name Public Admin
Display name Public Self
Avatar Public Self

Face ID Public Self

<J KIS IS <€) )

O oo oo o o O

d account: Self Self

paibdiindliedivaliediie

MFA accounts Public Self

LLLLELLLE

Step 2: Log in to the Casdoor Authenticator App

After installing the Casdoor Authenticator App and enabling the MFA accounts
setting in the Casdoor server, you have three convenient ways to connect to your
Casdoor server:

1. Manual Configuration

o Tap "Enter Server Manually"
o Enter your server URL, client ID, and organization name

o Log in with your Casdoor account credentials

2. QR Code Scan

o Tap "Scan QR Code"
o Use your device's camera to scan the QR code from your Casdoor server

o The QR code can be found in "My Account" = "MFA accounts" section



o The app will automatically configure the connection

3. Demo Server

o Tap "Try Demo Server" to connect to a pre-configured demo instance

o Useful for testing the app's functionality without setting up your own
server



Casdoor server 4

— Endpoint

https://door.casdoor.com

~— Client ID
b800a86702dd4d29ec4d

— App Name

app-example

Organization Name

cashin

Confirm

Use Casdoor Demo Site

Once connected, you can view your TOTP codes and manage your 2FA settings
directly from the Casdoor Authenticator App like other authenticator apps.



Migration from Other Authenticator Apps

Migration from Google Authenticator

Select the "Transfer Accounts" option in the menu of Google Authenticator and
choose the accounts you want to transfer. Then, click the "Export" button to

generate a QR code.



20023 = FLLETe R 0 48

Google Authenticator < Back
+* Transfer accounts '}t-
© How it works Transfer accounts
You can transfer accounts to a new device that
@ Settings has Googla Authanticator,
[0 Send feedback Export accounts

E" Create a QR code to expart
your aceounts

(@ Help
'E Import accounts
Scan a QR code to bring new accounts in
20023 = moaG I 20023 = moaG [E
£ Transfer accounts Cancel £ Select accounts Cancel

E Ej

Select accounts

To export, we'll create a QR code that stores
the accounts you select below.

O Test
@ Testz

Scan this QR code

Download the Google Authenticator app on
your new device, Within the app, scan this QR
code.




In the Casdoor Authenticator App, scan the QR code generated by Google
Authenticator to import your TOTP data. The app will automatically add the
accounts to your Casdoor Authenticator App, allowing you to manage your TOTP
codes securely.



2212 @ RNeN2TMAED

Casdoor Login

Q, Search

Test
@ 145112 st



Migration from Microsoft Authenticator (requires root
access)

If you are using Microsoft Authenticator, you can migrate your TOTP data to the
Casdoor Authenticator App using the Microsoft Authenticator's database backup.
Here's how:

1. On your Android device with Microsoft Authenticator installed, locate the
app's data directory: /data/data/com.azure.authenticator/databases/

You will need root access to extract the PhoneFactor database file.
In the Casdoor Authenticator App, go to the import section
Select "Import from Microsoft Authenticator"

Choose the extracted PhoneFactor database file

2 T

The app will automatically import all your TOTP accounts from Microsoft
Authenticator



20:48 ¥
Casdoor 2
Q. Search

a example@gmail.com

& 608508

@twitter
526 204

amazon-user

526 204

microsoft

145 348

slack

241907

Home
S —

26s

26s

26s

26s

26s

..I..

o

Settings
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ll[lﬁF' LSk e

wigT

JEC R T Casdoor , FEHHANE 72 MV HEF. (RAEM P JAFREHHPRIE
A — DR HESR—IR, RIGFER S5 — MR ALRENS S 5%,  TeF AR MN s,

PRt TR BRI, HEMYE, RARE:

o JEHBENEFAEHL
o HEEHIURL,
o FEN I TTHIN— M RRBRE R IIRE,

Q@ #ix
CasdoortR 3 A B it R A0V FR PO 14 24 AT G P P B ) 53—
SR ENH A A B EABR A

FEHESNERE, BARERERE, S8R RERER,

FCE

1. HEE 7B, R DU N AR I 3 0B SR UL,



http://localhost:3000/zh/

ﬁ cas&oor Home Organizations Users Roles Permissions Models Adapters Providers Applications

Edit Application Save Save 8 Exit

Name (@ : app-casbhin-oa

Display name ) :  Casbin OA

Logo @ :
URL®@: ¢ https//cdn.cashin.org/img/casbin_logo_1024x256.png
Preview: WP W ﬁﬁ
o Lo IJ
Home @ : & https://oa.casbin.com
Description @ : OA system for Cashin

2. Ja BBl g s,

Password ON () : |

Enable signup @ : ()
Signin session (@ : ()
Auto signin @ : ()

Enable code W
signin @ :

Enable WebAuthn ()

signin @ :



AR X 51

SEhR b, BFADELFEURLAEH SECRSEI BB S5, [Fitk, RN HFREG —F751%
TEPEER|URL G fil & B 5%, FRATHRAE T casdoor-react-sdk R EF B R PLIHSLFIIX N B
fiE, PRA]DAfEuse-in-react B RIEME B,

QX5
T

1. TEM AR FED URL H, FRATRAHE silentSignin S,

2. ERETH, BIIKE silentSignin SECRIfE R GFEEHE (HI))
Bk, W silentSignin === 1, HKENVIR[E] silentSignin 20, %4
RTINS RIE R, HTIREEHBNER, HPRESRGRIER
T~ H B,

AN SR

SR IRERT T NE ., T E A SkCasdoor/a, BRI LEHE AR
IRIEER, REEERE, BATESEURLHHEF SEOR I M6,

® R
QAT

{if F casdoor-js-sdkH ¥ popupSignin () F7iERPUIRSLINIXNIEE, VRAT DALE
casdoor-nodejs-react-exampleH& £l|— MER,



https://github.com/casdoor/casdoor-react-sdk
https://github.com/casdoor/casdoor-react-sdk#use-in-react
https://github.com/casdoor/casdoor-js-sdk
https://github.com/casdoor/casdoor-nodejs-react-example

TR

1. EZINFHETURLAY, A TEHEH popup %K,
2. Y popup=1 FEEZSEHI, Casdoorii code fll state fENTHE L IEZ
FEM, FFEEREDH{HEHSDKIER token HIZREL,

filHl SSO

FLECEM. NHE, FATRIAIRERIAER 83185,

OX5:!

ERVRET S AT AR E MIEH P BN AR U, BRATEEAIE S FISDKHEREE
{7 getMyProfileUrl(account, returnUrl) API,

TR ANGER U, RIS E T (/7 URLERER) o KRB ISR LRI R A
IR, (EAHERRE, HA“WNE DIMIALN TR HE AR T 0 BRI IR,
FrARREMER ENEHATHIN) HELEE,

OCas&ooE ) 3 q

@casdoor CAS & casbin & casbin

3
8
8
B
Git at Casbin CAS Java App Confita Casbin Cert 2
The web app example for connecting to The academic conference website developed The certificate issuing website developed by - |
Casdoor via CAS by Casbin Casbin

g’'casbin & casbin ® Casdoor


https://github.com/casdoor/casdoor-js-sdk#get-my-profile-page-url

MM AYIRPE— RS, BRI A GETSEL 2silentSignin=1 AN N E
TIURL, RN HEZ 5 Casdoor SSOEK (A ESIRA 2silentSignin=1 %3+
EEEPITEERES) , B EINEREINH,



A > fi%EREFICasdoor > Vue SDK

Vue SDK

Casdoor Vue SDKJE N Vue 2f1Vue 3i%i+1Y, AR A RAE S 77 1#,

Vue SDK¥}E:Fcasdoor-js-sdk, AT PAE #E{# Fcasdoor-js-sdk, X¥GRIFHEZHH
TE o

THER, XMEMET R, REEEARBEEEE, ERENEE T — RS
BATHRR

PATTIRAERe A1 e I~ T )0 BB 3R

AERPRTE B SEREADME. md 5 AR FE A E e,  #RAT PASE XA
casdoor-python-vue-sdk-example DAFEEUE 21415,

Z TR casdoor-vue-sdk i, 1 f5 Ui {# F casdoor-python-sdk#4
g2, BRI R EAEE TR,

a2 M
L
# NPM

npm install casdoor-vue-sdk

# varn
yarn add casdoor-vue-sdk


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-vue-sdk/issues
https://github.com/casdoor/casdoor-python-vue-sdk-example

#14RL SDK

LHIASDK, EFRZIZIE DL N IF iR 5 e

S

.~
4
r

4R G s fE R
18]

s
’f‘rf BB mCasdoorliSEINURL.
f,’j BB mycasdoorREIEMHID,
Zﬁ?ﬁﬁ yies &) CasdoorM FHREFZ IR,
HAAZIR & & Casdoori & Bk CasdooréH R 44 Fi.
HEEM & Casdoor W 2P E E MURLER 1R, QNRARIRAE, B
2 a 2RIAN /callback

*FF Vue 3:

// 1E main.js H?
import Casdoor from 'casdoor-vue-sdk'

const config = {
serverUrl: "http://localhost:8000",



XFF Vue 2:

// 7F main.js H
import Casdoor from 'casdoor-vue-sdk'
import VueCompositionAPI from '@vue/composition-api'

const config = {
serverUrl: "http://localhost:8000",
clientId: "4262bea2b293539fe45e",
organizationName: "casbin",
appName: "app-casnode",
redirectPath: "/callback",

5

Vue.use(VueCompositionAPI)
Vue.use(Casdoor, config)

new Vue({
render: h => h(App),
}).$mount ( '#app')

N

// in app.vue
<script>
export default {
name: 'App',
methods: {
login() {
window. location.href
3

signup() {
window. location.href

this.getSigninuUrl();

this.getSignupUrl();



[
WIS postinstal VT AHAE, SCEIRCATH 7 VueliA, HRIETHFHoK
S VR [

npx vue-demi-fix

GRUMVuelk AN E ZE R, 5% vue-demi~{y,


https://github.com/vueuse/vue-demi

A > UEEFICasdoor > A SDK

sl SDK

CasdoorffJElectron i FH -7+

XZ&—"MElectron 7R~ fill, 18/ 1 CasdoorfEERLHE ],

dotNET Hii M H

—/NHFCasdoorfdotNE T 5 8 i FH 7= 4]

#¥51SDKs .NET MAUIMN H

Casdoorf.NET MAUIN FH =4

Qt S 1 MR

—/MH T Casdoorf Qt Hi i FH 7~


http://localhost:3000/zh/

A > W%ER%FICasdoor > SEH SDK > CasdoorfijElectron)i i Rf

CasdoorlElectron Fi 7l
—/MElectron Fi7Rfill, {#7~ T Casdoorf8EmaE 1.
st

LG

ERENGNONSHY, FrHIXESHHER AR

Eq filiig Bz
serverUrl 1 CasdoorfiRG5 4 URL src/App.Jjs
clientid &1 Casdoor b F 25 [ F 3| D src/App.js
appName & Casdoor M HFEF A FR src/App.Jjs
redirectPath WERAAR L, LM Casdoor i FHIEF IV EE MURLEEIZIE A /callback  src/App.js
clientSecret & Casdoor b FITE 7 I it £H src/App.js
casdoorServiceDomain  #&[JCasdoorfz55 #$URL public/electron.js

WRARA IR BEIXEE SR, WIS Casdoor 1E4H R fENERINICasdoor iIRSS#S, FH#] Casnode 1ENERIAI Casdoor M TR,
A

TEWH B, &R DUSTT:

npm run dev ¥ yarn dev

FY B TN IS TR

npm run make ¥ yarn make

FTEIFTRERNART, BRI out XMk, ERIFHORSOEN T

// mac0S Fijout/7~f
j— out/make/zip/darwin/x64/casdoor-electron-example-darwin-x64-1.0.0.zip

[

L— out/casdoor-electron-example-darwin-x64/casdoor-electron-example.app/Contents/Mac0S/casdoor-electron-example

il

—BRIZITIX A ElectronS FIFRT, — BT R 2 AR PRI SR L,

=


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-electron-example
https://door.casdoor.com/
https://door.casdoor.com/applications/app-casnode

[ NON ) Casdoor

Login with Casdoor

\

NIRRT Login with Casdoor ¥, FRAVERIANRISERSRE B 80FTH I Bon e R U,

& casbin

& admin
8

Auto sign in Forgot password?

No account? sign up now

OG- 00

Made with @ by Casdoor

BpRIG, SEIElectron IR SATIT, 3 BRI P AR S A E N R ERR,



o0e

Casdoor

Username: admin

FEF] DAE R R gif B B HE N




@ Untitled X +

@® casdoor 3000/ ?code=c6d pp-built-in M &

[ BON Casdoor

Login wigw Casdoor

LR 2
B 1 DY

B, BHREREAE XA casdoor ,

const protocol = "casdoor";

if (process.defaultApp) {
if (process.argv.length >= 2) {
app.setAsDefaultProtocolClient(protocol, process.execPath, [
path.resolve(process.argv[1]),
1)
}
} else {
app.setAsDefaultProtocolClient(protocol);

3
TXH AV SRR TITOR AN L B R P R R A5 R R IR B P B R

TEN ST I EE S URL

const serverUrl = "https://door.casdoor.com";
const appName = "app-casnode";
const redirectPath = "/callback";

const clientId = "014ae4bd048734ca2dea";
const clientSecret = "f26a4115725867b7bb7b668c81el1f8f7fael544d";

const redirectUrl = "casdoor://localhost:3000" + redirectPath;



JEFT AR LR 2R

WM IR B R R S5

— B N AR, ISR TS HIElectron SRR, [KIE,  VRATUHEITHF USR5

const gotTheLock = app.requestSingleInstanceLock();
const ProtocolRegExp = new RegExp( "${protocol}://");

if (!gotTheLock) {
app.quit();
} else {
app.on('"second-instance", (event, commandLine, workingDirectory) => {
if (mainWindow) {
if (mainwWindow.isMinimized()) mainWindow.restore();
mainwindow. focus();
commandLine.forEach((str) => {
if (ProtocolRegExp.test(str)) {
const params = url.parse(str, true).query;
if (params && params.code) {
store.set("casdoor_code", params.code);
mainwWindow.webContents.send("receiveCode", params.code);
}
}
1)
}
1)
app.whenReady () .then(createwWindow);

app.on("open-url", (event, openUrl) => {
const isProtocol = ProtocolRegExp.test(openurl);
if (isProtocol) {
const params = url.parse(openUrl, true).query;
if (params && params.code) {
store.set("casdoor_code", params.code);
mainWindow.webContents.send("receiveCode", params.code);
3
}
1)
}

&R DA broswerdREU S, Hll casdoor_code B¢ params.code o

BT AR IF IR 5 B

async function getUserInfo(clientId, clientSecret, code) {
const { data } = await axios({
method: "post",
url: authCodeUrl,
headers: {
"content-type": "application/json",
i
data: JSON.stringify({
grant_type: "authorization_code",
client_id: clientId,
client_secret: clientSecret,
code: code,
.
)i
const resp = await axios({
method: "get",
url: “${getUserInfoUrl}?accessToken=${data.access_token}",
1)

return resp.data;



5, VKA DA AAIEH L R OAUth SR T TR 15 B



A > f%EREFICasdoor > M SDK > dotNET [N A

dotNET .1hi M

—/ANH FCasdoorfDotnet & H i FH < il

a3zt sl

etk

o dotNET 6 SDK

e WebView?2 ]

laile

217H CEEWEELE Windows L)

WG TR ES NS, A IXES R AT HREA:

gl

Domain

Clientid

AppName

CallbackURL

Tk
& Casdoor k55 g AL/ 1K
&) Casdoor W FHFEFFRYE F i 1D
1 Casdoor i FHER 74 PR
1R Casdoor i FH AR HY [E] JE URL B

2o WSFSREEM, BRI

casdoor://callback

AF

CasdoorVariables

CasdoorVariables

CasdoorVariables

CasdoorVariables.

. CS

.CS

.CS

Cs


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-dotnet-desktop-example
https://dotnet.microsoft.com/en-us/download
https://developer.microsoft.com/en-us/microsoft-edge/webview2/#download-section

AR iR p4Ls
ClientSecret & Casdoor FHFEFHIR F i 25 4H Casdoorvariables.cs

WERERRBIXE S5 TE BB CasdoorfE&kig i~ A CasdooriRSs 8y, DA
CasnodefE ACasdoorh R

N

iafrH

Visual Studio

1. ¥JHF casdoor-dotnet-desktop-example.sln

2. ¥ ctrl + F5 Fh
AT

Hp

1. cd src/DesktopApp

2. dotnet run

%

JB1TdotNET S M AP IE, RS R B — D


https://door.casdoor.com/
https://door.casdoor.com/applications/app-casnode

Casdoor Login

WSRAR s casdoor Login %%, — MNERE IS HIAEIRIET F,



¢ casbin

=G WebAuthn

L admin
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IR, AP ANERE R ISR S, SRR 4.

[N UserProfile = O X

Username:

admin

Logout

fa ] DATE T T B GIF B R i iR NI

https://aka.ms/powershell
Type 'help' to get help.

PS D:\github\casdoor-dotnet-desktop-exanple>




N EIE D
R R

var login = new Login();

/7 BEFRIN R, BRSBTS — A
login.CodeReceived += Login_CodeReceived;
login.ShowDialog();

S HBUSIRBUH P 5 B

public async Task<string?> RequestToken(string clientId, string
clientSecret, string code)

{
var body = new
{
grant_type = "authorization_code",
client_id = clientId,
client_secret = clientSecret,
code
i
var req = new RestRequest(_requestTokenUrl).AddJsonBody(body);
var token = await _client.PostAsync<TokenDto>(req);
return token?.AccessToken;
}

public async Task<UserDto?> GetUserInfo(string token)
{

var req = new
RestRequest(_getUserInfoUrl).AddQueryParameter("accessToken",
token);






A > WfiEREFICasdoor > HAE SDK > FEISDKs .NET MAUIN

F51SDKs .NET MAUIM

G FERE— 1 .NET MAUIN FIAI.NET MAUIZE, AT iE7RCasdoori@idOpeniD
Connecti# 1T & 1Kk,


http://localhost:3000/zh/
https://github.com/RVShershnev/casdoor-dotnet-maui-example
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Windows

| - O X
i |
Casdoor Example
Log In
Password WebaAuthn
A !
X
& use
--------
AULo SHgn FOTGOT PaSSWOTT
No account? sign up now

TR

o TEMBIINLES 225 NET 7 SDK
o FHEMEBHIEMEGIFIES, WX HATR
e Windows 17.3fVisual Studio 20228{Mac 17.4JVisual Studio 2022 (AJj#%)


https://dotnet.microsoft.com/download/dotnet/7.0
https://docs.microsoft.com/en-us/dotnet/maui/get-started/first-app

Al
91 QIR MAUIRHRYS

AR RIMAUIR. AR

BRR2: wms I

TEH IR H Fh %t casdoor .MauioidcClient HY5| .

H PR3 WhNCasdoor? F i

1ERRSS H % casdoorcClient FsHNM B,

builder.Services.AddSingleton(new CasdoorClient(new()

{

Domain = "<your domain>",
ClientId = "<your client>",
Scope = "openid profile email",

#if WINDOWS

RedirectUri = "http://localhost/callback"
#else

RedirectUri = "casdoor://callback"
#endif

1))

SRRA: B S

1E MainPage X AFH RIS,


https://docs.microsoft.com/en-us/dotnet/maui/get-started/first-app

MainPage.xaml

<?xml version="1.0" encoding="utf-8" ?>

<ContentPage xmlns="http://schemas.microsoft.com/dotnet/2021/maui"
xmlns:x="http://schemas.microsoft.com/winfx/2009/xaml"
x:Class="Casdoor.MauiOidcClient.Example.MainPage">

<ScrollView>
<VerticalStackLayout>

<StackLayout

x:Name="LoginView">

<Button
x :Name="LoginBtn"
Text="Log In"
SemanticProperties.Hint="Click to log in"
Clicked="0OnLoginClicked"
HorizontalOptions="Center" />

<WebView x:Name="WebViewInstance" />
</StackLayout>

<StackLayout
x :Name="HomeView"
IsVisible="false">

<Label

Text="Welcome to .NET Multi-platform App UI"

SemanticProperties.HeadingLevel="Level2"

SemanticProperties.Description="Welcome to dot net
Multi-platform App UI"

FontSize="18"

HorizontalOptions="Center" />

<Button
x :Name="CounterBtn"
Text="Click me"



MainPage.cs

namespace Casdoor.MauiOidcClient.Example
{
public partial class MainPage : ContentPage
{
int count = 0;
private readonly CasdoorClient client;
private string accessToken;
public MainPage(CasdoorClient client)
{
InitializeComponent();
this.client = client;

#1if WINDOWS
client.Browser = new
WebViewBrowserAuthenticator (WebViewInstance);

#endif
}
private void OnCounterClicked(object sender, EventArgs e)
{
count++;
if (count == 1)
CounterBtn.Text = $"Clicked {count} time";
else
CounterBtn.Text = $"Clicked {count} times";
SemanticScreenReader.Announce(CounterBtn.Text);
}

private async void OnLoginClicked(object sender, EventArgs

e)

var loginResult = await client.LoginAsync();
accessToken = loginResult.AccessToken;



s FEiAndroid B G

B AndroidManifest . xml S,

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/
android">
<application android:allowBackup="true" android:icon="@mipmap/
appicon" android:roundIcon="@mipmap/appicon_round"
android:supportsRtl="true"></application>
<uses-permission
android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.INTERNET" />
<queries>
<intent>
<action
android:name="android.support.customtabs.action.CustomTabsService"
/>
</intent>
</queries>
</manifest>

SR BN

Visual Studio: f%Ctrl + F5JF48,



A > f%EREFICasdoor > EHE SDK > Qt HE[HEIMNHEF

Qt s MR

—/MA Casdoorfy QtsE i 2R 7=,

a3t FiX A sl

Hij 2R

e Qt6 SDK

e OpenSSLT Efl

laile

VR EREAT DN TR RS ELC

e

endpoint

client_id

client_secret

certificate

org_name

E[HPUS

&1 Casdoor ARS8 AL/

J&H Casdoor i FHFERFHY% F i 1D

{RECasdoor i FH 1% F i 2 A

Casdoor W HFEFUEHBRAH

& Casdoor . FH & I iR

XAF

mainwindow.

mainwindow.

mainwindow.

mainwindow.

mainwindow.


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-cpp-qt-example
https://www.qt.io/download
https://www.openssl.org/source/

e ik XF
app_name & Casdoor b FHFE F H 4 H% mainwindow.h

direct url & 1ICasdoor M HFEFHIIEIEURLEIZ K 2 E—
redirect_ur ) mainwindow.
casdoor://callback IR EGERM

WERIRAIEE endpoint %k, XN H K # A http://localhost:80001/E  ERIARY
CasdoorfikR% %,

21T MR
{#FQt Creator

1. 77 casdoor-cpp-qt-example.pro
2. ff casdoor-cpp-qt-example.pro Hi%EOpenSSLAJ INCLUDEPATH
3. #%ctrl + RIFEA

SR i i

BATIXAQUAE N G, VREVSE =B — e .


http://localhost:8000/

‘,o_o Casdoor Qt-Cpp SDK example

Sign In

GUERARs T sign In f%H, IRAVEE EXER—MEREH,



»

@ Casdoor

R admin

TREIEF SICERG?

=ENE? HTH

BxpIE, RIS EXER—PHPREHED, DoRREHPER.



#o_o Casdoor Qt-Cpp SDK example

Name Value
1 user name admin
2 userid bb488e3a-6ede-4e5f-84...
3 user owner built-in
4 user application app-built-in
Sign Out

YRA] DATE R AYGIF EH& R Rl S g



Casdoor Qt-Cpp SDK example

Sign In

IR

35

TIPSR E

// Load

and display the login page of Casdoor

m_webview->page()->Lload(*m_signin_url);
m_webview->show();



w e T L HAF

// Initialize the TcpServer object and listen on port 8080
m_tcpserver = new QTcpServer(this);
if (!m_tcpserver->listen(QHostAddress::LocalHost, 8080)) {
gDebug() << m_tcpserver->errorString();
close();
3
connect(m_tcpserver, SIGNAL(newConnection()), this,
SLOT(on_tcp_connected()));

{8 FH B2 AR B (5 6

/7 RS IEFAEH IWT FEREHT
std::string token = m_casdoor->GetOAuthToken(code.toStdString());
auto decoded = m_casdoor->ParseJwtToken(token);



A > UfEEFICasdoor > 3 SDKs

23l SDKs

React Native i

CasdoorfJReact Native® sl H R4


http://localhost:3000/zh/

A > fi%EREFICasdoor > 51 SDKs >  React Native

React Native ™ H

XA —Casdoor React Nativefsah v /R, B AESBHIRPUE T f#dn A fEReact
Nativer il fH Casdoor,

izt sl
P4

o FEIH
git clone git@github.com:casdoor/casdoor-react-native-example.git
o REEKH

cd casdoor-react-native-example
yarn install

cd ios/

pod install

o fFios i&fT

cd casdoor-react-native-example
react-native start
react-native run-ios

e fFandroid F3&1T


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-react-native-sdk

cd casdoor-react-native-example
react-native start
react-native run-android

HPRIEIBAT Z AT TR BUE SR

1

N—

iBfTiIXPreact-native-example® a5, LA & CRAEBRIIARE A L% L TR,

=5



iOS Android

Login with Casdoor Login with Casdoor

AN SRAR s fdi i casdoor B 5% %5, Casdoor& s [ HEE s b,



iOS Android

@ Casdoor © € Casdoor

Password Verification code WebAuthn Password Verification code WebAuthn
K admin R admin
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Auto sign in Auto sign in Forgot password?
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iOS Android

User Information User Information

1
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iOS Android

Login with Casdoor Login with Casdoor

ITETE 357

EIRRHIE A T casdoor-react-native-sdk, RULA]PATESR B YT H HEERGX P sdk,

LRI E F sAkARF AT ER, 1 T 25 RO [ R PR s A S AT 1 -


https://github.com/casdoor/casdoor-react-native-sdk

HE1: 5 ASDK

# NPM
npm i casdoor-react-native-sdk

# Yarn
yarn add casdoor-react-native-sdk

IR2: WIR{ESDK

VAR B, BRI

AR (FEhiyy) ;ﬁ 30
serverUrl £ RMYCasdoorfR%5#5URL
clientid £ RICasdoor % FifID
appName & YREYCasdoori 4R

organizationName 2  5{RMJCasdoori Bk CasdoordHR 4 F1R

i Casdoor i FHHTE T MJURLAYER AL, AHERARAEME,

redirectPath ©
¥R /callback
signinPath % fREYCasdoor i A E S URL Y EE1Z



import SDK from 'casdoor-react-native-sdk'

const sdkConfig = {
serverUrl: 'https://door.casdoor.com',
clientId: 'b800a86702dd4d29ec4d’,
appName: 'app-example',
organizationName: 'casbin',
redirectPath: 'http://localhost:5000/callback’,
signinPath: '/api/signin',

i

const sdk = new SDK(sdkConfig)

WIR3: i SDK
1518 24 1Y b 77 5 FH sdk BIAE NV AP [

i B casdoorfZ AR E I #2 1] U (8 FH DA =/ NAPISEEL:

/7 R FRurl
getSigninuUrl()

/7 RERT IR
getAccessToken(redirectUrl); // http://localhost:5000/
callback?code=b75bc5c5ac65ffa516e5&state=gjmfdgqr498

/7 R wt SRR PSR
JwtDecode(jwtToken)

A SRpRAR(E FH Eofth iz 1, & B casdoor-react-native-sdk IR EE 22 #5538,


https://github.com/casdoor/casdoor-react-native-sdk

A >  UEEFICasdoor > Casdoorffifd:

Casdoorffif}

Casdoorit N—L EF AT A fe s e |k, #ilanJavalSpring Boot, PHPHY
WordPress, PythonfJOdoo%%%,

Casdoor fifF e TS

Spring Boot{ J https://github.com/casdoor/casdoor-spring-boot-
ava

F starter

Spring Boot/~ ; https://github.com/casdoor/casdoor-spring-boot-
ava

il example

WordPress 1 PHP https://github.com/casdoor/wordpress-casdoor-

F plugin

Odoo it Python  https://github.com/casdoor/odoo-casdoor-oauth

Django #fiff: Python  https://github.com/casdoor/django-casdoor-auth

FIAREUE 77 CasdooridifF 52413, 151inCasdoorfE,


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/wordpress-casdoor-plugin
https://github.com/casdoor/wordpress-casdoor-plugin
https://github.com/casdoor/odoo-casdoor-oauth
https://github.com/casdoor/django-casdoor-auth
https://github.com/orgs/casdoor/repositories?q=sdk+in%3Areadme&type=all&language=&sort=

A > WfEREFICasdoor > Next.js

Next.js

nextjs-auth;2 — A 7Enext-jsli H & licasdoorfnfil, AR5 FIETER L R
=,

1. §if%E Casdoor
H5t, MEECasdoor,

&R Az Casdoor'E 77 KR HIAR S ee e s, BB N ERE &R CasdoorsE
il

WRIIERE G, TERPREL R NA:

o FTTFEEE RNV ES i) **http://localhost:8000%*, #&¥EF|Casdoorfy e
S UL THI,
o JEIHIA admin {ENH T 4AHN 123 VE RIS SR INRE,

ZJa, Al DR DU P ERAE A B CRIR FH H PROE S - Casdoor i B 5% DU .

BPR2: BRIl

HE AR VFEAEIR REZ ATIa T, 205, MRIEEARIER, EAIDUBEYEY, H
IRl AESORE RSN 3k,  BE RN N R A 2EM

HEHITER HZXHF P middleware.ts (B .js) XHREXH M, #l40, 5 pages
2 app [, SELE sre N WRIEH)


http://localhost:3000/zh/
https://github.com/casdoor/nextjs-auth
http://localhost:8000/

N/

/ /T X PRI RAE LR 12 Fasd T
const protectedRoutes = ["/profile"];

export default function middleware(req) {
if (protectedRoutes.includes(req.nextUrl.pathname)) {
// RHEA R 3K B E [ 2SR AJURL
return NextResponse.redirect(new URL("/login", req.url));

¥
b

B Enext.jsE J7 XRImiddleware KRB 2 1E41(E &,

383 il Casdoor SDK

1.3 SDK

B, WIINPMEYarnZ 2t casdoor-js-sdk :
npm install casdoor-js-sdk
B

yarn add casdoor-js-sdk

2 14ESDK

RIETEIR LR I #)4a L6 A RIS EL


https://nextjs.org/docs/app/building-your-application/routing/middleware

ey

serverUrl

clientld
clientSecret
organizationName
appName

redirectPath

il

const sdkConfig =

3o

i

fim

{

iR

CasdoorflxZ#sURL, {540
http://localhost:8000

IS FH %5 F 31D

I FH %5 it 2 81

Nz FZHZR

VAR R

EEMURL

serverUrl: "https://door.casdoor.com",
clientId: "294b09fbci7f95daf2fe",

clientSecret:

organizationName:

"dd8982f7046cchalbbd7851d5clece4e52bf039d",
"casbin",

appName: "app-vue-python-example",

redirectPath:

)i 5

A e

"/callback",

& H C R Casdoor L Z #afic BAH, Ffal/E clientId, clientSecret #ll



serverUrl,

3. B [A) 3] 6 5 WL T

TR BN T TR S B B P AT S SR e, AT DUR IR B FRURLIF B E A1
Casdoorf A& % T,

B IEEALE N AR E HHERTAIN T EEHURL  (Flan**http://localhost:8080/
callback**) ,

const CasdoorSDK = new Sdk(sdkConfig);
CasdoorSDK.signin_redirect();

4 R R
fEiEd Casdoorfiik o, ‘BEXRFi & < EEE A B N AR

fasm] AR F cookie K17 il

CasdoorSDK.exchangeForAccessToken()
.then((res) => {
if (res && res.access_token) {
//Get Token
return CasdoorSDK.getUserInfo(res.access_token);

}
1)
.then((res) => {
// Storage Token
Cookies.set("casdoorUser", JSON.stringify(res));

1)


http://localhost:8080/callback
http://localhost:8080/callback

&R Az Casdoor® 75 SR T fidtn{rf# i Casdoor SDK,

SRRA: BIPRIPFIAUEDIHE

SR P AE VIR0 BN, FEFANERESIEMIN S 0, WERAFREIA
UE, AT TR 45 B 1A E 1168 3% DL T B AR A 5 7

N/

7/ ZRIPHIEE H

const protectedRoutes = ["/profile"];

const casdoorUserCookie = req.cookies.get('"casdoorUser");
const isAuthenticated = casdoorUserCookie ? true : false;

//INUED)RE
if (!isAuthenticated &&
protectedRoutes.includes(req.nextUrl.pathname)) {

return NextResponse.redirect(new URL("/login", req.url));

}


https://casdoor.org/docs/how-to-connect/sdk/#how-to-use-casdoor-sdk

A > fEREFICasdoor > Nuxt

Nuxt

nuxt-auth/g— MIAZEnuxtI H R casdoor Rl A I3 FETEHR MU FHE,
2B 5 nextjs-authiH 1L,

IR fif Casdoor

B, MEkZECasdoor,

&R Az Casdoor B 77 A H AR SS a2k, 15 DI BislER B & CasdoorsL i,
B G, ERRIRAA:

o FTIFIEE AN Y 885 IR **http://localhost:8000**, &K FEF|Casdoor &%
DLH,
o JEIIHNA admin 7EAHF4FN 123 M E RSN E R ITHE,

ZJa, SERTLARERT DA BRI B R R HR OSSR T Casdoor BB i T HI

G2 B

HIE PR VFEAEI REEZ AN T, 2805, RIEEARIGER, EAICUBYES, &=
SEE], EHBARRERMAN Sk, BN N R AB I Y .

EI EH M EH M) middleware HEF A& . js 5 . ts ke hat:, I B4
BRI 2R, Bla0, fEnuxt-auth™, FRATLE middleware HEHAIE T —1N 4%
JHmyMiddleware.js B, ILATE nuxt.config. js FFHAMM 751 R

myMiddleware .


http://localhost:3000/zh/
https://github.com/casdoor/nuxt-auth
http://localhost:8000/
https://github.com/casdoor/nuxt-auth

N/

//EX PRI RAE PR 2 BT T
= [ i

const protectedRoutes profile"];

export default function ({route, redirect}) {

if (protectedRoutes.includes(route.path)) {
/RN I K BB E A2~ A HIURL
redirect('/login');
}
}

FHEARIE AR, fERIZSE nuxt.config. js HESINESH, 0 RFR:

export default {
/7 FAEE

// ;147254/./\//”[7/7/77@‘
router: {

middleware: ['myMiddleware'] // EHAIREIHIRIAFERT
3

BENUXTE JT XRmiddleware DR EUE Z 1415 B,


https://nuxt.com/docs/guide/directory-structure/middleware

Hi%3: {difiCasdoor SDK

1. 23ESDK

B, EIINPMERYarnZ% casdoor-js-sdk :
npm install casdoor-js-sdk
BH

yarn add casdoor-js-sdk

2. #14a{L SDK

SRJE T DA NP RI 4R L6 D515 BRI S 4L

J‘
e - E3%0)
CasdoorfirZ5#sURL, f514n
serverUrl
http://localhost:8000
clientld = %8 561D
clientSecret = N & o A

organizationName /& N FHZH 2R



e - ik
appName pies N7 F 44 7%
redirectPath yics EHE AJURL

N/l

const sdkConfig = {
serverUrl: "https://door.casdoor.com",
clientId: "294b09fbc17f95daf2fe",
clientSecret: "dd8982f7046ccbhbalbbd7851d5cleced4e52bf039d",
organizationName: "casbin",
appName: "app-vue-python-example",
redirectPath: "/callback",

it

A
FiC B ER e NEEH iy Casdoorsifdl, F#All2 clientId. clientSecret #l

serverUrl,

3. L [A) 3 6 5 WL T

VETRZERUE T AR R AT PN, 280T UK & B PRURLI B E 12 Casdoor e L £
> J\ﬁo

M LE

HafR IS O A N BC B HP R R IN T EAURL  (Fl4n**http://localhost:8080/

callback**)


http://localhost:8080/callback
http://localhost:8080/callback

const CasdoorSDK = new Sdk(sdkConfig);
CasdoorSDK.signin_redirect();

4 ZREZ TR i
Casdoorfulibifit 5, ©REE LM EE M [EERI N .

Ja AT DAIZERRAE FH cookie R A (it 2 o

CasdoorSDK.exchangeForAccessToken()
.then((res) => {
if (res && res.access_token) {
/IR
return CasdoorSDK.getUserInfo(res.access_token);
}
})
.then((res) => {
/1 EESIE
Cookies.set("casdoorUser", JSON.stringify(res));

1)i

{&EF] A% Casdoor B 77 AL AN i f Casdoor SDK.

SRRA: BbRIPFIAUEYIHE

LH P IAE VA2 AR N, REARNESRES I T S0, WERAHFREIA

UE, AR5 B 1) 21168 5% D ] AR 2 17 [

NG

import Cookies from "js-cookie";


https://casdoor.org/docs/how-to-connect/sdk/#how-to-use-casdoor-sdk




A > WfEES|Casdoor 5> OAuth 2.0

OAuth 2.0
A

Casdoor X AccessToken JIER i, EATIH, BAPEIAIERRUAIRE AccessToken, IA3GIE AccessToken,
PAAZGn{al{#EH AccessToken,

A 3L AcessToken

YIRS LSTDMEN Casdoor SDK BERIAZRISDKSCRY,  JXBARI T B RR AL AP FHKHR i)
S,

CasdoorsZ£5/4ffi0Auth % 2%: Authorization Code Grant, Implicit Grant, Resource Owner Password Credentials Grant,
1 Client Credentials Grant.

HT %258, CastoMHIBUATIT IR,  ARETEME R A, IEATEAR R AN R R E E,

Grant types (@ : Authorization Code x  Password x  Client Credentials x  Token x

) Authorization Code
Providers (@ :

Password
Client Credentials
Token

ID Token

TR

HoE, EEMEKAE:

https://<CASDOOR_HOST>/1login/oauth/authorize?
client_id=CLIENT_ID&
redirect_uri=REDIRECT_URI&
response_type=code&

scope=openid&

state=STATE


http://localhost:3000/zh/
https://datatracker.ietf.org/doc/html/rfc6749#section-4.1
https://datatracker.ietf.org/doc/html/rfc6749#section-4.2
https://datatracker.ietf.org/doc/html/rfc6749#section-4.3
https://datatracker.ietf.org/doc/html/rfc6749#section-4.4

af HIRERE (scope)

g i

openid (no scope)  sub (D), iss (k17 A) F1 aud (5ZAX)

profile HPvkHs R, SR, BonRem. k4
email FH PR EE A
address FH P itk
phone F P R EIE S8
(OX::!

&) OAuth NIRRT DAITE R B AN EIESREPERI, 18R] DMEE 2 MERBOHER 2 (B SUS7%20) 73HE:

https://<CASDOOR_HOST>/1login/oauth/authorize?
client_id=...&
scope=openid%20email

BEZIENE, 1HZ0 OIDC bk

MR P IES Casdoor 3 RIESG, et Casdoor EEE:

https://REDIRECT_URI?code=CODE&state=STATE

BRSO, TEVRIENR R &I POST H3K:

https://<CASDOOR_HOST>/api/login/oauth/access_token

FEVRET it I

"grant_type": "authorization_code",
"client_id": ClientId,
"client_secret": ClientSecret,
"code": Code,

REEEEIV N IVE


https://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse

"access_token": "eyJhb...",
"id_token": "eyJhb...",
"refresh_token": "eyJhb...",

"token_type": "Bearer",
"expires_in": 10080,
"scope": "openid"

® #ik
Casdoor 374 PKCE DAk, 43REUIERI, 12T ARS8k FIPKCE:

&code_challenge_method=S256&code_challenge=YOUR_CHANNELLENGE

PFESHN, BT EALE code_verifier ZHCRIGUE PKCE , {HA—12M2, /G PKCE J&, Client_Secret J A/
WAFEI, ABASRIEEEIEIX NS, B EAUE IER,

[5Fa% 2

QERAERI N FIRE P IR Fin, SRR SRR, B0, TR 7RI, RIS RAEN ISR EE A 3]

https://<CASDOOR_HOST>/1login/oauth/
authorize?client_1id=CLIENT_ID&redirect_uri=REDIRECT_URI&response_type=token&scope=openid&state=STATE

LB Fidid Casdoor T B 3IIE/S, Casdoora il TE & h5

https://REDIRECT_URI/#access_token=ACCESS_TOKEN
Casdoortl 7 #¥id_tokenfE N response_type, XZEOpenIDI— M,

Device Grant

Maybe your devices have limited input capabilities or lack a suitable browser, and you need to use Device Grant. First,
you need to make sure you have Device Grant enabled, the request device authorization_endpoint in OIDC discover,

then use QR code or text to show verification_uri and lead user to enter login page.

Second, you should request token endpoint to get Access Token with parameter define in rfc8628.

{58 R BT DRI A 3 RO R SEPR AL
USRS B TR A ORI P £l Casdoor, ABASEATRERR B e,

B, EREMRCEAEM IR, HA bRtk ZIAPOSTIE R :


https://datatracker.ietf.org/doc/html/rfc7636
https://openid.net/specs/oauth-v2-multiple-response-types-1_0.html#id_token
https://datatracker.ietf.org/doc/html/rfc8628#section-3.4

https://<CASDOOR_HOST>/api/login/oauth/access_token

{
"grant_type": "password",
"client_id": ClientId,
"client_secret": ClientSecret,
"username'": Username,
"password": Password,

}

TS E DA R

"access_token": "eyJhb...",
"id_token": "eyJhb...",
"refresh_token": "eyJhb...",
"token_type": "Bearer",
"expires_in": 10080,
"scope": "openid"

{5 02 P i S TR AL
4 5 PR RS, St T DL I PR SRS,

B, PREEFREIRE SRR IR, FHRIZEPOSTIERE| https://<CASDOOR_HOST>/api/login/oauth/

access_token:

{
"grant_type": "client_credentials",
"client_id": ClientId,
"client_secret": ClientSecret,

}

R EEEETIV NI IVE

"access_token": "eyJhb...",
"id_token": "eyJdhb...",
"refresh_token": "eyJhb...",
"token_type": "Bearer",
"expires_in": 10080,
"scope": "openid"

WFRH,  PAXANT RIS HIACcessToken RETHI=AY, FNESNHEFHNR, A2 5 PN R,



allr <2 it
MVFRRERTIRI IS, A IR AR LIS refreshToken.,

B, SEFREAE N I BRI S IR (BRIARO0/N) |, JFIA https: //<CASDOOR_HOST>/api/login/oauth/
refresh_token &Zi%POSTIEK

{
"grant_type": "refresh_token",
"refresh_token": REFRESH_TOKEN,
"scope": SCOPE,
"client_id": ClientId,
"client_secret": ClientSecret,
}

TR RSB FER[EI R :

"access_token": "eyJhb...",
"id_token": "eyJhb...",
"refresh_token": "eyJhb...",
"token_type": "Bearer",
"expires_in": 10080,
"scope": "openid"

Q] 55k 75 ) 2>
Casdoor HAisZH R HE Wise a2 EARGHEIERY (Clientld:ClientSecret) .

POST /api/login/oauth/introspect HTTP/1.1

Host: CASDOOR_HOST

Accept: application/json

Content-Type: application/x-www-form-urlencoded
Authorization: Basic Y2xpzZW50X21kOmNsawWVudF9zZWNyZXQ=

token=ACCESS_TOKEN&token_type_hint=access_token

TGS DA Wi R

{
"active": true,
"client_id": "c58c...",
"username": "admin",
"token_type": "Bearer",

"exp": 1647138242,
"iat": 1646533442,


https://datatracker.ietf.org/doc/html/rfc7662

i {i FH AccessToken

FRT LA AccessToken /j Al 75 ZLIALERY Casdoor API,

filan, BMFAAREE7TECRIER /api/userinfo,

PN RS

https://<CASDOOR_HOST>/api/userinfo?accessToken=<your_access_token>

HAU2: HTTP Bearer i

https://<CASDOOR_HOST>/api/userinfo with the header: "Authorization: Bearer <your_access_token>"

Casdoor¥fi#traccess_token, FHiRHE scope RIEFHMATHFE R, RIGUREIMEEIINAN, B EERAGIXFE:

{
"sub": "7a6b4a8a-b731-48da-bc44-36ae27338817",
"iss": "http://localhost:8000",
"aud": "c58c..."

}

MREIESREEZ PSR, EEREAccessToken 25 BHZRUL T H - scope o

userinfo Fll get-account APIsZ A2 R

e /api/userinfo: HAPHENOIDCHMLK —EREIMAGEE, EREARAEL, B AEOIDCHMETE X HIEARE
Bo HEFCasdoorZ TR AIFEEISIR, THS R AEREERY,

o /api/get-account : ILAPIH TRRYATERIKFMHPNE, X2—PMRE T CasdoorfAPI, i E3KkE CasdoorHH
FEIFTE(S R



A > UfiEEFICasdoor > fHHCasdoorfE NCASHRSS A%

fiHCasdoor{E N CASH S as

il CasdoorfE M CASHR S 2

CasdoorBIfEr] AMENCASHRSS#5(H . ‘& HaiX#FCAS 3.0,

fi ST

CasdoorA f{JCASYi s 1442 <Casdoor endpoint>/cas/<organization name>/<application name>, JXi&
— /MR S https: //door . casdoor.com, TF cashin 44 R4 N cas-java-app HIN FHAEFRIRA:

e /login endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/login
e /logout endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/logout

e /serviceValidate endpoint: https://door.casdoor.com/cas/cashin/cas-java-app/

servicevalidate
e /proxyValidate endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/proxyVvalidate
e /proxy endpoint: https://door.casdoor.com/cas/casbhin/cas-java-app/proxy
e /validate endpoint: https://door.casdoor.com/cas/casbhin/cas-java-app/validate

e /p3/servicevalidate endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/p3/

serviceValidate

e /p3/proxyvalidate endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/p3/
proxyValidate

e /samlvalidate endpoint: https://door.casdoor.com/cas/casbin/cas-java-app/samlvalidate

For more information about CAS, its different versions, and parameters for these endpoints, refer to the
CAS Protocol Specification.

—Ailr

XIE—NEFRA GitHub &, HAEE— AWM, IHEHE CAS Java B/ GitHub (3, JEITIX
M, VRA] PAZE S An{afidid CASEREF|Casdoor,

Q® #ik

HERE: Hull, Casdoor A3ZHiCASHIFTE =/ MkA: CAS 1.0, 2.0f13.0,

CASEZE N T src/main/webapp/WEB-INF/web.yml Hi,


http://localhost:3000/zh/
https://apereo.github.io/cas/7.1.x/protocol/CAS-Protocol-Specification.html
https://github.com/apereo/cas-sample-java-webapp
https://github.com/apereo/java-cas-client

BOANEOLR, R AR E#HICAS 3.0, MBI MCEEE:

<filter-name>CAS Validation Filter</filter-name>

<filter-
class>org.jasig.cas.client.validation.Cas30ProxyReceivingTicketValidationFilter</filter-
class>

ANSRIEAE R CAS 2. 0FRI I TN FAFRR?, 15K CAS IR LIS I 4 SN DA R A

<filter-name>CAS Validation Filter</filter-name>

<filter-
class>org.jasig.cas.client.validation.Cas20ProxyReceivingTicketValidationFilter</filter-
class>

XfF CAS 1.0, WEEHLITIAA:

<filter-name>CAS Validation Filter</filter-name>
<filter-class>org.jasig.cas.client.validation.Cas10TicketValidationFilter</filter-class>

¥FRA casServerUr LPrefix S5 ISl sE A :

<param-name>casServerUr LPrefix</param-name>
<param-value>http://door.casdoor.com/cas/cashin/cas-java-app</param-value>

KFT A casServerLoginUr 1 SEEHIE LA

<param-name>casServerLoginUrl</param-name>
<param-value>http://door.casdoor.com/cas/cashin/cas-java-app/login</param-value>

INREFEAEXELEE, EiBJava CASEIRGitHub % DRBUELE B


https://github.com/apereo/java-cas-client

A > OfiEREFICasdoor > SAML

SAML

LR

f#fiCasdoorfEASAML IdP

AWS Client VPN

ffifiCasdoor/EASAML IdP

Keycloak

i CasdoorfENSAML IdP

Google Workspace

ffifiCasdoorfEISAML IdP


http://localhost:3000/zh/

| Appgate (POST)

anfalfiFH Casdoor fE2SAML IdP for Appgate

Riirs

ffifiCasdoor{E-SAML IdP



A >  fEEEFRICasdoor > SAML > #EA
M‘L

IAER] DA CasdoorfENSAML IdP,  E|HHINIE, Casdoor24&3Z+F 'SAML 2.0HY
FEIIRE,

fESPHHRY AL B

— ki, SPEE=NEFE: Single Sign-On, Issuer Al Public

Certificate, ARZHSPH]LUEE FEXMLITHE SCAFEXMLITEHEURLK H 317 iliX

B

CasdoorH fSAMLI s TR E /& <Endpoint of casdoor>/api/saml/
metadata?application=admin/<application name>, {F&i&Casdoorfifim g
https://door.casdoor.com, HHEHEE NN app-built-in BN HER,
XMLITE b R 2

https://door.casdoor.com/api/saml/metadata?application=admin/app-
built-in

R BT DATE R R P g DT PR BT, R i R R I URLFF RGN 2170 5 a8 4
XMLITEHE,

SAML metadata () [<EntityDescriptor xmlns:ds— BTtD://wiw. wo. org/ 2000/ 00/ XmIdS1g?  AOINS- Urn:Oasis.names: tc:oANL:2. 0:metadata XOINS:MO- UIN:0aslis:names:tc:SAML:Z.0.@etadata entitylD- hitps://door

‘oasisinames:tc:SAML:2. 0:metadata” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2. 0:protocol”>
#

<IDPSSODescriptor xmlns="

KeyDescriptor use="sig

. 0rg/2000/09/xmldsigh”>
<X509Data xmlns="http: 0rg/2000/09/xmldsig?”>
<X509Certificate xmlns="http://www. v3. org/2000/09/xmldsig#”>MIIE+TCCAuGgAwIBAg IDAe JAMAOGCSqGSIb3DQEBCwUAMDYHTAbBENVBAGTFENhc2Rvb3 1gT3 JnYWopemF 02N 9uMRUwEwYDVQQDEw=DYXNkb:
</X209Data>
</KeyInfo>
{/KeyDeseriptor>
NameIDFormat>urn:oasis:names:te:SAML: 1. 1:nameid-format: emailAddress</NameIDFormat>
t{/NameIDFormat>
{/NameIDFormat>

2s:HTTP-Redirect” Tacation="httns://daor. casdnor. com/1agin/saml/anthorize/admin/ann—hnilt—in"></SingleSieninSar;

KeyInfo xmlns="http

@ Copy SAML metadata URL


http://localhost:3000/zh/

{ECasdoor |dPH YL B

Casdoor<#GETHIPOST SAMLResponse, >jCasdoorff SAMLResponse & XZISP
I, Casdoords ZHRIESP X HFMPLERAIIE R,  IEFR EARIRIEAISP Y
SAMLResponse KHU{ECasdoorH L & N FHFRF

QX5

WNRIEIHE T Reply URL, Casdoorki@idPOSTIi# KA % SAMLResponse , 4l
REIZURLNZ, Casdoorf{HHGETIEK, ZrlRESIEANE, W Reply URL
hZE, Casdoorf@falAIiESPHI Reply URL, 3KBr b, Casdoorn] DU i@t
SAMLRequest 3KH{4 N AssertionConsumerServiceURL BJURL, FH¥inH
SAMLResponse [JiE K & %% AssertionConsumerServiceURL, Reply URL
478 55 SAMLRequest H[J AssertionConsumerServiceURL o

e [BIEHURL: #i \KIESAMLIERN FACSHIURL,

Grant types (@) : Authorization Code x  Password x

SAML Reply URL & https://mycontroller.mycompany.com/admin/saml
@:

Enable SAML ()

compress (2) :

o HEMURL: MIA—MHE—HZIR, FEERISPH, XAJREHFRN Audience B
Entity ID, HAPRIETEIHAMES ) Redirect URL SERISPHRI—EL,



Redirect URLs () :

Redirect URLs

Redirect URL

& appgate|

@ https://git.casbin.com/user/oauth2/casdoor/callback

& http://localhost:3000/callback

WP SER

%% )5, CasdooriR[EIf) SAMLResponse HH F g =47, XML BN
FiCasdoor I F F @ PE BT BRER G -

XMLEMAE  HP 7B

FEL R FEL - R

ERAFR TRBFR
By i 2R

ARSAMLE EARFIRANEZ(ER, 1ES Whttps://en.wikipedia.org/wiki/
SAML_2.0,

— Bl

gosaml224 T-etreefgoxmldsighI RS TR L EIISAML 2.0553, X EXMLEFZ 4
2iGosEF,  FAMERIX RN Casdoord SAML 2.0, U FAiR,

BRIESERT DAL http: //localhost : 7001/ WifRlCasdoor, Ff H&MCasdoorfl & —


https://en.wikipedia.org/wiki/SAML_2.0
https://en.wikipedia.org/wiki/SAML_2.0
https://github.com/russellhaering/gosaml2

%K app-built-in WV HER, ZNHERET— 1% N built-in HLA, XHHD
URL: http://localhost:6900/acs/example #l http://localhost:6900/saml/
acs/example, MiZMNZ| app-built-in AHYEEFURLS,

import (
"crypto/x509"
"fmt"
"net/http"

"io/ioutil"

"encoding/base64"
"encoding/xml"

saml2 "github.com/russellhaering/gosaml2"
"github.com/russellhaering/gosaml2/types"
dsig "github.com/russellhaering/goxmldsig"

func main() {
res, err := http.Get("http://localhost:7001/api/saml/
metadata?application=admin/app-built-in")
if err !'= nil {
panic(err)

rawMetadata, err := ioutil.ReadAll(res.Body)
if err !'= nil {
panic(err)

metadata := &types.EntityDescriptor{}
err = xml.Unmarshal(rawMetadata, metadata)
if err !'= nil {

panic(err)



BT BB, &R R PN H R,

Visit this URL To Authenticate:
http://localhost:7001/1login/saml/authorize/admin/app-built-
in?SAMLRequest=1FVbk6K8FVvOrFvNo2QR. ..
Supply:

SP ACS URL : http://localhost:6900/v1/_saml_callback

ATURLIA TS50 1E, Casdoorf 8% il H R T Re

C' @ localhost:7001/logi |/authorize/admin/app-built-in?SAMLReq =|FVbk6K8FvOrFvNo2QREVNTYVQG80IGCAKVIMQoQMRqIkiDKrz%2FVdrfVPfOd78x53BvWylp7r0p%2BcpTSUWBWYpSES... 12 Y E% v » 0O . H

& casbin

q‘ admin (Admin)

Or sign in with another account :

A

B
Auto sign in Forgot password?
Sign in with code No account? sign up now

02

S OYRIESS, ECRACEIAN S s B A T R

<« C O localhost:6900/v1/ saml_callback?SAMLResp: oul htbG520 J1cmd6b tZXM6dGMBUOFNTDoyLjA6cHIVAGSjb2wilHht ek mY *»x0@

NameID: adninfesample. com
Assertions:

Email: {XMLName:{Space:urn:oasis:names:tc:SAML:2 O:assertion Local:Attribute} FriendlyName: Name:Email NameFormat:urn:oasis:names:te:SAML:2.0:attrname-format:basic Values: [ {XMLName: {Space:urn:oasis:names:tc:SAML:2. 0:assertion Local:AttributeValue} Type:
Value: admin@example. com} 1}

Neme: {XMLName: {Space:urn:oasis:names:te:SAML:2.0:assertion Local:Attribute} FriendlyName: Name:Name NameFormat:urn:oasis:names:tc:SAML:2.0:attrname—format:basic Values: [ {XMLName: {Space:urn:oasis:names:tc:SAML:2. 0:assertion Local:AttributeValue} Type
Value:admin}]}
Ne

Disp {XMLName : {Space:urn:oasis:names:te:SAML:2. 0:assertion Local:Attribute} FriendlyName: Name:DisplayName NameFormat:urn:oasis:names:tc:SAML:2.0:attrname—format:basic Values: [ {XMLName: {Space:urn:oasis:names:tc:SAML:2. 0:assertion
Local:AttributeValue} Type: Value:Admin}]}

g

Warnings
&{OneTineUse:false ProxyRestriction:nil> NotInAudience:false InvalidTime:false}









A >  fEEEFRICasdoor > SAML > AWS Client VPN

AWS Client VPN

CasdoorfENAWS Client VPNHIFISAML
|IdP

AR A & R al Bt B CasdoorfIAWS Client VPN, DAIFEAWS Client VPNHERAN
CasdoorfENSAML IdP,

et

TR E, BT
o EATVINIRS TR il B 1% B 1S FRAR I AWSTIK
o 1 HEC2LMHAmazon VPC

o WEVPC
o FAFIEC25:p]
. fESElZ R, VYR EVPC CIDRIEEMICMPYE: - X EMIAFE
£,

o KA UEHSFAZIAWSIEHEFEF(ACM)
o AERFFFAUEFEIACM

o IBITHEGHTAWS Client VPN A-FIWindowsEXMac & 4t

o NEUERF


http://localhost:3000/zh/
https://docs.aws.amazon.com/zh_cn/vpc/latest/userguide/vpc-getting-started.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/cn/certificate-manager/
https://docs.aws.amazon.com/zh_cn/vpn/latest/clientvpn-admin/what-is.html
https://aws.amazon.com/cn/vpn/client-vpn-download/

AL B SAMLN HFYF

o fECasdoorM H2FH!, R Redirect URL XEH

urn:amazon:webservices:clientvpn,

Tags @ :

Client ID @ : 235aca38d69a868ae432

Client secret @) : d8942f2181908041106f3b2b56c2f91fd2ad13de
Cert (@ : cert-built-in

Redirect URLs ®
. Redirect URLs A%l

Redirect URL

¢ urn:amazon:webservices:clientvpn

Token format (@) :

Token expire @ : 168 Hours
Refresh token 0 Hours
expire (3 :

Enable password Q

@:

o H SAMLIFIZURL I B N http://127.0.0.1:35001,



Signup HTML (3 :

Signin HTML @ :

Grant types (@) : Authorization Code x

SAML reply URL = ¢2 http://127.0.0.1:35001
(OF

Enable SAML
compression (@ :

SAML metadata <EntityDescriptor xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns="urn:
@; <IDPSSODescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" protocolSt
<KeyDescriptor use="signing">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<¥ENANata vymlne="ht+n+ //ummr w? Ara/2000 /00 /ymlAdei a#t">

o ¥ saMLICEHE MNBRF IXML A,

SAML metadata <EntityDescriptor xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns="urn:oasis:names:tc:SAML:2.0:metadata" xmlns:md="urn:oasis:names:tc:SAML:2.0:me
@: <IDPSSODescriptor xml:

<KeyDescriptor use="signing">

="urn:oasis:names:tc:SAML:2.0:metadata" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<X509Data xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<x509Certificate xmlns="http://www.w3.0rg/2000/09/xmldsig#">MIIE+TCCAUGGAWIBAGIDAeJAMAOGCSGGSIb3DOEBCWUAMDYXHTAbBGNVBAOTFENhC 2Rvb3IgT3InYW!
</X509Data>
</KeyInfo>

</KeyDescriptor>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>

oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect” Location="https://test.v2tl.com/login/saml/authorize/admin/app-

<SingleSignOnService Bindin

@ Copy SAML metadata URL

|

CELAWS
¥ Casdoorfit B HAWS B 3 1 4it &

1. FIFIAMEE I G, WSHUE IR DR

2. iR AR,



3. NFRMERERAEESAML, NIHIREERE AN — N E—2 R, H EEoHdE s - 5
I&AE_E—7h M Casdoor N FHFE 7 - 17 SR A

4. [Jidi b, N -MhRRLE, il

Identity and Access X IAM > Identity providers
Management (IAM)

Have you considered using AWS IAM Identity Center? X
AWS IAM Identity Center [7} makes it easy to centrally manage access to multiple AWS accounts and provide users with single sign-on access to all
their assigned accounts from one place. With 1AM Identity Center, you can create and manage user identities in IAM Identity Center or easily

connect to your existing SAML 2.0 compatible identity provider. Learn more [

Q Search IAM

Dashboard

¥ Access management Identity providers (1) info

Use an identity provider (IdP) to manage your user identities outside of AWS, but grant the user identities permissions to use AWS resources in your account.
User groups

Users
Roles Filter by Type
Policies 1 Q Search ‘ [AllTypes v | 1 (o)

Identity providers

Account settings Provider a Type v ‘ Creation time v

¥ Access reports O casdoor SAML Yesterday

Access analyzer
Archive rules
Analyzers

Settings

IAM > Identity providers » Create Identity Provider

Add an Identity provider .

Configure provider

Provider type Info

O SAML (O OpenlD Connect
Establish trust between your AWS account and a SAML Establish trust between your AWS account and Identity
2.0 compatible Identity Provider such as Shibboleth or Provider services, such as Google or Salesforce.

Active Directory Federation Services.

Provider name
Enter a meaningful name to identify this provider

l casdoor

Maximum 128 characters. Use alphanumeric or *._-' characters.

_Metadata document Info

[™ Choose file 3

FiteeedstobeavatidgFF=8 XML document.




fHAWS Client VPNJii 5

1. FEEIEFRIAWS X IEH 4T HAmazon VPCHHI &,

2. TEEMSHH, EEZPERVPNER, 2T BIE M (VPN) T,

3. i GIEEE S VPN A

4. 1% P 0IPvA CIDR B AERVIZAE FH P RYIPYER,  BAorBcIPYEE,

5. MFMRFSAUETARN, EEEQIEIIES,

6. NTEMWIEIEI, EEEHETHP RS RIE, REIRERE BBk,
7. X TSAMLEERIARN, JEEEAQIEMN SRR,

8. mith % F i VP NG

T
Client VPN endpoints (1/1) i - Actions ¥ Download client configuration Create client VPN endpoint
¥ Virtual private network P WA) oz l | l 9 ‘! E
(VPN) Q 3 1 &
Customer gateways N . .
Name v | Client VPN endpoint ID v | State v | Client CIDR v

Virtual private gateways

‘ (o] - cvpn-endpoint-06e947f15ddf5687c @ Available 172.31.32.0/20 ‘
Site-to-Site VPN

connec tions

Client VPN endpoints 2

¥ Transit gateways

Transit gateways

Transit gateway
attachments



Client IPv4 CIDR Info
The IP address range, in CIDR notation, from which client IP addresses are allocated.

Q 172.31.32.0/20 X
[4 3
CIDR block cannot be larger than /12 or smaller than /22.

Authentication information info

Server certificate ARN
The server certificate must be provisioned with or imported into AWS Certificate Manager (ACM).

arn:aws:acm:ap-southeast-1:580652580210:certificate/f028f870-16ee-41b7-8... ¥

Authentication options
Choose one or a combination of authentication methods to use.

[} Use mutual authentication
Use user-based authentication

User-based authentication options
(O Active directory authentication
© Federated authentication

SAML provider ARN
The ARN of SAML provider. 7

‘ arn:aws:iam::580652580210:saml-provider/casdoor v |

Self-service SAML provider ARN - optional Info

‘ Select self-service SAML provider ARN v |

%% PimVPNS HiRVPC B
1. R URVPNIETAIEEE BARMEE R, A SR HhRes,

2. MW RHisesrh, AR R IR b s OB HARVPCAI T,



v Virtual private network Client VPN endpoints (1/1) info l Actions ¥ ‘ | Download client configuration | Create client VPN endpoint
(VPN)
Q C @

Customer gateways

Virtual private gateways Name v | Client VPN endpoint ID v | state v | Client CIDR v

Site-to-Site VPN o = cvpn-endpoint-06e947f15ddf5687¢ @ Available 172.31.32.0/20

connections

Client VPN endpoints

¥ Transit gateways
Transit gateways

Transit gateway
attachments

Transit gateway policy =
tables cvpn-endpoint-06e947f15ddf5687c X

Transit gateway route

tables Details Target network associations Security groups Authorization rules Route table Connections Tags

 —

Target network associations (1) info II

Transit gateway multicast

¥ Traffic Mirroring

Q U @
Mirror sessions
Mirror targets Association ID v | State | Network ID v | Security groups | Endpoint ID
Mirror filters @] cvpn-assoc-0bf639762212d5a04 © Associated subnet-0596ebfd975cdd125 5g-09d2a80e3c2795429 cvpn-endpoint-06e947f15d:

AL B SAMLEH R e 1%L

- TEREHIE S VPNIETI AR, JEEEFBUNBEITF, S5 S s masaBoRm,

—

N

- NT BRI ERMSE, fEE R E I aERIEC2LHIRIPHINE,  FI4H,
172.31.16.0/20,

3. ERTVIMBERT, EEERRE Vimdrp iR vim.,  flin, casdoor .

4. R DRNEAEIR, SRR BRI



VPC » Client VPN endpoints » cvpn-endpoint-06e947f15ddf5687c » Add authorization rule

Add authorization rule .

Add authorization rules to grant clients access to the networks.
Details
Client VPN endpoint ID

cvpn-endpoint-06e947f15ddf5687¢

Destination network to enable access
The IP address in CIDR notation, of the destination network.

Q. 172.31.16.0/20 2 X

Grant access to:

(O Allow access to all users

O Allow access to users in a specific access group

Access group ID
Unique group identifier. It can be active directory SID or group name in IDP.

| casdoor I

Description - optional
A brief description of the authorization rule.

‘ description ’

4

Cancel

Add authorization rule

RN VPN

1. ERRSERINIOTE A2 A UmVPN . IITE R IZAE T T ARAS,
2. mudi MR URACE, RIECE S N EEER S,

3. {EAEIHLES EFTIFAWS Client VPN SN R T

A, FETVERR A, IR ARV E AL E

5. midNINECE XM, FFRmEIL MR,

6. EIIALENIZIEAWS Client VPNERARIFIZR B 2L B S

N
WY

e

_H

H i

j%o




VPC dashboard X

Client VPN endpoints (1/1) info

Actions v I “ Download client configuration ” _
I T

EC2 Global View [4 New | Q Filter client vPN endpoints 1o @
Filter by VPC:
Name v | Client VPN endpoint ID v | state v | Client CIDR v
Select a VPC
‘ o = cvpn-endpoint-06e947f15ddf5687c @© Available 172.31.32.0/20
¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways
Egress-only internet
gateways =
DHCP option sets cvpn-endpoint-06e947f15ddf5687c X
Elastic IPs " . N ioots :
Details ‘ Target network associations Security groups Authorization rules Route table Connections Tags
Managed prefix lists
Endpoints Details
Endpoint services
NAT gateways Client VPN endpoint ID Server certificate ARN Connection log Transport protocol
) . cvpn-endpoint-06e947f15ddf5687c arn:aws:acm:ap-southeast- false udp
Peering connections 1:580652580210:certificate/f028870-
Description 16ee-41b7-8bde-66a2a0ebfe33 Cloudwatch log group Split-tunnel

¥ Security

- - Disabled



A > WifEREF|Casdoor > SAML > Keycloak

Keycloak
fEKeycloakHfjCasdoorfE HSAML IdP

AFE K A& R Al Bt B CasdoorfllKeycloak, PAfEKeycloak™isinCasdoorfEH
SAML IdP,

{f:KeycloakH s lISAML IdP

FTHKeycloak B AT H, sithSrfefitr, FEMNTRMAEREYIFRFIEFESAML v2.0,

AKEYCL( 2 Admin

Master Identity Providers

Identity Providers
o ke

Through Identity Brokering it's easy to allow users to authen

rovi
We have built-in support for OpenlD Connect an as Google, GitHub, Facebook and Twitter.

OF::!

f&m] Uil Keycloak SAML & 742 (i SAS AZRIBCE A A5 R

fEKeycloak |dPZm#E T HE FFA ABIAFIMURLS A, MURLS AN PILECasdoor


http://localhost:3000/zh/
https://www.keycloak.org/docs/latest/server_admin/#saml-v2-0-identity-providers

N AR g vUE EARE], KA A, SAMLECENR B 3hHFE,

v Import External IDP Config @

Import from URL & ‘ http://localhost:7001/apifsaml/metadatazapplication=admin/app-built-in

Import from file Select file 3

o

MRS RAEE SLABIDIFRFACE.

{£Casdoor it & SAMLMN R

FEN AR PR TR, IIN— DM E K B Keycloak AR F PR LR IAIDAY E E 7]
URL, B4k, HafrNKeycloak/d FISAMLIEZE,

Enable SAML @

compress @:

SAML metadata @ EntityDescriptor xmlns:ds:

“ xmlns="urn:oasis:names:

ML:2. 0:metadata” xmln

sinames:tc:SAML:2. 0:metadata” entityID="http://localhost:8000">
ta” protocolSupportEnumeratio -

org/2000/09/xm1d:

3. org/2000,
X509Certificate xmlns="http://www. w3. org/2000/09/xmldsig# >MIIE+TCCAUGEAWIBAZIDAE JAMAOGCSqGSTh3DQEBCKUAMDY xHTAbBENVBAOTFENhC2Rvb31gT3 JnYW5penF0aR9uMRUNERYDVQQDEwSDYXNkb29y TEN] enQwHhcNM JEXMDE IMDgxM.
X509Data>

{/KeyInfo>

KeyDescriptor
NameIDFormat>urn:oasis:names:tc:SAML: 1. 1:nameid-format:emailaddress</NameIDFormat
(NameTDFormat>urn:oasis:names: tc:SAML: 2. 0:nameid-format : persistent</NameIDFormat

{NameIDFormat>urn:oasis:names:tc:SAML:2. 0:nameid-format: transient</NameIDFormat>

SingleSienOnService Rindine="urn:oasis:names:tc:SAMI.:2. 0:hindines:HTTP-Redirect” Location="httn

@ Copy SAML metadata URL

acalhost:7001/1ogin/saml /authorize/admin/ann-hui 1 t-in”></SingleSienOnService

il Casdoor SAML% 3¢

FIHKeycloak &% 01, EBEEI—NEAMYTEHL, & Casdoor SAMLIE (RS
EKeycloak,



(9AKEYC|

Sign in to your account

Username or email

Password

Or sign in with

casdoor

S, B ICasdoor SAMLIZBERIIET & HYRIE, B HYRIERING,
kR R EKeycloak, AR IRAREER P 4Y LA L AR Y,

(®AKEYC]

Update Account Information

Username

admin@example.com

Email

First name

Last name




PANELRME T — DRI, Fon 7TRMER, M EERRT,



A > WfEREFICasdoor > SAML > Google Workspace

Google Workspace

F#CasdoorfEGoogle WorkspaceH i
SAML IdP

AFE R M B AAlEE B CasdoorfliGoogle Workspace, PATEGoogle WorkspaceH
#shnCasdoorfFSAML IdP,

BMESS
fECasdoorth, VRMI—HIKHIX S00MUEH, (EFIRSANIBIEME, I FH.

Edit Cert Save Save & Exit

Organization @ : admin (Shared)

Name @ : cert-built-in
Display name (®: Built-in Cert

Scope @ : JWT

| Type @: X509 |

Crypto algorithm RS256
®:

Bit size @ : 4096

Expire in years @ 20

Certificate @ : Private key @ : Copy private key Download private key

————— BEGIN PRIVATE KEY-----
MIIE+TCCAUGgAWIBAGIDAe JAMAOGCSqGSIb3DQEBCWUAMDYXHTAbBgN MIIJKQIBAAKCAGEAsINpb5E1/ymOf1RfSDSSE8IR7y+lw+RJjl74e5ejrq4b8zM
VBAOTFENh Y

At B SAMLI FHFLF

FEN AR T b, JEFERINICERIIE R, SR Google M AR
I imE|EEmURLA, filgigoogle.com,


http://localhost:3000/zh/

Cert@: cert-built-in v

Redirect URLs &
. Redirect URLs
Redirect URL Action
& google.com v
& gmail.com A v O

ESAMLIME URLFELH, #i A https://www.google.com/a/<your domain>/acs,
IXZACS URL, f&RT DATEIX B EIH 2CACS URLIIAHZRIE R : SSOMTS 2K,

SAML reply URL & https://www.google.com/a/casbin.com/acs

@:
Enable SAML ()

compression @ :

"http://www.w3.0rg/2000/09/xmldsig#" xmlns="urn:oasis:names:tc:SAML:2.0:metadata" xmlns

SAML metadata <EntityDescriptor xmlns:d: ="urn:oasis:names:tc:SAML:2.0:m¢

@: <IDPSSODescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata"” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Data xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509Certificate xmlns="http://www.w3.0rg/2000/09/xmldsig#">MIIE+TCCAUGgAWIBAgGIDAeJAMAOGCSqGSIb3DQEBCWUAMDYXHTAbBGNVBAOTFENhc2Rvb3IgT3InYW!
</X509Data>
</KeyInfo>
</KeyDescriptor>
<NameIDFormat>urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>

<singleSignonService Binding="urn:oasis:names:tc:

AML:2.0:bindings:HTTP-Redirect" Location="http://localhost:7001/login/saml/authorize/admin/wor]

Copy SAML metadata URL

SHIEERWHURL, XA NP,

Providers @ :
Providers

Name Category Type Can signup Can signin Can unlink Prompted Rule Action

Preview @ :



https://support.google.com/a/answer/6330801

JHGoogle WorkspaceZhls =77 SAML IdP

1EGoogle Workspace Bz HlGH, SHizILeE, REEMiE. SHEHE=771dPK
SSO#fsr. M BN INSSORCE X" DAV MgmiE DA, 2% 55 =77 S it trig &

SSO"EIEME, K& il A8 7% DT URLKG UG 21 8 s i i URLANT B Y i URL = B, kA%
£ L= FEIIER, S RIE AT B 2

= o Admin Q_  Search for users, groups or settings Q g @ HH G
Security > SSO with third-party IDPs > Third-party SSO profile for your organisation

m Home

DE Dashboard . ot

= Third-party SSO profile for your organisation A
» & Directory 8 Slngle Slgn_
» CB Devices On (SSO) with Third-party identity Set up SSO with third-party identity provider

third-party provider .
0 set up Single Sign-On for managed Google Accounts using a third-
» it Apps |dent|‘ty party identity provider, please provide the information below. Learn more
- @ securty Providers
Sign-in page URL
Overview (I DPS)

https://localhost/login/oauth/authorize?client_id=12
Alert centre

URL for signing in to your system and Google Workspace
Set up SSO so that users can sign in

M with a third-party IDP to access

) . Google Workspace services. Learn Sign-out page UR
2-step verification more . . . X
https://localhost/login/oauth/authorize?client_id=12
Account recovery
URL for redirecting users to when they sign out
Advanced Protection
Programme ;
Jerification certifica
Login challenges A certificate file has been uploaded

upload your certificate

REPLACE CERTIFICATE

Passwordless BETA

The certificate file must contain the public key for Google to verify

Password management sign-in requests. Learn more

A

fEGoogle WorkspaceH?, All#E—"HF & test’"BIHF (ERILARE X HF 44,
=—MiIF) .

i
il



Your new user can start using Google Workspace within 24 hours. In
most cases, it should just take a few minutes.

test test

Username: test@casbin.com

Password: eeeeeeeeeesccseee

COPY PASSWORD PRINT

Send sign-in instructions

The email will provide a link to set the password and sign in to Google Workspace

PREVIEW AND SEND

@ The user will be assigned licences based on your current subscriptions. View billing

ADD ANOTHER USER m

fECasdoorH, FI—/N5Google WorkspaceF % B P ZAHFIRI . ks
18 R ZL A P F R ARk



Organization ®:  built-in

ID®:

Name @ : test

Display name (®) : test

Avatar @ :

Preview: g

e 9
v-
(]
Upload a photo...

User type @ : normal-user
Password (@ : Modify password...
Email ® : test@casbin.com
Phone (@ : +1 34086653696

PA“google.com” |, FZHE DU A BRI

1. mifiGoogle.combi[H B SKIZE,  Fn A\ P I BB Atk DAS 3 & it 12,

2. PP E M F|Casdoor iH, fECasdoor DU b, i AKH L) HL B b 2
.

3. WHREREY, ERHEERFElgoogle.com,



Japan

About

Advertising

Business

How Search works

oogle

I
L8

Google Search I'm Feeling Lucky

Google offered in: BAIE

Gmail

Images

Privacy

Terms

Settings



A > WfEREFICasdoor > SAML > Appgate (POST)

Appgate (POST)
fE AppgateifJCasdoorfE SAML IdP

Appgate accepte SAMLResponse Hi POST &R &%, WHREEH S — M SZHPOST
TERIIIRSS BEN R (SP), #&8T BAS | FH SRS,

Casdoor it &
FESIUIT) Casdoor P FE IR HT— /T Bz FIAR .
16 BRI i A SEAS I SAML i -

o HEEMMURLs: #IAN—MME—RIZFR, TEEMRISPH, IXATREHFIN Audience B
Entity ID., W R,

Redirect URLs () :

Redirect URLs

Redirect URL

& appgate|

@ https://git.casbin.com/user/oauth2/casdoor/callback

& http://localhost:3000/callback

* Reply URL-# NS UESAMLIEAFJACS (FRERTHZEREMRSS) HIURL, 162 MK,


http://localhost:3000/zh/

Grant types (@ : Authorization Code *  Password x

SAML Reply URL & https://mycontroller.mycompany.com/admin/saml
®@:

Enable SAML ()

compress (2 :

BB

KUk HPIAUE

HEHEMURL = "AppGate” HEEMURL = "AppGate Client"

SAMLFIZURL = SAMLIH[Z URL =
https://mycontroller.your-site-url.com/ https://redirectserver.your-site-
admin/saml url.com/saml

TFEXMLCBIE S

JEn] IR HTEHERIURL,  FF KIS 88 T8O,

Enable SAML
compress @

SAML metadata @

“

<KeyDescriptor use="signing”> -
KeyInfo xmlns="http://www. w3. org/2000/09/xmldsig#">
<X509Data xmlns="http://www.w3. org/2000/09/smldsigh">
<X509Certificate xmlns="http://www.w3. org/2000/09/xmldsig# >MIIE+TCCAuGgAWIBAgIDAe JAMAOGCS oGS Tb3DQEBCWUAMDYxHT AbBgNVBAOTFENhc2Rvb3 1gT3 InYW5pemF0ai QuMRUwEwYDVQQDEwxDYXNkb:.
{/X509Data>
</KeyInfo>
</KeyDescriptor>
NameIDFormat>urn:oasis:names:te:SAML:1. 1:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2. 0:nameid—format: transient</NameIDFormat>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2. 0:bindings:HTTP-Redirect” Location="https://door. casdoor. con/login/saml/authorize/admin/app-gitea”></SingleSignOnService
(Attribute Name="Email” NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:basic” FriendlyName="E-Mail” xmlns="urn:oasis:names:tc:SAML:2.0:assertion”></Attribute>

<Attribute Name="DisplayName” NameFormat="urn:oasis:names:tc:SAML:2.0:attrname—format:basic” FriendlyName="displayName” xmlns="urn:oasis:names:tc:SAML:2.0:assertion”></Attribut~
>

| @ Copy SAML metadata URL |



https://mycontroller.your-site-url.com/admin/saml
https://mycontroller.your-site-url.com/admin/saml
https://redirectserver.your-site-url.com/saml
https://redirectserver.your-site-url.com/saml

{fEAppgateEMISAML IdP
1EXB ¥ AppGate SDPHEHI&:

o ERERG > B HHEAT,

o QU S GHE R,

. JEPESAMLAA,

o R NRIPHITEANE BT RS BB S i R 7

PG RE
e HN—NME—ZHR, Flan“Casdoor SAML Admin”,
FLEESKURL WX
RITN W
ZR fr.Casdoor /i H Fh i A B 5E [MJURL

AR R
o BERXMUITEHE A DAEShZE AR R RIT A2 IEIE 7B
o RNESSUFFHIERE AT R TEIE ST - X6 B e S A R 7B

WS e 1k

R AR EIR 1 4, S8R BRAS B IZ B RAGIXAE



Map Attributes to User Claims © Add New

Name mapped to claim username

TTALE AR
TEAEHIAppGate SDPH iRzl &
o JBHEHR M,
o ERLAMEREES:
o BHRLLRT - M N HAIERAIEEERIAZure IdP,
o s o FH DIV 85 X 3 DO RE R R UE SR

o KAIRERBZIDNNMHE: "ERAEMEIEAER" - IXHIA T A i E 2 g
H B iR LR BRI

Vi ) SR %

EFREER RS, DA E M A HSAML IdPEREIAppgate, I ANEEH K
% :

JESE R IR I R BIZ AT



Home > Access — Policies > Edit

Editing Policy - Admin
@ Enabled
Disabled

Assignment - Active when custom logic is met

Custom Logic (1 OR 3) AND 2
1 Identity Provider is local &S X
2 user.username is admin

3 Identity Provider is Casdoor SAML Admin



A > AIEEF|Casdoor > SAML > JBIRE
il
1EE N Z il Casdoorfi SAML IdP

ARFERE A R RUMAIRC E Casdoor FIEIR R, DAEISIHAH R INCasdoor{EASAML 1dP,

Sl SamiyeEidia

fECasdoorH, WIN—FZRE X 509IES, (EARSAIE L,
ocasdoor @ Home 88 User Management Identity @ Authorization [E Logging & Auditing All @ “O- é'.‘ Admin Vv

Edit Cert Save Save & Exit

Organization @ : admin (Shared)

Name @ : cert-built-in

Display name @  Built-in Cert

Scope @ : JWT

Type @: I %509 I

Crypto l RS256 I ]
algorithm @ :

Bit size @ 4096

Expire in years @ 20

R EfilCasdoorHifiSamiMetadata.

= s s
w3. org/Z000/0Y/xmlds1g7” xmlns= urn:oasis:names:te:>AMLIZ. Umetadata xmInsimd= urnoasis:names:tc

SAML metadata G CEntItyDescriptor amins de= Nttp
: <IDPSSODescriptor xmlns="urn:oasis:names:te:SAML:2. 0:metadata” protocolSupportEnumeration="urn:ocasis:names:te:SAML:2. 0:protocol”>
KeyDescriptor use="signing”>
3. org/2000/09/ xmldsigh”>
3. org/2000/09/xmldsig?”>
ttp://www. w3. 0rz/2000/09/ xmldsigs >MITE+TCCAuGEAWIBAZI DAe JAMAOGC SqGSTb 3DQEBCRUAMDY xHT AbBgNVBAOTFENhe 2Rvb3 12T 3 Tn VW5 pemF0aN9uMRUSEwY DVQQDEw=DY XNkb2S

vInfo xmlns:

<¥509Data xmlns=
<X509Certificate xmlns:

</X509Data>

</KeyInfo>

{/KeyDescriptor>

http:

<NameIDFormat>urn:oasis:names:tc:SAML: 1. 1:nameid—format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2. 0:nameid—format:persistent{/NameIDFormat>

<NameIDFormat>urn:oasis:names:tc:SAML:2. 0:nameid-format:transient</NameIDFormat>

<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2. 0:bindings:HITP-Redirect” Location="http://localhost :7001/login/sanl/authorize/adnin/application_tencent_cloud”></Singlesff
T 3

{0 Copy SAML metadata URL

Providers

Providers @

TEIBIR AP EISAML 1dP

BRI F I N5 0V B S


http://localhost:3000/zh/

NEFF

EETEHOALE (ISR A RIVEE

MEEE

THER

ZeER

=

1=l

@ SHRERE(IdP EEES
ESRZEIASET SAML2 0 B9 SSO (Single sign On, BRER) , B IdP SHRIEMSFAFTEERENENEEHR. Bl =B asdsmmn SSO B2771:
1. &8 SS0: W AILEFHE 1P FEERTER, ABHTER MM 1P EEFES, i ET! CAM ABERERE;
2. FBF= SSO: BB 1dP fiARR SAML Bz, OIDC PS5BSz CAM Al UAFERE, ERER CAM BFERERZ,

EXHIE

RIGONE— TR, FHEREZ AT SR (F ) idp R iR,

SHIREREERRA 2

M=u

B8 G



S Bz N

H
il

HRER =)

@ HtABHKELRTHRG?

58
INERE EFKE

g=
g=

CAMEBERHE B

ELIRSPrirsERE RS AR, RSSEA AEER, SREFENE, 583 i
AT SHRSAEE, MeEmEERIK =
st Q
mEEH B@D mEN Ll AIERAR
T _N Ol FERERS - ccs LEAEHNEERS (TKE) BRESAS, HASEECEHERON 2/t 202
Lighthouse_QCSLinkedf PRI - basiclighthouse (RSTEARE)  HAIREY (Lighthouse) | BEEE. 12 /et 202
$SL_QCSlinkedRolelnC Z?‘EE% -certficatewalssl @BTER ooy oiiEn (ss) REEERR, BRGEEDEESE 12 et 202 q
- e
TAT_QCSLinkedRolelnC ° P=EERSS - command tat (| ) Ebn=i=pelo FULENTF (TAT , ZEBEEER 12 /et 202
2 - =g}
Lighthouse_QCSLinkedf Zg?ﬁg dnsandssllighthouse (BSTEX (Lighthouse) | BEEE 12 et 202
ApiGateWay_QCSRole FTERERS - apigateway API FI3£(AP| Gateway FHERIISRZRRETHRIE, SLEAT. 2/t 202
SCF_QcsRole PERRSS - scf EEH(SCRIREREAIESEFMCOS) AR, HAUEBaS; 2 /et 202
{ECasdoorP At ESAMLI
5N PG TR, e FERNINIONEANES, fEEEMURLs PRI RIS N 14 .
Cert@: cert-bui
Redirect URLs @ :
Redirect URLs
Redirect URL Action
¥ o
Token format @:  JWT
Token expire @1 168 Hours
Refresh token 168 Hours
expire @:
-
oA
TEN 44 DU, 4 AACS URLIHFFL B Samlgtk,
Grant types @ : Authorization Code %
SAML reply URL @ P https://cloud.tencent.com/login/saml I
Enable SAML
compression @ :
SAML Attribute @ :
Name Name format Value Action
https://cloud tencent.com/SAML/Attributes/Role Unspecified qesicamzuin/{AccountiDfroleName/{RoleName T}qcs:cam v o
https://cloud.tencent.com/SAML/Attributes/RoleSessionNe Unspecified casdoor A o

SamlE PERCE SN :




2= =

Ea 18

https://cloud.tencent.com/ s gcs::cam::uin/{AccountID}:roleName/{RoleName1};qcs::cam::uin/{AccountID}:roleName/{RoleName2},qcs::cam::uin/{Accoun
=}

SAML/Attributes/Role - provider/{ProviderName}

https://cloud.tencent.com/ R

SAML/Attributes/ f&  casdoor

RoleSessionName E

@ ik

o fEfAtIREYERF, F{AccountID}. {RoleName}Ffl{ProviderName}&#i AL RAZ:

o & {Account DYFAEIIERAMKID, FIMERKSER - #BHlEhEE,

o f4{RoleNameVF W IEAERE A QIR A (AR, ATDIEMAE - BH &R,

o Ri{ProviderNamey& i AL 2= R O SAML B (R BE R 44 R, 7T DAE B 4 R - It S & A,

AT DAV [RIIE TR Z SAML B 4@ (8 i SO DASREBUE AR (5 5.

il Casdoor SAMLE 5

SAMLIY— MBS BRUNTR . P > Bis CGRES) > HEEAFICasdoori#T85% »> By (BER) o PIfE, MRIMIRBIETRNS HAE K —
HE A F|CasdoorfJURL, 7RI RAS :

func main() {
res, err := http.Get("your casdoor application saml metadata url")
if err 1= nil {
panic(err)

}

rawMetadata, err := ioutil.ReadAll(res.Body)
if err 1= nil {
panic(err)

}

metadata := &types.EntityDescriptor{}
err = xml.Unmarshal(rawMetadata, metadata)
if err !'= nil {

panic(err)

}

certStore := dsig.MemoryX509CertificateStore{
Roots: []*x509.Certificate{},
}

for _, kd := range metadata.IDPSSODescriptor.KeyDescriptors {
for idx, xcert := range kd.KeyInfo.X509Data.X509Certificates {
if xcert.Data == "" {
panic(fmt.Errorf("metadata certificate(%d) must not be empty", idx))
}
certData, err := base64.StdEncoding.DecodeString(xcert.Data)
if err = nil {
panic(err)

}

idpCert, err := x509.ParseCertificate(certData)


https://console.cloud.tencent.com/developer
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/idp
https://cloud.tencent.com/document/product/598/38058

—HEA B2 TRIBFHFHRIREauth URL, sEURLELA DAIIRESR 70 BAHRHE T — M MR AER,

o sy s - 8 x

- :-C.Wm -—)Ano

Introducing the new Bing

sk real questions. Get complate arwwers.




1

> WifnEREE|Casdoor

[TF 2V

Wtid

BA AR @R A face-api.js,

Je

T

RN N Eib sl Face ID &M

PSR > HY > EmE—IPHH > 3HE PATHREDI

Organization

Homepage

nnnnn

¥ Face ID BxEMKE| T Casdoor H,

xxxxx

::::::

Public

::::::

::::::

::::::

Public

::::::

::::::

Public

::::::

nnnnnn

RorFHEIN Face ID.

yyyyyyyyyy

AAAAAAA

APBAAAALARAAAAAAAAAAAAAAAAARAAA:



http://localhost:3000/zh/

etz ia, RaAER 5 R EE] Face ID &N, -]
PA_L A& AT iR 23 P 1 X5

PSR > B > EE-THP > 3] Face IDs HEMEHEE, R&Z AR
i 5 Sk EREAE, HE AT DOV RSk R s e AR

aaaaaaaaaaaaaaaaaaaaa

H= . MBI G EsN Face ID 14

SUNIE > WA > JEFE—RTESY > %5 B507R M5 36 Face 1D ENER
P,

nnnnnn

g, VR RATESE SR e Face 1D J7:UEITEES%,

1. TEEFUIH, % Face ID BRHR.
2. WMANHP %, s AR,
3. — BRI TRAGLIGFARR, TRELA] AR Face 1D M TESR,



€7 Casdoor

Password Email Face ID Webduthn
A admin
Auto sign in Forgot password?

Sign in with Face ID /

Mo account? sign up now

O



Face Recognition

XR—NMERUAECE Face ID BESEHIANAG :



A > fi%EREFICasdoor >  WebAuthn

WebAuthn
WA

FATR E @A Casdoorf % ', CasdoorElfE 2 #5{# FHWebAuthn& sk, XEWE
fam] DA AR AR, aide S sAiERIR G, ERUREES, HEEIILE S RHX L
KLU IR R WebAuthn,

f+2.5& WebAuthn?

WebAuthn/2WebIAIEAPI, HHW3CHIFIDOSGoogle, Mozilla, Microsoft, Yubico%
WA FRIFRE IR, X DAPIRVFARSS 28 8 F ATH N A2 B AR IR E R -
EAEARSS ARES SN ERRAINIERS R, WTWindows Hellos{ApplefTouch ID,

faj Bk, WebAuthnZ KA P AR —NAT-RAEXS, FRATHRMA M, 218
B SR—NuGE,  PhAE R NREALE,  HFESR A P TR RA S I B RS IR R0R
[Fok, WeEIEER)E, WIS AN HIE TR, RS E R S Z A I REAL
BT, AP ETERF, HEaRTERBR, ~AHMBEEE QR4
HIBCEER) HH BRI WebAuthnfEiE,  H Wk if,

P-RVPIRRAE HME—#t 5 = MR PR P4, H P RISRAEE Mk HY
URL, XEME, R (HFHF%. AP RREEMMERIURL) A AR, TR
LEAN POIZRARRR, RZIFR.

K FWebAuthnFE AR E ISR, &0] DAiAhttps://webauthn.guide/,

4 f£ CasdoorH i ff WebAuthn?

TR UUHE, EAIRECAERS T WebAuthn BRI,  2R1M, NRIRIERA


http://localhost:3000/zh/
https://webauthn.guide/

WebAuthnZiE (] DAY WebAuth®1) |, X PDBRERE AR R an Q@ Fn e 7 —
ML, REEHEER,

IR0 BN BT R H WebAuthniA\ bk

£ conf/app.conf XXfFH, RATDAEKEIDA FECE :

origin = "http://localhost:8000"

TE IR ILEC B 5 M I URL5E 4 PLAL,
IR HAEHTTPSSZHfWebAuthn, BRIEPRIELEfEHIocalhost,

R, VBRGSO, #EAVRRIN FHAGIE D,  F197" /5 FHWebAuthn g %" It
Ko MRIMNEIT, BEIHRERIEH.

SR N R

SATRIMK A DI, EIXDDUE, R IZE 2" IIWebAuthn B IE S A — R R Z /il
T EI AR WebAuthn R LERYF1 3R,

Signup application @

3rd-party logins @

WebAuthn credentials  WebAuthn credentials

@: WebAuthn credentials Action
0AUZbyDy1SCxNyW3vkNIP1feXhwm/pHBDMMOszRRNvg=

Roles @

Permissions @

Is admin @ :

s global admin ®: @D

Is forbidden @

Is deleted @ :

Rt HIF IR A Hfa R Casdoor RTE M — MR EUE, R AT DAfE A A3 A Y



BR" TR MR Al FETE,
H12: [FiHWebAuthn® 3¢
EHEIX—2 28, WRIREZLIRH T Casdoor,

HEAESIUHE, EFEWebAuthnE %7575, MIAIRHIR 4, )G Rkl 408
R HIfE R IR IE,

(Blan, anRRIELE M HFESHIWindows Hello, VRMIZEFXFEHIZARPE)

g casbin

Windows Security X

Making sure it's you
Password WebAuthn
Please sign in as admin to " .casdoor.com.

L admin This request comes from Chrome, published by Google LLC.

‘ PIN

44 Auto signin Forgot password?
o 9 9otp | forgot my PIN

Sign in with WebAuthn Cancel

SRJEVRR 2 I %



KGR

Hij it

Casdoor i & I&r

ik Swagger X1

% Swagger Xt


http://localhost:3000/zh/

N > JFRIEM > HiI

HIj Vi

CasdoorfaiumEIENL T /web XEFRAN: https://github.com/casdoor/casdoor/
tree/master/web

J%j—-Create-React-App (CRAVILH, J{ TFIMLANIZEICRASCFF KL

AEH 5% fiiid
public ReactARHTML S 4
src L avi]

craco.config.js  CracoBit B ¢ff, MR ATEMAC R F@iE . (BRIA DG (R)
crowdin.yml Crowdin i18n El & X
package.json NPM/Yarn i £

yarn.lock Yarn lockfile

£ /src HH, JCRHRE) LA EE B SRR S ARk :

SCHE/H % fifiig
account BV S P Y EREY S AN BRI T

auth FTE S SRR, 10Auth, SAML, it


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/tree/master/web
https://github.com/casdoor/casdoor/tree/master/web
https://create-react-app.dev/

SHETHS

backend

basic

common

locales

App.js

Setting.js

OrganizationListPage.js

OrganizationEditPage.js

A Go/5uAPIFISDK, EBEHEMAM fetch() A

CasdoorfEm1 ((NFEMRTIH) , BEETILNRA/NE
¥

HZUIER

i18nHHIE A PAJSONIE X, SFA1HICrowdinIii H [
¥ https://crowdin.com/project/casdoor-site

BLEATA S A A H IS

AR A 55 FH 5K FH R

HAYIRA T, S5 FrE HABR XxxListPage. js I
KAV

FFomia— N HAMTE, S5 M
XXXEditPage.js SZHE{


https://crowdin.com/project/casdoor-site

N > JTR¥ERE > 4k Swagger Xff

A X, Swagger YA

Wtid

FAVHITE, beegotEZRAR ML T4 liswagger XIS HE, LU N "bee" i< 1T T A
KIEBHAPI, Casdoorti 2 T-beegof M, AM, FAMTAZIHbeed K Iswaggerst
HERBEME A “@Tag R APIHAT 7338, FRLA, FRATHERR T R a6 Y & 14 DUSE X T

&b
HEo

4a] 5 comment

RZLPN G R aa B e e 2MF, WE—RZERET, APINRIE‘@Tag hr&X]
IARRH, Fitt, TTEE A SRR MRESOERARI, X2 — 6+

// @Title Login
// @Tag Login API
// @Description login

// @Param OAuthParams query string true "oAuth
parameters"

// @Param body body RequestForm true "Login
information"

// @Success 200 {object} controllers.api_controller.Response The
Response object

// @router /login [post]

func (c *ApiController) Login() {

A M FE"@Tag tR%E I APPEB N [Rl—2H.,


http://localhost:3000/zh/

ik liswagger U

0.

PAUERARIRS O APIR 5 TERE

. IRBUL G https://github.com/casbin/bee,

. MEBREREE, FlaN, fEcasbin/beelIIREZH, IB1TLA N2

go build -o mybee .

¥rmybee & fill#|casdoorfFht H 5%,

RN HEFH, BT a4

mybee generate docs

(ATIE) QnSRARAE YR E FIFRZEBAPIA: illswaggerseky, PANZE—LRfilan<:

mybee generate docs --tags "Adapter API"

mybee generate docs --tags "Adapter API,Login API"
mybee generate docs --apis "add-adapter"

mybee generate docs --apis "add-adapter,delete-adapter"

i

ESERNE: SRS MREAEON, BITRERIES , (AR,

SRIGIRE R IE I swagger X E 44 1,


https://github.com/casbin/bee

f > HY

HH

LR

CasdoorflFEA sy —2H 41

Y

HANHIH FEE (group)

HEAE

SCRAAN R T 2 A% I T

3

Password Obfuscator

Supporting different password obfuscator options.


http://localhost:3000/zh/

= RPTERE X

HE Pk E

- BREX T

TR A AN L 2 PR R L FH AR e il 3 R

- BEZREIMEH

FEHL FPRCE 2 AR INIETTH



A > AR
AR
HEA

HH

ik

A DAMETC TR O S HTE L R e T A8 8 E R

H g Casdoorf3EAhr, BEMERPMNA, WR—-IMHPERE MR, it

£ N AR ECE S, R PHARMRERN I, EIE T PR SR

(o PR TR BRI 15 RN o

A LR PAfECassdoor#IZLDAP, HEZ2IHAIERE, 1S LDAP XX,

Casdoorf@fit 7 2R FIERIE, nITEH R gntE DU ik,

e

plain

salt

md5-salt

bcrypt

pbkdf2-salt

LZRE

SHA-256

MD5

bcrypt

SHA256

ik

RS LA SR T2 06, (BRIA)

SHA-256 J&— RIS HIRT N a7 F
£, Hith 2566 KA,

MD5 message-digest algorithmg—

Frhn s FR T 72 6 HT a7 PR 4L,
Al AE128 A IG T E,

berypt B —MEMIGHEE, HTZ4£
HOK R A TG A0 AN

PBKDF2 /22— Ml SAYIRAEPREL, RENS

st

Discuz!

Spring
Boot,
WordPress

Keycloak


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/blob/master/cred/sha256-salt.go
https://www.n-able.com/blog/sha-256-encryption
https://github.com/casdoor/casdoor/blob/master/cred/md5-user-salt.go
https://en.wikipedia.org/wiki/MD5
https://www.discuz.vip/
https://github.com/casdoor/casdoor/blob/master/cred/bcrypt.go
https://en.wikipedia.org/wiki/Bcrypt
https://spring.io/projects/spring-boot
https://spring.io/projects/spring-boot
https://stackoverflow.com/questions/1045988/what-type-of-hash-does-wordpress-use
https://github.com/casdoor/casdoor/blob/master/cred/pbkdf2-salt.go
https://en.wikipedia.org/wiki/PBKDF2
http://keycloak.org/

e L RE5 ik 73

Wl BRI R K & B
5 Cassdoor & Keycloak [f]25 &>k F )
PBKDF2  J4AseEl, WREET Keycloak [F2r
AN, IEERIIET,

Q ww

PR T @I N AR B % 2| Casdoor ZAMEEMF|Casdoor AfEESSO), Casdoor
F P a] DOZERR I 1% 20 4R i) 6 S Tl [ B #2585k 2] Casdoor:
/login/<organization_name>, fFU07={NE A
https://door.casdoor.com/login/casbin



https://github.com/casdoor/casdoor/blob/master/cred/pbkdf2-salt.go
https://github.com/casdoor/casdoor/blob/master/cred/pbkdf2-salt.go
https://door.casdoor.com/login/casbin

f > HH > HYR

HI

HAHRHANHP N —1MRE — DR UE T2 R

Group properties

owner AELHPTIERIHL
o Name : BELHAIME—2ZFR

o Type: BHHR]DAHIX 53N Physical B¢ virtual —MHFP HEEFEE—D
Physical A, HA]DIETEAEZ N virtual HH.
o ParentGroup : FFHMRHHEEA. (B I BRH Y R 2 HAHL)

‘BHIHA
AWM VE R

1. EHGABIR T, fRAT LA A RO


http://localhost:3000/zh/

@ Casdoor +ome

Groups

Name =

Organizations  Groups

Organization g

casdoor_virtual built-in
casbin virtual built-in
dev_frontend built-in
dev_backend built-in
dev built-in
sales built-in
marketing built-in
hr built-in
sales_and_marketing built-in

Users Roles

Created time =

2023-06-12 12:37:44

2023-06-12 12:37:18

2023-06-12 09:43:18

2023-06-12 09:20:28

2023-06-09 18:19:06

2023-06-09 01:27:19

2023-06-09 01:26:16

2023-06-09 01:25:46

2023-06-09 01:23:35

2. FEHLRRIFIRTTH T TR 145

Permissions

Models

Adapters

Updated time

2023-06-12 12:37:51

2023-06-12 12:37:36

2023-06-12 12:35:51

2023-06-12 12:35:58

2023-06-12 12:36:08

2023-06-12 12:36:27

2023-06-12 12:36:32

2023-06-12 12:36:43

2023-06-12 12:36:57

Adapters

f’ Casdoor Home  Owganizations  Groups  Users  Roles  Permissions  Models
Organizations ([
Name — * Created time *  Display name * Favicon Website URL
saas 2023-05-3100:05:42  SaaS Users 0 https://saas.casbin.com
gsoc 2021-02-1123:22620  GSoC Community a https:/gsoc.com.cn
casbin 2021-02-1123:2620  Casbin Organization v’ | httpsy/forum.casbin.com
built-in 2021-02-1000:37:06  Built-in Organization 0 https://door.casdoor.com

IR o MR R 251

Applications ~ Providers  Chats
Displ:
. Lo Type
name
¢ 5
asdoor Project 1
Virtual Team
Casbin Project X
. Virtual
Virtual Team
Dev (Frontend) Physical
Dev (Backend) Physical
R&D Physical
Sales Physical
Marketing Physical
HR Physical
Sales & Marketing ~ Physical
Applications ~ Providers  Chats

Password type © ¥

plain

plain

plain

plain

Password salt

Messages

S ¥ Parentgroup © ¢

Messages

< Default ¢ Action

@ -

L[

Action

g

3
8
8
a
w
9in total 10/ page
3
8
w
a

4in total

10/ page



“ Cas&oor Home Organizations Groups Users Roles Permissions Models Adapters Applications Providers Chats

Built-in QOrganization Users Upload (.
Organization = “  Application = . Name = Created time < Display name =
Show all  [atels]
Casdoor Project Virtual Team built-in app-built-in gl 2023-06-16 16:16:35 g3l
i Cashin Project Virtual Team
. % RaD built-in app-built-in TEUMHERE A 2023-06-15 10:58:48 EMHEEE AR
% Dev (Frontend)
built-in app-built-in danceshow 2023-06-15 10:53:48 i Fshow
55 Dev (Backend)
2 HR . G 2
built-in app-built-in TTEE 2023-06-15 10:36:46 TTE1E
v & Sales & Marketing
B Sales built-in app-built-in hashjoin 2023-06-1501:01:17  hashjain
B Marketing
built-in app-built-in zhangyaphet@gmail.com  2023-06-14 15:50:23 pengwei zhang
3 AN — TR
XA — MR T U E A
&« G @ O localhost2000/goups 2 A O G & ow
@ DeeplTranslate: Th.. ) EM inteetBxpior.. 1) HHEINL £ 3 ) 4B § AN2-BE W My Program | IELTS.. Keith Speaking Aca 0 sk
@ Casdoor rome Ougenizations  Groups  Users  Roles  Permissions  Models  Adapters  Applications  Providers  Chats  Messages & » % ole_test Vv
Groups
Name £ Organization 4 9 Created time % Updated time Displayname ¢ . Type © ¥ Paentgroup ¢ Action

L
group_smfBbi built-in 2023-06-13 23:25:31 2023-06-13 23:25:36 2 Virtual biilt-in

New Group -

b - SUS— ] o |
group_Tt8lrm built-in 2023-06-09.09:39:44 2023-06-13 23:24:46 =T Virtual ETE] -

group_zxak?d built-in 2023-06-11 23:28:45 2023-06-13 23:24:36

group_nahuap buift-in 2023-06-09 09:27:47 2023-06-12 09:36:45 ::":::p’wp P Virtual
group_38ii7o built-in 2023-06-07 21:48:49 2023-06-11 09:49:13 TEFER) Virtual
group_gnitpd built-in 2023-06-07 20:58:10 2023-06-13 23:24:51 I3 Physical built-in -
group_5acaox forum 2023-05-06 08:24:33 2023-06-13 23:25:12 e Physical forum

group_ 39wl forum 2023-06-06 08:20:14 2023-06-13 23:25:06 T2 Virtual forum -

group. azpduf forum 2023-06-06 06:19:32 2023-06-09 10:50:25 TR Virtual

group_r8%ga built-in 2023-06-05 14:41:41 2023-06-12 09:38:28 AER Virtual -

ARt ] DAFE R P RO BOR DT .



Title @ : 1122

Homepage @ :

Bio ®:

Tag OF 222
Karma @ : 333

Signup application  app-built-in
@:

Groups (@ : [ /8 Dev (Frontend) x i Casdoor Project Virtual Team x

Roles (@) -

Permissions () :
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Casdoor i W MHAH P 50 B E B E AL,

SCHREI LR TR
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e

N

e AtlLeast6: EHNIME/DENTNTRF.
e AtLeast8: MM/ DH)\DNFERY,

o Aal23: %@%Zﬁi&"@@*’l\ﬁgi, — NN TR — N

o SpecialChar : ZHMMEDEE—MNRIETR,
e NoRepeat : EHAREESIEMESRNFER,

QUERPRABME A Z2INETH,  RAT DATEAH R g 4R D B el

1. féﬂ.//\ﬁu%éJ\ﬁJ:,mﬂigﬁiﬁjﬂ%ﬂ

0 Casdoor Home Organizations Groups Users Roles Permissions Models Adapters

Organizations

Name Created time Display name Favicon Website URL

organization_pgauah  2023-06-07 18:03:53 New Organization - pqauah ' ' https://door.casdoor.com

built-in 2023-05-22 23:52:27 Built-in Organization v'" https://example.com

2. INETE B E ARSI A e VR T LT,

@ gl

Action

Edit

Edit

Admin Vv
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ﬁcasaoor Home Organizations Groups Users Roles Permissions Models Adapters Applications Providers @ v".‘ Admin VvV

Edit Organization Save

Name @ :
Display name @ :  Built-in Organization

Favicon @ :
URL®: @ https://cdn.casbin.org/img/casbin/favicon.ico

Preview: % p

Website URL®: & https://example.com

Password type @ plain

Password salt @

Password The password must have at least 8 characters x  The password must contain at least one special character x  The password must not contain any repeated characters x

complexity The password must contain at least one uppercase letter, one lowercase letter and one digit x
options @ : h

The password must have at least 6 characters

B SiZ uni .

Supported The password must have at least 8 characters v ooy ] b o] Wil WEitens 28
country codes @ India+91  x

The password must contain at least one uppercase letter, one lowercase letter and one digit v

The password must contain at least one special character v
Languages @ : X

The password must not contain any repeated characters v

Mo

»

HRA AR

BATHE AR DU SR i B A R L

1. FEMUE,



& Overview| Casdoor - An Oper X @ Built-in Organization X @ Buitin Organization DEirten

% 6 ® » O @ aex @Fetam

€ > C © localhost:

€/ casdoor

* Username: | eee
* Display name: | 222
* Password: |
* Confirm

Email

Email code:

Phone code:

Accept Terms of Use

SRV o account?

Powered by ) Casdoor

& Overview| Casdoor - An Oper X @ Built-in Organization X @ Builtin Organization

e ® » O @ xaet ©n72ten)

<« C  ® localhost: %

& casdoor

Retrieve password

R Accout ————— [ Veriy —————— O Reset

hange Password

Powered by € Casdoor
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8 Overview | Casdoor- An Op 8 Buitt-in Organization S Buitt-in Organization

Password

New Password ‘ |

Re-enter New




A > 4L > Password Obfuscator

Password Obfuscator

Here, we will show you how to enable the option to specify the password
obfuscator for the password parameter of the login API.

Configuration

On the organization edit page, you can find the Password obfuscator
configuration option. You can select the encryption algorithm from the dropdown

list.

e Plain: The password parameter of the login API will be transmitted directly in
plain text.

e AES: The password parameter of the login API will first be encrypted using the
AES algorithm and then transmitted in ciphertext form.

o DES: The password parameter of the login API will first be encrypted using
the DES algorithm and then transmitted in ciphertext form.

Each time you update the encryption algorithm other than Plain, Casdoor will
randomly generate an encryption key for you and populate it into the Password
obf key configuration option. If you want to specify the encryption key for the
encryption algorithm, you can modify the key in Password obf key configuration

option:


http://localhost:3000/zh/

Password obfuscator (2): AES

Password obf key (3 : [ 48cf38943ed48b75cedd4d7ebe21ach811

Q@ #i

If your key does not meet the encryption algorithm requirements, Casdoor
will prompt you with the regular expression that the key should meet in the
error message.

Here is a demo video that shows how to use password obfuscator:
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Name - I ORELi®
Visible A EREIRPTUR SR P E T ER I,

ViewRule S AWAUIDD IO i £ 55 s e =1 U Wanh T S : VAN

ModifyRule  #ENIE  EEEA T &k - 100 5 BRI,
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2. JECRAHREIDA R IEDT:

Account items @ :
Account items %]

Name
Organization
ID
Name
Display name
Avatar
User type
Password
Email
Phone
Country/Region
Location
Affiliation
Title
Homepage
Bio
Tag
Signup application

3rd-party logins

3. Casdoor f2fitfE Ay HR/ERECE K A TH :

o RFITH I E AT WEA AT L.

Account items %L

Name
Qrganization
ID
Name
Display name
Avatar

User type

o REBENBLHN.

AAAAAARAAAAAAAAAAA:

visible

88848yA

viewRule

Public
Public
Public
Public
Public
Public
Self

Public
Public
Public
Public
Public
Public
Public
Public
Public
Public

Self

viewRule

Public

Public
Public
Public

Public

modifyRule
Admin
Immutable
Admin
Self
Self
Admin
Self
Self
Self
Self
Self
Self
Self
Self
Self
Admin
Admin

Self

Action

modifyRule

Admin

Admin
Self
Self

Admin

v

v

O 0D oD o oD o0 o0 0o o0 o0 0o o0 o0 oo



visible

@

ofo

A 3 FANATH]

viewRule modifyRule
Admin
Public
Self Admin
Admin Self

e Public: TG NEREIR,
o Self: HHFHHOKWAER.
o Admin: B AHENE,

IIRPTIES

DA 2K S I H R 7B

o HH

e ID
o WA

o BIRATR

o LR

o AR

o W

o HRFF

. FhlE
. EHZ/HIX

o

KTHIRTENE, Ea]IEF HH,

Action
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Casdoor F 44 il 3= AT R ML 55 B R UIZAEPEZOR,  BAE EENTIIAEEE,
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1.
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OoOo0oo0o0ooo o oo

e
Roles [ @) Public Immutable AV
Permissions Q Public Immutable AV
3rd-party logins [ @] Self Admin AV
Properties (:) Admin Admin AV
Is admin [ @) Admin Admin AV
Is global admin () Admin Admin AV
Is forbidden [ @) Admin Admin %
Is deleted D Admin Admin AV
WebAuthn credentials [ @] Self Self AV
Managed accounts Q Self Self A

Theme @: [ Follow global theme | Customize theme

‘ b
LDAPs @ :

LDAPs

Server Name Server Base DN Auto Sync Last Sync Action

Buildin LDAP Server example.com:389 ou=BuildIn,dc=example,dc=com : Edit @
Save Save & Exit

Powered by i3 Casdoor

OX5:!
QNSRRI PR S S IEAE SR ARG UE ), B ORISR, G B
WFTRe (B2, WRENIRRE, EEFRESRIIHG, RER T HE KL,
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Preview @ :

p page URL { Copy signin page URL

Background URL
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BHZ K =IMEH

iRz Al B EAISESINTIR U &

A, BRG] DL Z REFIANET H SEK 2 i E b, XA ERITE 2R

N~ ¢: D NP5 E /NI

< C o () https;//door.casdoor.com/organizations/built-in LA o ] m 1= L
Master password ~ ***
Languages @ English x &3 %  Espafiol X  Francais ¥ ~Deutsch X Indonesia x HZ:E x  9H=0] X Pycckwit X TigngViét x
Init score @ : 0
Soft deletion ®: @D
Is profile public @ @D
Account items
Account items
Name Visible ew rule Modify rule Action
Organization [ @) Public Admin v g
D [ @) Public Immutable AV O
Name [ @) Public Admin ANV B
Display name [ @) Public Self AV O
Avatar () Public Self A Vv O
User type D Public Admin AV O
Password D Self Self A Vv O
Multi-factor authentication ‘) Self Self AV T_’[l
T
Email [ @) Public Self AV G
Phone ‘) Public Self A VvV O

BHZHRIALEH

AT DUE P 22 R SR TAUE AR E IR LS 75 1206 - Rl

EEZNZINEE AR

o W3 FIFRTDOEEER & E XA 2 (R 2R IAIE,
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o TR WM AREH I Z K RIAERS,

o R HIFURIE I Z R ZRINIETT T2

A 14E 2 5 Casdoor G B e~ JE F e

MFA
items & : MFAitems  Add
Name Rule Action
Phone Prompt AllvO
Email Optional AV O
App Required AV O
NEAE R R TR P e Z R ZIAERYEA],
0Cas&oor Home  Organizations  Groups  Users  Roles  Permissions M. @ Logged in successfully zations  Providers - Al - T
Enable multi-factor authentication X

v‘l

e security of your account, it is

d that you enable multi-factor

[EXSN Go to enable
- —

Users Providers

Organizations Applications

User pools Users under all organizations OAuth providers Applications that require authentication

Powered by j Casdoor
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~] Signin Items Table

Configure the signin items table to create a custom signin page
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Shared application across organizations



N > NH > HE

Casdoor HfJE N FHESBEFR N “application”, ‘EAITZ ARG <EE, AESHEEN, X
ERE RBEIREE, VRAT AR SRS s (T N AR T

QIR IEABZfE F Casdoor MR M fR (B SR kS5, &l DU HIAR Ny Casdoor b
XFER P AEVI RIS R R FTA B RE P I sl e TR R B %

N AR PR B AR RIGFIf 8, An] DI EZ S VPRI REEE =785, IEEE
TR PERRE =TT MR, EEER] DLEE N AR RIS,

FEARTR, SR ST N SIT A6 ah I B S RIN R

LEFATT IR RIE !


http://localhost:3000/zh/

f > A > RiEBFH

ANEZH

o Name : QRN FHAIZFR,

e CreatedTime : M FHRRF BRI A,

o DisplayName : MWHEFHARTRIIZIR,

e Logo: N HEEFHFRER SAEEFATMITE FEoR,

e HomepageUrl: NP ETTHIURL,

e Description: fiRN R,

o Tags: HUATEMNHRZEFHIHARERIH A REE R,

e Organization: N HAFTEMIZHL,

e EnablesignUp: fNRAFAICATEM. WRAE, MHARFPIIKF,

e SigninMethods : B IENECE

e SignupItems: AP EMNTEEESFE,

e Providers: NN AHETFRESMARS (QIOAuth, HFHEME, FEMRS) -

o ClientId: OAuth %&F3i ID,

o ClientSecret : OAUthZ& /7 ii=4H,

e RedirectUris: @R AIIESE, Casdoor SAizIXEURIZ—,

e TokenFormat : AEMASHAER, BErTCU2RATH: awr (BEFTE user
B, awr-Empty (EEFTEAEZME) B awT-custom HIE XA user 7
B,

e ExpireInHours: BFRAES /NN A,

e SigninUrl:

e Signupurl: WSRETECasdoorz AMEN IR MR SS, 1B HAMES URL,

e ForgetUrl: 5 signupur1#H[F,

e AffiliationUrl:
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@ casbin Home Organizations Users Providers Applications Resources Tokens Records Swagger

XANMHA 4N my_organization, FoM FHSEHHIEETIE,

2] v‘ Admin v


http://localhost:3000/zh/
https://casnode.org/

Edit Application

Name @ : my_forum

Display name @ : My Forum

Logo @ :
URL: & https://cdn.cashin.com/logo/logo_1024x256.png
Preview: ¢ y iﬁ
¢ @ I
qa C n
Home (@ : @
Description @ :

Organization (@ :

my_organization
Client ID ® - y-org

built-in

BTk, BAmERIWHPEEMNGENS# ] Casdoor fENIANIE, Kk, FRIEXHIEEE
EMURLA https://your-site-url.com/callback,

cee

T3

Pa =y
=

EER, EIRMR N T TR callback URL MWi%ECasdoorfy[ElE URL, T
Cassdoor Hf Redirect URL MiZZ&EMvkfgEE URL .

% TR
N TEINIEIAIEEN, R4 ERI

1. APk &Zi%F|Casdoor,


https://your-site-url.com/callback

2. Casdoor f#H client ID (F/4ID) F1 client Secret (F/'im%E%EH) FKEX
GitHub . A EE AL R Y 5 3 3 U,

3. WSIAUEARY), GitHub &AM [EI%] Casdoor, j@%] Casdoor EINEIE, K,
GitHub IALEMIE URL iz 1 Cassdoor FIEIEURL, Bl http://your-
casdoor-url.com/callback

4. ¥2%, Casdoor RIANUERKI@EAIN AT, XERE Casdoor [FJE URL M i% 2K
FIM R EE URL , Bl http://your-site-url.com/callback,


http://your-casdoor-url.com/callback
http://your-casdoor-url.com/callback
http://your-site-url.com/callback

You need to enable JavaScript to run this app.
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Providers

Name Category Type Country/Region Can signup Can signin Can unlink Prompted Signup group Rule
provider_casbin_email Email M
provider_tencent_sms SMS @ All x
provider_storage_aliyun_oss Storage c J
provider_casdoor_github OAuth O () ‘) ‘)
provider_casdoor_google OAuth 3 () ‘) () One Tap
provider_casdoor_facebook OAuth 0 () ‘) ()
provider_casdoor_qq OAuth B Q c Q
provider_casdoor_wechat OAuth ﬁ . () () Q
provider_casdoor_dingtalk OAuth o () () ()
-

BATBIBERL T A] DA > AN FEIRYIEOL, AT DO I Ny A RIF S REE A R R A
o ARBMNTHE I IRAIfERE, 12 TR,

A ik

. MNFEM R, AT DOEEETEM RN, AR LR A A I A A5 s S
A "

(SRLUE
¥k NTERgE, ] DOIRBERHERE RN,

mid SHENARER IR I E N R RS R, AT DOE R RIS RS
whs o .

HE  HENARRPERETSICEN R AR AR, R DOERE RIS RS
wh o .


http://localhost:3000/zh/

A

wE
MFA

MFA
Auth

all

Providers @ :

Preview @ :

Providers @ :

AT MFA BERIE R, TROES: “IE MFA "IN,

XTMFA AuthB it 5, AT DUOZEE"MFA Auth"fNI, Ak 7@ 2T
mfafJfEE, HSH**MFA**

GUERAEAHEON A DhREME B DNR AR, Jn] DUGERE all" I, XX TR A
— M RBERECR TR N R IR IR 7%

Providers

ame Category Type Can signup Can signin Can unlink Prompted Signup group Rule Action
orovider_captcha_default Captcha n Aov O
oprovider_xz5v54 SMS E—J :] v O
orovider_clftfc SMs () Al Ve
‘ Signup S —

Forget Pa...

Reset Pas...

Set MFA

MFA Auth

Providers

Name Category Type Country/Region  Can signup Can signin Can unlink Prompted Signup group Rule Action

provider_captcha_default Captcha ™ A v G
+81 X

forjp SMS @ +33 % All AV O
+34 x
+33 X

foren SMS c,) All AV T
+86 X

forus SMS @ +34 x All AV O

provider_O1nwpa SMS @ All x All v A v O
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FENHBECE U b, FATTATDABCE S SRITE R, Bl TA] AER AP IRIAPRE SR IUH .

Signin

methads (3) : Signin methods
Name Display name Rule Action
Password Password All v O
Verification code Email Al A v O
LDAP LDAP AV O
‘WebAuthn ‘WebAuthn A i}

FTENERIENEA AR, 525 TENERE, BEi, RAE %M. BIED .,
webAuthn I LDAP B35 77 A .

[k

] iR
44 i finiid
R - BT IR,
DisplayName - BxT7 AR T RIATR,

1] M EEERINR B SOX BT TRAIRLNITE RRAH

W fEik.

FP R A T ana st e s ) b e e PR

A - e

HAET, HA %68 M 5E B 5577 SRR E RN,
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Boo, BAECEM MNESFIET,  RUEsS M %69, H RIED 228 — D ESRIETL,  AE3K
(T4 B ERdD RN SE SR AR B, IXAE P U REIE IS FE T IR A O SR AR T

Signin
methads () ; Signin methods  [fatels]

Name Display name Rule Action
Verification code Email Email only v O

Password Password ~ In]
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Signup items @ :

KTENEMIE AR, 1§2% MK,

LIk
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Signup items

n[iEH

- TEMIE B4 FR

True

/ TR T I E 2 5 AT D B AT D

False

True

/ TR AT H 2 15 N H TR,

False

True

=
a,
=3
o

ofololelolele
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o

equired

Prompted Rule Action
Random v g
AV O
None AV O
AV T
AV O
Normal AV O
AV O
None A o
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VlES

Label

Custom
CSS

AR

A

n[iE(E

False

Rule

Items

If this signup item start with Text , Label should be the
html code for this field. If not it will repalce the label of
this signup item.

CSS code for this signup item.
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* Username:
* Password : &

* Email :
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Signin ltems Table

On the application configuration page, we can configure the signin items table to
create a customized registration page. We can add or delete any signin item on
this signin items table.

Name Visible Label HTML Custom CSS Placeholder Rule Action
Back button () .back-button {  top: 65 v
Languages () Jogin-languages{  tof AV
Logo () Jogin-logo-box { } NV
Signin methods () .signin-methods { } AWV
Username () Jogin-username { } ANV
Password () Jogin-password { } AV
Agreement () Jogin-agreement { } NV
Forgot password? () Jogin-forget-password { NV
Signin button () Jogin-button-box { ma N~V
Signup link () Jogin-signup-link { ma AV
Providers D provider-img {  width: Small icon ~

For a detailed explanation of each signin item, please refer to the table below.

Column Selectable o
Description
Name Value
Name - The name of the signin item.
. True / Select whether this signin item is visible on the
isible
False registration page.
Label If this signin item is added as a custom item,
HTML Label should be the html code for this field.

Custom - CSS code for this signin item.

oo oo oo o oo o
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Column
Name

CSS

Placeholder

Rule

Action

Selectable
Value

Rule

Items

Description

The placeholder of the signin item.

Select a rule to customize this signin item.
Detailed rules are described in the table below.

Users can perform actions such as moving this
signin item up, moving it down, or deleting it.
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€ Casdoor®

Password WebAuthn

R
] 2
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<style>
. login-panel{
padding: 40px 30px 0 30px;
border-radius: 10px;
background-color: #ffffff;
box-shadow: 0 0 30px 20px rgba(o, 0, 0, 0.20);
¥
</style>
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Background URL
@ : URL®: & https://static.runoob.com/images/demo/demo2.jpg
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Form CSS (@ : <style>.login-panel{ padding: 40px 30px 0 30px; border-radius: 10px; &
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Form position (3 :
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Side panel HTML & :

RIa%E M HTML, EOUE 7R SR EM AR RIS, BAHEM 17— 13
IR, T DAJESRT DAfa] St 2 I RGN 2

<style>

. left-model{
text-align: center;
padding: 30px;
background-color: #8ca0Oed;
position: absolute;
transform: none;
width: 100%;
height: 100%;

}

.side-1logo{
display: flex;
align-items: center;

}

.side-1logo span {
font-family: Montserrat, sans-serif;
font-weight: 900;
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0 Casdoor Home Organizations Groups Users Roles Permissions Models Adapters Applications Providers Chats Messages Resou
Edit Application Save

Name @ : only_tag23

Display name @ : New Application - 907akg

Logo ®@:
URL ® @ https://cdn.casbin.org/img/casdoor-logo_1185x256.png
Preview:
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Home @ :

Description @

Organization @ : built-in

Tags @: tag2 x tag3 x

Client ID ® 6bed0d62b1e3f21be758

Client secret @ 7€03320d65163f3ae12fb1d0bd1720eca8f60a14
Cert®: cert-built-in
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Signup items @ :

Signup items

Name Visible Required Prompted Rule Action
ID Random v O
Username [ @) [ @) AV 8
Display name None ANV O
Password [ @) [ @) AV O
ID card AV O
Email Normal AV O
Phone None AV O
Affiliation AV O
Country/Region AV O
| Invitation code () () A ju]
Invitation code @) i
rmy7ab @ Copy Delete

Q #m

Once the application has invitation codes, users can only sign up for the
application with a valid invitation code. JCit"/#i&E R fEEMIHE S AT UL, F
FERBIEE NN TR AR, ik, ACREBEMEARIEY, SRR IS
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Shared Application

Introduction

If you want to create an application that can be shared with other organizations, you can enable Is

Shared field in applicaion(for safety reason, only built-in organization can create shared application).

To specified the organiztion, you should add -org- and organization name after clientld /

application name. For example, the clientld of application is 2dc94ccbec09612c04ac , your

organization name is casbin, the clientld for your organization is 2dc94ccbec09612c@4ac-org-

casbin and the login url for oauth is https://door.casdoor.com/login/oauth/

authorize?client_id=2dc94ccbec0@9612c04ac-org-

casbin&response_type=code&redirect_uri=http://localhost:9000&scope=read&state=casdoor .

Configuration

1. First create a new application.
2. Enable Is Shared field.

3. add -org- to split organization and clientld / application name.

g CaSb”] {2 Home <’ SaaS Hosting B3 User Management & Identity 7 Authorization

New Application Save Cancel

Name (@) : application_fdgtgp

[3 Logging & Auditing

Display name () : | MNew Application - f4gtgp

Is shared (3) : ()

Logo (&:
URL@: ¢ https//cdn.casbin.org/img/casdoor-logo_1185x256.png

Preview: o
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v & Login % aF

<« c 23 door.casdoor.com/loginfoauth/authorize! client_id=2dc94ccbec09612c04ac-org-casbin&response_type=code&uredirect uri=http:...

O code [ Learn

@ Casdoor

Password Code WebAuthn Face ID

A admin
B see @&
Auto signin Forgot password?

No account?sign up now

Powered by fpcasdoor

A

Once you shared an application, it can be used by all organizations, and cannot be disabled
for a particular organization.

Here is a demo video that shows how to use shared application:
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Casdoor Web UIH ) Permission BCEI) , fREHF—HUHH, XEEFHEEI T
o

FLAG VR N P AR A BT Casdoor N B Y Casbin R HUTAUR T —FE, CasdoorAk &
WA B AT SRS 8 Casbin RAYEAPIFEE Y IR, /% Casdoorn] A
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e Organization: XRMEATEAVAHLS, — MR LAAA Z MR RIE S

o &R PURKRISEHL PRI RIRME— TR, EH T IHBIRIE S

o SR FEHEE,

o AL HARRUFR RN IG5 AT DEECARE AR SR A4 R

o IEACEY: TER! TEMATARAT, HFEATIAN 2R SRIE AR FE R IR,
M~ J2fECasdoor Web UIHTFC E A AL AS SR R IR 44 PR,  Casdoor{#iFH H C.HYEHE
JERAEEEL ERIAPR RS, R B =S, IR ERIE R A7 1E permission_rule
=, BN, ERFEEE ST NEBIEERT, WMRIEEREATE Casdoor Tl
HIEERIER L, B AsholE, AR RBARTS E A R RS AL aY,
RN A B SRS CRAFAE [Rl — D RAS R BE BT R,

o THF : BPREHEKERN TR -

e Sub roles: WIR{EA TRBACEE IIFLE i EURAR N FHIZARHRIG, XK 9%
RS —DHPIINEW g user role AIRBR IR,

o I AUPRIRIEIE R A TWRLESE,

o RIFARA : TEMHIRAF, Casdoor MMl H I FEE AR AT G (5 kAT AR B FH
7., PRATDAE HZS e,

o Resources: XPFEAMA T URA B SSHiARIZHIR SR, HETEE, XHEP
EIFEIFIELE Casdoor Web Ul ) Resources SZEAITAATAC B AR TR,  VRA] DATELL
TSI URAR A BB A5 B, AT — URL BUE — 244,

o ME: MFBRIA T AR TERENSIE, ROUTRIE, ©n] AR IREE R EA
FAFER, FLAHTTP R M B ARIE S, (2GR, Casdoor R IXLEF R H
EEREACRCN/ NG FiAEE, AN, Casdoor B NE—NEIEN ARG WSITE, IR
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o Effect: XMMEIIXN T Casdoor H BN I RIARAER,  GNERIRA BEAMNE M
F{#F Casdoor Fr& & 0H: I RsEH LA RTEH], EASERNEMER, RN 1%
1£ Model XA IR VLA S IEH
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i) Casbin API

&

BRI PRET N AR 7 B i LR 3RE T E 8 FH P 1Y access_token , BRTEARZLN FH - it
725 mIATIANIE, VR BRERT BAHIEF access_token JAHTTPIE KL K Ad FIXLEAPI,
[KI2hCasdoorffif] Authorization FERIEEIRNIR, &CasdoorfZ fitiyHMAPI—
FE, Authorization FEXHIN & P umid AL, FHEAMHTTPIMESZE, B
FEHLR{% Authorization: Basic <Your_Application_ClientId>
<Your_Application_ClientSecret>, [Kltk, Casbin API N 4#¢M FH Y5 b6 e S5 e 1
Mo PARZANAHRERIA B,

DA R s app-vue-python-example N F ], 1ALV 1% 2 :
Authorization: Basic 294b09fbc17f95daf2fe
dd8982f7046¢cchalbbd7851d5¢clece4e52bf039d .

1. BIUEEIEHTTPIE R 3Lk¥ access_ token fEiB4 G URIRSS 7
2. JouRiRSS 2 M access_token PHEZEFH Fid,

PEATTHEE, IXEERZOHEN (sub, obj, act) HANLHAY (HAET . URLSEH
permissionId &M FARPREIEIIARIR, HARBIRFNRRISEZFRA R (BD H 28R/
BR%FR ) o IESEHCasbinfi A E ARG KRG, BH 251K sub. obj

act .

PR 7R SRIEHIAT TRRIZ SR AP 2T LASR, Casdoor it 7 HE—LEH BTN
RURBAN R RIS S B RiE H, B—IFFIfELRAL,


http://localhost:3000/zh/
https://datatracker.ietf.org/doc/html/rfc7617
https://door.casdoor.com/applications/casbin/app-vue-python-example

Enforce

1EK:

curl --location --request POST 'http://localhost:8000/api/
enforce?permissionId=example-org/example-permission' \
--header 'Content-Type: application/json' \

--header 'Authorization: Basic <Your_Application_ClientId>
<Your_Application_ClientSecret>"' \

--data-raw '["example-org/example-user", "example-resource"
"example-action"]'

4

i ]V -
{
"status": "ok",
Ilmsgll: llll,
"SUb": IIII,
|lname|l: ”",
"data": [
true
0
"data2": null
3
BatchEnforce
THK:

curl --location --request POST 'http://localhost:8000/api/batch-
enforce?permissionId=example-org/example-permission' \
--header 'Content-Type: application/json' \



M 7 -

{
"status": "ok",
"msg": "",
"sub": "",
"name": "",
"data": [
[
true,
true,
false
]
1
"data2": null
3

GetAllODbjects

curl --location --request GET 'http://localhost:8000/api/get-all-
objects' \

--header 'Authorization: Basic <Your_Application_ClientId>
<Your_Application_ClientSecret>'

M 7 -

"app-built-in"



GetAllActions

1EK:

curl --location --request GET 'http://localhost:8000/api/get-all-
actions' \

--header 'Authorization: Basic <Your_Application_ClientId>
<Your_Application_ClientSecret>'

Mle . -
[
"read",
"write",
"admin"
]

GetAllRoles

1HXK:

curl --location --request GET 'http://localhost:8000/api/get-all-
roles' \

--header 'Authorization: Basic <Your_Application_ClientId>
<Your_Application_ClientSecret>'

M 7 -

"role kcx661"
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Edit Adapter Save

Organization (@ : built-in

Name @) : casdoor_adapter
Type @ : Database

Host () : localhost
Port®: 3306

User @ : root

Password (@ : 123456

Database type @:  MySQL
Database (@ : casdoor

Table ®: cashin_rule

OX5:!
WHEEMATERGE, BICERAICE, RE RGPPSR INEERISN, R
PR o AE T T A RAS

R - |

Add

Rule Type Vo V1 v2 V3 v4 V5 Option
p built-in 2 G
p app 2z 0
b POST Japi/signup 2 a0

i/get- I-and-
o POST /api/get-email-an 2@
phone
p POST /api/login 2z 0
b GET Japi/get-app-login 2 a8
p POST /api/logout ¢z 0
b GET Japi/logout 2 0
p GET /api/get-account 2z 0
p GET /api/userinfo z 0
(1]2 345>
sened: @O (7]

A A PR

QRIS C RRIERIENCAS, AT DO SRS AR T R A B PAc 2 #R 0
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Policies @
Vo

b built-in [N
; x
. X
- *
; «
2 B
0 «
5 .
0 «
0 «

Q

I — IR B IN— 25 R

RE
HRFERE—1T. b,
170

o YitH

Vi

V2

POST

POST

POST
GET
POST
GET
GET
GET
POST

V3

Japi/signup

Japi/get-email-and-

phone
/apiflogin
/api/get-app-login
Japi/logout
Japi/logout
/api/get-account
Japi/userinfo

Japi/webhook

V4

Vs Option

*
I

-
IS

NI BN
DjoDoDinD/|o D DD

M
Y

()2 345 >

HTAINE SRR E A RAS RS — 1T B, ESChs b
SR NRE RIS, e B R AR B e —

TaoTe W casomran

Model @ : casbin_rule

Policies @ :
Vo

p built-in
p app
. 5

3 .

- v

. 5

5 b

o 5

b 5

5 i

o fHER

Vi

v2
POST

POST

POST

POST
GET
POST
GET
GET
GET

V3

Japi/signup
/api/get-email-and-
phone

/api/login
/api/get-app-login
/api/logout
/api/logout
/api/get-account

Japifuserinfo

V4

Vs Option

NS

.
IS

+
IS IS

SIS Y
ooooooQ O oo

+
IS

()2 345>




User®: root

Password @ 123456

Database type @:  MySQL

Database @ : casdoor
Table @ : casbin_rule
Model @ : casbin_rule

——

Rule Type vo
3 «
p test

Vi

V2

GET

v3
Japi/get-default-
application

V4

V5

Option

2 0

<123 4(s)
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Providers (@ :
Providers [AG[

Name Category Type
provider_storage_aliyun_oss Storage c—j
provider_casdoor_github OAuth O
provider_casdoor_google OAuth G
provider_casdoor_qq QAuth &
provider_casdoor_wechat OAuth w--

[ Please select a provider ]

2. WEFHERREARINEIN ARFRR MR, ERE 2N AR /] AR BT AT AR,

Providers @ :
Providers [%ls|
Name Category Type canSignUp
provider_storage_aliyun_oss Storage C—J
provider_casdoor_github OAuth O
provider_casdoor_google OAuth G
provider_casdoor_qq OAuth 8
provider_casdoor_wechat OAuth ..
provider_email_submail
Preview (3)

provider_4olfdm
provider_casdoor_bilibili
provider_casdoor_okta

provider_casdoor_alipay

provider_casdoor_slack

provider_casdoor_steam

provider_casdoor_infoflow

3. X FOAuthRICaptchatiiti, fHTMECE NI X. 25 OAuth fil KE
5 AP %5 .
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canSignUp

canSignin

canUnlink
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OAuth
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H¢ OAuth SR BERTRINEN R B R
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Google One Tap

2 SJANAIAE SR N 2 s iGoogle One Taps<#s

GitHub

K¢ GitHub OAuthi@ RN AT R P
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-] LinkedIn

FLinkedIn OAuthf2E FIAINEIERIN R

=| Facebook

FtFacebook OAUth$Z BERFARINEIE RN AR,

| Apple

Add the Apple Sign in OAuth provider to your application.

) ADFS

ReAD FSTRINNEE =75 IR55 PASE RS 7 5 UE

] Azure AD

FeAzure ADUSINNER =75 IRS5 ATE LS S iE
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F¢ Azure AD B2C IAINES =75 IR55 LASE R B 13 S TIE

—] HE X OAuth

B B E X OAuthi2 iR i Casdoor

] Okta

¥ Octa OAuth fRHERTAINEIERI B IR

| Twitter

AN Twitter OAuth AL EIAE Y M AR 7
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F Weibo OAuth 2T AN IR BN IR
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| Infoflow

TER IR ER NN Infoflow OAuth F2 4R
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A > R > OAuth > Bl

VYL
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FLEGoogle OAUthiZ2 4R, 157 F|Google AP & I R Googlelk F1 & 5%,

Project name *

My Casdoor (7]

Project ID: my-casdoor. It cannot be changed later.  EDIT

Location *
B No organization BROWSE

Parent arganization or folder

CREATE CANCEL

Tk, SATEIOAuth [RIEpHEILZIT R DIECE OAuth [FIF#E.


http://localhost:3000/zh/
https://console.developers.google.com/

= Google Cloud Platform & My Casdoor v Q,  Search products and resources

APTI APIs & Services OAuth consent screen

¢ Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

o=  Credentials User Type
() Internal @

R 0Auth consent screen

) o Only available to users within your organization. You will not need to
Domain verification submit your app for verification. Learn more about user type

= Page usage agreements O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE

TR DA A BRI Google M A -




Edit app registration

o OAuth consent screen — e Scopes — e Test users — o Sumt

App information

This shows in the consent screen, and helps end users know who you are and contact
you

App name *

The name of the app asking for consent

User support email * -

For users to contact you with questions about their consent

App logo BROWSE

Upload an image, not larger than TMB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

Application home page

ZJa, FETURETTR,



Credentials + CREATE CREDENTIALS @ DELETE

Create credentials to access your enabled APls. Learn more

API Keys

] Name Creation date 4,

No APl keys to display

OAuth 2.0 Client IDs

J Name Creation date

No QAuth clients to display

Service Accounts

J Email Name 4

No service accounts to display

N SEHI R Bl S UE -

&  Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type * hd
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f£Google OAuthfit B, Authorized redirect URIs A% E MR
CasdoorfJ[EIJEURL, TifECasdoor+ ) Redirect URL i MM HFER
B URL,

AXREZHAMEE, BESHNHAEE,

fil&#Client IDf5, &K 3RS client IDMIClient Secret,

OAuth client created

The client ID and secret can always be accessed from Credentials in APls &

Services
OAuth access is restricted to the test users listed on your OAuth
consent screen
Your Client ID

487788653175-110ih9gfqgb2u3tvfp6684qgaesSujjdca.apps.qgc D

Your Client Secret
HbxoqxxkGSs11CVRUMTVVKS7 In|

¥ DOWNLOAD JSON

OK



¥ Google OAuthfe AR, HAEIRICasdoorH#i A client IDFIClient

Secret,

Edit Provider

Name @ : my_google_privider

Display name (3):  Google provider

Category ®: OAuth

Type @ : Google

Client ID ® 487708653175-110ih9gfgb2u3tvipb684qaeshujjdca.apps.googleusercontent.com
Client secret @ AR

Provider URL (3 : & https://console.cloud.google.com/apis/credentials/oauthclient/498643462012-46

If Get password is enabled, you should enable google people api first and add

scope https://www.googleapis.com/auth/user.phonenumbers.read



Google People API
Google Enterprise APl @

Provides access to information
about profiles and contacts.

X Update selected scopes

Only scopes for enabled APIs are listed below. To add a missing scope to this screen, find and enable the
APl in the Google API Library or use the Pasted Scopes text box below Refresh the page to see any new
APIs you enable from the Library.

ilter

https://www.googleapis.com/auth/user.phonenumbers.read €
- X @

Enter property name or value

AP A Scope. User-facing descri

ion

People API J/auth/user.phonenumbers.read See and download your personal phone numbers

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should be on a
new line or separated by commas. Please provide the full scope string (beginning with "https://*). When you are finished,
click "Add to table".

ADD TO TABLE

UPDATE

IEPRAE AT LARE FH Googlef N5 =5 IR 55 R 5e i & R ik,
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http://localhost:3000/zh/

A > At >  OAuth > GitHub

GitHub

GitHub OAuth=CH5f M DU AR I & A, TRARERIE 15 AREROAuth i,
B, WEVIRIGItHub 235 1& & A —M#rHIGitHub b A

A e

MY s BATEDUEH I GitHub Apps3Z#OAuth Apps, E2NGitHub Apps
A AR INZ DN EEMURIS, IXTESRE MR A P~ ERR N 1] DU SREF],  GitHub
B 77 HEE# FH GitHub Appsifi 42 0Auth Apps.

Settings / Developer settings

I 88 GitHub Apps

A OAuth Apps

2 Personal access tokens

INEHEE GitHubM A FR. FURL. fiiAF1BIJHURL,


http://localhost:3000/zh/
https://github.com/settings/apps/new
https://docs.github.com/en/developers/apps/getting-started-with-apps/migrating-oauth-apps-to-github-apps

GitHub App name *

Casdoor

The name of your GitHub App.

Write Preview Markdown supported

A Ul-first centralized authentication / Single-Sign-On (SSO) platform supporting OAuth 2.0, OIDC and SAML,
integrated with Casbin RBAC and ABAC permission management

Homepage URL *

http://door.casdoor.com

The full URL to your GitHub App’s website.

|dentifying and authorizing users Add Callback URL

The full URL to redirect to after a user authorizes an installation.

[ callback URL

http://localhost:7001/callback Delete
Callback URL
https://door.casdoor.com/callback Delete

Q@ EwiiERmHURL

fEGitHub AppBrl&EH, callback URL XUEPRICasdoorfMHURL, FH
CasdoorH ) Redirect URL N iZEVRIN FHFERRIBIHURL,

AXREZHAMEE, BHIRNHAE,

TEEM TIERGitHUb M AP e,  IEIRAE AT A4 ARASHY client Secret 1!




About

Owned by:

App ID:

Client ID: Iv1

12e

Revoke all user tokens

GitHub Apps can use OAuth credentials to identify users. Learn more about identifying users by reading our integration developer

documentation.

Client secrets

0D

Client secret

0D

Client secret

Generate a new client secret

#xE%%dhag1954
Added 5 minutes ago by Delete
Last used within the last week

#EEXH]58)0FB9
Added on 15 Feb by * i Delete
Last used within the last week

IIN—PGitHub OAuthfgfitrs, FH7EERICasdoorHHE client IDAlClient

Secret,



Edit Provider Save

Name @ : provider_github_localhost
Display provider_github_localhost
name @ :

Category @ : OAuth
Type @: GitHub
ClientiD® v 2e

Client secret

©]

Provider @ https://github.com/organizations/xxx/settings/applications/1234567
URL®:

BELEAE ] DAE R GitHUb fE 38 =77 R3S R e B o Sk



A > Mt >  OAuth > Linkedin

LinkedIn

% ELinkedIn OAuth#24tR, 1E%F|Linkedln Developer T [ 61|23 —ANE I B AR
J¥s

m DEVELOPERS Products Docs andtools ¥ Resources ¥ Myapps ¥

Create an app

* indicates required

App name*

Enter your app name

LinkedIn Page *

@ This action can’t be undone once the app is saved.

Enter your company’s name or LinkedIn Company Page URL (eg, https://www.linkedin.com/company/...)

The LinkedIn Company Page you select will be associated with your app. Verification can be done by a Page Admin. Pl
note this cannot be a member profile page. Learn more

+ Create a new LinkedIn Page 2

Privacy policy URL

Begin with http:// or https:.//

App logo*
This is the logo displayed to users when they authorize with your app

l Upload a logo l

RS AT AR BRI RS, EFERIES N AR B LinkedIn BT,


http://localhost:3000/zh/
https://www.linkedin.com/developers/apps/new

Identity Cloud Login
Client |D: 860t47n8b4jh7w  Created: Sep 4, 2020

Settings Auth Products Analytics Team members
App settings Delete app
Company:

Identity Cloud Documentation
Computer Software; 1-10 employees

(D This app is not verified as being associated with this company.
Learn more

HA N F) DUEE P R A RE SRR B 432 3 HAURR,

—BIER N AR EE R, ] PA4ks::



@ Identity Cloud Login
Client ID: BEDt47nEbdjh™w  Created: Sep 4, 2020

Settings Auth Products Analytics Team members

Products

Additional available products

Marketing Developer Platform
@ Build marketing experiences to reach the right audiences

View docs [

Share on Linkedin
Amplify your content by sharing it on Linkedin

View docs [

Sign In with Linkedin
E Let users easily sign in with their professional identity

View docs [

NSRRI E 2 M URL,  7E9EECasdoor[mlURL,

Authorized redirect URLs for your app
No redirect URLs added

+ Add redirect URL

@ LB E R ESE R URL



fELinkedIn OAuthfit BH', authorized redirect URLs X4 fRIFICasdoor
ImIAURL, J HCasdoorH ) Redirect URL N iZ/ZVRIKI M AL 1 Bl
URL,

AXREZIFAER, EHBEMHELE D

IRIG, A DIREUER) client ID Al Client Secret,

Application credentials

Authentication keys
Client ID:

860t47n8b4jh7w

Client Secret:

LA R L L L LA L L] @

fECasdoorH s i—Linkedin OAuth#2#trs, HH1HS client ID A Client

Secret,



Edit Provider

Name @ : my_linkedin_provider

Display name (2):  Linkedin provider

Category @:: QAuth

Type @ LinkedIn

Client ID ® 860t47n8b4jh7w
Client secret @ e e e e o ke A e e

PRAEAE ] PAE A LinkedInfEoN 88 =75 RSG5 RS2 RS 1 R IE !



A > Ry > OAuth > Facebook

Facebook

Fi% EFacebook OAuth#24Lr, TEHE|Facebook Developer kI Ailf#— N N
2.

e RelFe AN VAL i


http://localhost:3000/zh/
https://developers.facebook.com/apps/

Select an app type
The app type can't be changed after your app is created.

Create or manage business assets like Pages, Events, Groups, Ads,
Messenger and Instagram Graph API using the available business
permissions, features and products.

Consumer

Connect consumer products, and permissions, like Facebook Login and
Instagram Basic Display to your app.

Instant Games
Create an HTML5 game hosted on Facebook.

Gaming
Connect an off-platform game to Facebook Login.

Workplace
Create enterprise tools for Workplace from Facebook.

None

Create an app with combinations of consumer and business permissions
and products.

Learn More About App Types Cancel

FER AR PE BRI IS, ACRi st 2Facebook & B R,




FACEBOOKHT

Developers

Casdoor v

{4} Dashboard

{0} settings v
@_'} Roles v
Q Alerts v

@ App Review v

Products Add Product

K,

App ID: 1231340483981478 ® | Indevelopment

Add a Product

Facebook Login

The world's number one social login product

Read Docs SetUp

2]

Messenger

Customize the wav vou inferact with neonle on

KB Facebook &% :

Facebook Login

Docs Tools Support My Apps

Audience Network

Monetize your app and grow revenue wiith ads from
Facebook advertisers.

Read Docs SetUp

Webhooks

Subscribe to chanaes and receive undates in real

'he world's number one social login product

Read Docs

R IR Web V& :

SetUp

Q Search developer documentation

¢

App Events

Understand how people engage with your business
across apps, devices, platforms and websites.

Read Docs SetUp

Z

Instant Games

Create a cross-olatform HTMI 5 aame hosted on

®



Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.

O0®O

i0s Android Web Other

FHEEMEEURLG, #%IFacebook® sk > IE, FH AFINOAUthE EHURI,

Client OAuth Settings

Client OAuth Login

=S Enables the standard OAuth client token flow. Secure your application and prevent abuse by locking down
which token redirect URIs are allowed with the options below. Disable globally if not used. [?]
- Web OAuth Login - Enforce HTTPS
& Enables web-based Client OAuth Login. [?) o Enforce the use of HTTPS for Redirect URIs
and the JavaScript SDK. Strongly
recommended. [?]
o Force Web OAuth Reauthentication & Embedded Browser OAuth Login
When on, prompts people to enter their Enable webview Redirect URIs for Client
Facebook password in order to log in on the OAuth Login. [?
web. [?
. Use Strict Mode for Redirect URIs

Only allow redirects that exactly match the Valid OAuth Redirect URIs. Strongly recommended. [?]

Valid OAuth Redirect URIs

A manually specified redirect_uri used with Login on the web must exactly match one of the URIs listed here
This list is also used by the JavaScript SDK for in-app browsers that suppress popups. (7]

Valid OAuth redirect URIs.

Q) EHIE RN REDIRECT URL

fEFacebook OAuthfit &, valid OAuth Redirect URIs AHZVRAY
Casdoorf[uURL, FHCasdoordf¥JRedirect URL M iZ EVRIIN IR
B JHURL,

AXREZIFMER, ERBENHELE D

BRI FBCE L P 5E 1!
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Casdoor v App ID: 1231340483981478 ®  Indevelopment

MAEAE AT LAfE Casdoor FH{sE FHAZHY App ID Ml App Secret

App ID App Secret
1231340483981478 sesscece Show

IRINMFacebook OAuth#2tR, JFEE client IDFlcClient Secret, FfRAYJCasdoor
Hif App ID 1 App Secret,

fERuRitss e

B @ my_facebook_provider
BTRE® Facebook provider
PEO: OAuth

FEEO: Facebook

Client ID @ 1231340483981478
Client secret ) e

S EIAE T DA I Facebook 28 = 7RSS T S YR |



A > R > OAuth > Apple

Apple

To set up the Apple Sign in provider, please go to the Apple Developer website. An
active Apple Developer Program membership is required.

Step 1: Configure App ID

Create a new App ID or configure an existing one, and ensure Sign in with Apple is
enabled for it.

Edit your App ID Configuration

— =
] (()) Push to Talk
O [E Sensitive Content Analysis
O Shallow Depth and Pressure
O &I Shared with You
. ® Sign In with Apple Edit Enable as a primary App ID
| €B si /
O @ System Extension

Step 2: Create a Services ID

Next, create a new identifier, making sure to select the Services IDs type. (The
Identifier you set here will be your Client ID in Casdoor).


http://localhost:3000/zh/
https://developer.apple.com/account

< All Identifiers

Register a new identifier

O ApplIDs
Register an App ID to enable your app, app extensions, or App Clip to access available services and identify
your app in a provisioning profile. You can enable app services when you create an App 1D or madify these
settings later.

® Services IDs
For each website that uses Sign in with Apple, register a services identifier (Services ID), configure your
domain and return URL, and create an associated private key.

O Pass Type IDs
Register a pass type identifier (Pass Type ID) for each kind of pass you create (i.e. gift cards). Registering
your Pass Type IDs lets you generate Apple-issued certificates which are used to digitally sign and send
updates to your passes, and allow your passes to be recognized by Wallet.

©  Order Type IDs
Register an order type identifier (Order Type ID) to support signing and distributing order bundles with
Wallet and Apple Pay. Registering your order type ID lets you generate certificates to digitally sign and send
updates to your orders in Wallet.

O Website Push IDs

Renistar a Wahsita Push Identifier (Wehsita Prish INY Renistering vonr Wehsite Piish INg lats wvan nsnerate

Then, configure this Services ID. Enable Sign in with Apple and click Configure.

< All Identifiers

Edit your Services ID Configuration

Description Identifier
igin

You cannot use special characters such as @, &, * "

ENABLED NAME

Sign In with Apple

Step 3: Configure Redirect URLs

In the configuration screen, set up the Return URLs (callback URLS). You need to
enter the Redirect URL shown on the Casdoor provider page here.



Web Authentication Configuration

Use Sign in with Apple to let your users sign in to your app's accompanying website with their Apple ID. To
configure web authentication, group your website with the existing primary App 1D that's enabled for Sign in
with Apple.

Primary App ID 4 App IDs

X v
\

Select your App ID
Register Website URLs

Provide your web domain and return URLs that will support Sign in with Apple. Your website must
support TLS 1.2 or higher. All Return URLs must be registered with the https:// protocol included in the
URI string. After registering new website URLs, confirm the list you'd like to add to this Services ID and
click Done. To complete the process, click Continue, then click Save.

Domains and Subdomains

o

Your domain

Enter a comma delimited list of domains and subdomains.

Return URLs

-
Full callback URL

Enter a comma delimited list of Return URLs.

@ SET RETURN URLS CORRECTLY

The Return URLs on Apple must exactly match the Redirect URL shown
on your Casdoor Apple provider configuration page (e.g., https://your-

casdoor-domain.com/callback).



Step 4: Create a Key

After configuring the Services ID, create a Key. When creating the Key, enable
Sign in with Apple and associate it with your App ID.

wElLINvdLED, IUSIILINIEIS> o Flullies

« All Keys

.
Configure key Cantinue
Kiry Marme
You cannot use special characters such as @
EMNABLE MNAME
- . . 3 Push
Apple Push Notifications service (APNs)
kay is used for all of yo
pAttast APIs to get data that your associated
DeviceChack ogic to pratect your business while maintaining

Sign in with Apple Enable :,-m:u apps o l.|IIc>.-. user f o authentics
/ ' Apple ID. Configuration is reg
Configure your apy
securely request

| Edit |

Account & Organizational Data Sharing

to your users' Apple ID account information.

Publish all of your Classkit app activities to teachers creating Handouts in Apple

Schoohwork. Learn more

ClassKit Catalag

After registering the Key, note down the Key ID and download the .p8 file
immediately. (This file can only be downloaded once, save it securely!)

Certificates, Identifiers & Profiles

< All Keys
View Key Details
Name

StudyXAppleLogin

Kev ID
Y

T kid

Enabled Services

NAME CONFIGURATION

Sign In with Apple 5R.com

\ teamld



Important: Find and note down your Team ID from the Membership page on the
Apple Developer Portal.

Step 5: Configure Casdoor Provider

1. Client ID: Enter the Apple Services ID Identifier you created earlier.
Team ID: Enter your Apple Team ID (found on the Membership page).
Key ID: Enter the Apple Key ID you noted down.

P 0D

Key Text: Open the downloaded .p8 file with a text editor. Copy its entire
content (including the ----- BEGIN... and ----- END. .. lines) and paste it
here.

5. Check Redirect URL: Verify that the Redirect URL shown here in Casdoor

has been correctly added to the Return URLs in your Apple Services ID
configuration.

Service ID identifier

@

Team ID @
KeyID@:
Key text @

Provider URL @ @ https://github.com/organizations/xxx/settings/applications/1234567



A > At > OAuth > ADFS

AD FS

FL'E Active Directory BXA RS, 1HSFEAD FS SURPAEA T fi# ADFS, FHERAD
FS #iB 5 DUREUR E AD FS IRGSHIIESR. TRIE T F—PR(E2al, RESH
B—MER2ARERIAD FSARSS #.

B @EIFAD FSJEH OAuUth
B RN AR IR, 15268 HAD FSHOAUthHLE & ifife /e

TP HIRE, ERMIZEERS 7E A mIDNE F R, N AR E TR

i A0 Fs - m]
@ File  Action View Window Help - g
&= | alm|

[ ADFS Application Groups Actions

| Service

it Application Grou
[ Access Control Policies Name Deseription P P
[ Relying Party Trusts G Add Application Group Wizard x [Group..
|| Claims Provider Trusts
. Application Groups Server application m Here
Steps Name:
@ Welcome [ADFSOAUTHCC - Server appication |

@ Server application

Client Identifier:

@ Configure Application

Credentials [4e 72280026 40-4030-625 1 b6iffb e b6a |
@ Configure Web API Redirect URI-
@ Apply Access Control Policy |Efarnple https://Contose .com Add
@ Configure Application -

Pemissions FENE
@ Summary
@ Complete

Description:



http://localhost:3000/zh/
https://docs.microsoft.com/en-us/windows-server/identity/active-directory-federation-services
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/ad-fs-deployment-guide
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/ad-fs-deployment-guide
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/development/enabling-oauth-confidential-clients-with-ad-fs

i ADFs - m] x

i File Action View Window Help -8 %
|2
| ADFS Application Groups Actions
| Service N
inti Application Grou, -
| Access Control Policies Description EE e
| Relying Party Trusts - rd 5 [Group..
| Claims Provider Trusts »
| Application Groups C e Application Cri i I Here
Steps Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.
Wel
@ Wielcome [] Register a key used to sign JSON Web Tokens for authentication
@ Server application
Configure
@ Configure Application <
Credentials
Windows Integrated Authenticat
@ Corfigure Web API o S: °‘": A;"’M caen
lect the: count
@ Apply Access Control Policy
Example: CONTOSONexpenseve Select
@ Configure Application
Pemmissions
Generate a shared secret
@ Summary
Secret:
@ Complete
|TJ79W3manFDJGA:ZquUthEYFz-DaoFSJHNdH | I Copy to clipboard |

o Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later f required

< Previous Next > Cancel

IR E A FR R P IRERIR AT AN EE K & A FR AR Ay OAuth i B H Y% F i DA
o b i

-1 H Casdoor AD FSEfIERS

fEfE I CasdooriE B H I NT—1AD FSHEALRS, FH4i A"Client ID"F1"Client Secret",




Home (Organizations Users Roles Permissions Providers Applications Resources Tokens Recon

Edit Provider Save

Name (3

Dizsplay name

[OF

Category (3: Ohuth
Type @: Adfs /

Client ID ()

Client secret (3

Domain (3:

Provider URL(3) @ https://openhome.alipay.com/platform/appManage.htm#/app,/2021003111697088/overview



A > M >  OAuth >  Azure AD

Azure AD

&

Azure Active Directory (Azure AD) @i A AFIAME R TR AL A —1 50 R A,
faifb TN R EM, WHERS (SaaS) NMAER, AN HARFFLSEL (LOB)
NIRRT Al A INEIAzure ADHY, S35 FH P AT DA— RO SRR 22 e FN JC 4 st (R IX 28 5
T DANAER A~ FIHR AL 70/ 28 36 STHAN A R Wb A AR 7o
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http://localhost:3000/zh/
https://portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/RegisteredApps

_ Microsoft Azure 2 Search resources, services, and docs (G+/)

Home >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I casdoor{ v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Default only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

By proceeding, you agree to the Microsoft Platform Policies '

BYRE2: QIR iR

flliE—" client secret HREFEHAE, R AMNE2HE,



casdoor | Certificates & secrets =

\ £ Search (Ctrl+/)

| «

Manage

Branding & properties

Authentication

Certificates & secrets

B

Token configuration
API permissions
Expose an AP|

App roles

Owners

» Roles and administrators

Manifest

Support + Troubleshooting

&7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Description

casdoor

Expires

1/8/2023

PR3 HINEERURI

78 E TR R Casdoorgs INEE E [m]URI,

3 casdoor | Authentication =

‘ L Search (Ctrl+/)

2 Overview

& Quickstart

]

I

Integration assistant

Manage

& Branding & properties

3 Authentication

Certificates & secrets

i Token configuration

@ APl permissions

& Expose an API

App roles

&8 Owners

&b Roles and administrators

il Manifest

| « Rj Got feedback?

-

Platform configurations

Depending on the platform or device this application is targeting, additional configurat

Value ©

3Xr8Q~dFau2Hwyhgby8Upb53PCFbuF ... [

redirect URIs, specific authentication settings, or fields specific to the platform.

+ Adda platform

Supported account types

Who can use this application or access this API?

Q Accounts in any organizational directory (Any Azure AD directory - Multitenant) z

accounts (e.g. Skype, Xbox)

All users with a work or school, or personal Microsoft account can use your application
Office 365 subscribers.

A\ To change the supported accounts for an existing registration, use the manifest editor. Take

properties may cause errors for personal accounts. Learn more about these restrictions.

‘ Save ‘ ‘ Discard

SRA: RTEHRAEE

user.read APl BRINEFTHH,
15 BT BB,

frr
42N

Secret ID

f3¢7d37c-1def-4e29-b75f-457fa7c081e8 M Til]

——rnig e v

< All platforms

The URIs we will accept as destinations when retu
after successfully authenticating or signing out us
request to the login server should match one liste
Learn more about Redirect URIs and their restricti

I http://localhost:8000/callback

Front-channel logout URL

This is where we send a request to have the applic
is required for single sign-out to work correctly.

‘ e.g. https://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization et
page architecture (SPA) and doesn't use the authc
API via JavaScript, select both access tokens and |
and other web apps that use hybrid authenticatio
about tokens.

n] DURE B IR ZINE 2 HE L. &a, 1]



- Casdoor | APl permissions =

P Search (Ctrl+/)

"

Overview
& Quickstart

# Integration assistant

Manage
B Branding & properties
2 Authentication

Certificates & secrets

il Token configuration

@ Expose an API

App roles
&2 Owners
b, Roles and administrators

i Manifest

Support + Troubleshooting
2 Troubleshooting

2 New support request

« () Refresh & Got feedback?

@ Ssuccessfully granted admin consent for the requested permissions.

A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your or
app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

—+ Add a permission | ~/ Grant admin consent for Default Directory

API / Permissions name Type Description Admin consent requ... Status

Microsoft Graph (5) e
email Delegated  View users' email address No @ Granted for Default Dire_ <+«
offline_access Delegated  Maintain access to data you have given it access to No @ Granted for Default Dire | ++*
openid Delegated ~ Sign users in No @ Granted for Default Dire_ |++*
profile Delegated  View users' basic profile No @ Granted for Default Dire__ |**
User.Read Delegated ~ Sign in and read user profile No @ Granted for Default Dire | +++

To view and manage permissions and user consent, try Enterprise applications.

WiIR5: {fECasdoor it Azure AD$ it

wfa— R I— 1 AzureAD OAuthiZ2 &, IH1E/ECasdoorHHE client ID

Client Secret,



Edit Provider Save Save & Bxit

Name (@ : provider_casdoor_azuread

Display name (@ :  Casdoor AzureAD

Category @ OAuth

Type @ AzureAD

Client ID @ 62 1cc0f0-055f-433f-9894-bfa1bfde169d
Client secret (@) ek

Provider URL @ : & https://portal.azure.com/#view/Microsoft AAD_RegisteredApps/Appli

Save Save & Exit



A > 2t > OAuth > Azure ADB2C

Azure AD B2C

AN
Il
Azure AD B2C 2—f&F S i &R 774, X#F OpenlD Connect, OAuth 2.0

1 SAML SEbRifE, & SR VFRF I A0TH 22 B N AR -5 Rl R AT a] S il Y B £y & B AR ER TS
RE,

aruf (s 12

NHER TI%E Azure AD B2C H TS KR 3K,

SR 1: @l B2C il

B, fEERT Azure [P EIE—4 B2C L,

SR 2: EMM R

FESEHT B2C FH A TR R


http://localhost:3000/zh/

_ Microsoft Azure 2 Search resources, services, and docs (G+/)

Home >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I casdoor{ v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Default only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

By proceeding, you agree to the Microsoft Platform Policies '

PR 3 AR i

HIEHIN AR — client secret HMREFEZME, FANMEBRERHE,



casdoor | Certificates & secrets =

[0 search (ctrl+/) | « & Got feedback?

Manage

B2 Branding & properties 8 ; N
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

D Authentication

Certificates & secrets |

- 0 Application registration certificates, secrets and federated credentials can be found in the tabs below.
{l! Token configuration

- APl permissions
Certificates (0) Client secrets (1) Federated credentials (0)

@ Expose an API -_—

B App roles

soe e |

» Roles and administrators

B

Description Expires Value ©

[ Manifest
casdoor 1/8/2023 3Xr8Q~dFau2Hwyhgby8Upb53PCFbuF ... [

Support + Troubleshooting

IR A BRINEESEN URIs
1E Azure AD B2C & E A NIEI N FFEF IS INEE A URIs,

3 casdoor | Authentication =

\P Search (Ctrl+/) | &« &7 Got feedback?

2 Overview =
Platform configurations
& Quickstart
. ) ) Depending on the platform or device this application is targeting, additional configurat
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.

Manage + Add a platform

& Branding & properties

Supported account types

Certificates & secrets
Who can use this application or access this API?

11! Token configuration
Q Accounts in any organizational directory (Any Azure AD directory - Multitenant) z

9 APl permissions accounts (e.g. Skype, Xbox)
All users with a work or school, or personal Microsoft account can use your application
& Expose an AP Office 365 subscribers.

App roles

9
&8 Owners A T change the supported accounts for an existing registration, use the manifest editor. Take

properties may cause errors for personal accounts. Learn more about these restrictions.

&b Roles and administrators

il Manifest ‘ Save H Discard

SRS € SO i

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Secret ID

f3¢7d37c-1def-4e29-b75f-457fa7c081e8 M Til]

——rnig e v

< All platforms

The URIs we will accept as destinations when retu
after successfully authenticating or signing out us
request to the login server should match one liste
Learn more about Redirect URIs and their restricti

I http://localhost:8000/callback

Front-channel logout URL

This is where we send a request to have the applic
is required for single sign-out to work correctly.

‘ e.g. https://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization et
page architecture (SPA) and doesn't use the authc
API via JavaScript, select both access tokens and |
and other web apps that use hybrid authenticatio
about tokens.

fE£ Azure AD B2C wiE SUH P ik, DUEFRR FAnIims, Bog DURCE PRI A BT

Ko



% 6: £ Casdoor Hfildt Azure AD B2C f R

/5, 1F Casdoor HZII—4 Azure AD B2C OAuth #2£t7, ik B &1 B2C fH
#J) client ID f1 Client Secret.,

Edit Provider Save

Name (@ : provider_casdoor_azuread

Display name @ :  Casdoor AzureAD

Category @ OAuth

Type @: AzureAD

Client ID & 621cc0f0-055f-433f-9894-bfa1bfde169d
Client secret &) e

Provider URL @ : & https://portal.azure.com/#view/Microsoft_ AAD_RegisteredApps/Appli



A > B > OAuth >  HENXOAuth

H %€ Y. OAuth

® #%

Casdoorsz#7 HE IR IR, A, BE AR LIUETE3-legged OAUthfIARIEIRFE, Token URL Al
UserInfo URL (IR[EMEIST A CasdoorfsE ks,

LAY B SRR, 16 SR CasdoorfUfR i vimm, FHE KR FRPERE HEN" . K5, BFREHT
Client ID. Client Secret. Auth URL. Scope. Token URL. UserInfo URL fllFavicon,

Type @ : Custom

Auth URL® https://door.casdoor.com/login/oauth/authorize

Scope @ openid profile email

Token URL @& https://door.casdoor.com/api/login/oauth/access_token

Userlnfo URL (2) https://door.casdoor.com/api/userinfo

Favicon (@ :
URL®:
@
Preview:
Client ID (%

Client secret @

o Auth URL J2H7E XIRHERIH OAuth £F5¢ DT ik,

WERRAE Auth URL FHES https://door.casdoor.com/login/oauth/authorize, 2., SHPEHXAH


http://localhost:3000/zh/

T XARMEE BRI, WA E e EE A

https://door.casdoor.com/login/oauth/
authorize?client_id={ClientID}&redirect_uri=https://{your-casdoor-
hostname}/callback&state={State_generated_by_Casdoor}&response_type=code&scope={Scope}"

BRGEUG, B SRR NI EE [ E]

https://{your-casdoor-hostname}/callback?code={code}

2Zdix—#, Casdoor<=IHAIURLH HIcodeZ 4L,
» Scope Vil Auth URL NEHRIVEREISEL, ERARYE B & AR BER A ZRIE TS
o Token URL sE3kHtaccessTokenfAPIi Ao
— ELURTERT— 2R T S, Casdoor® i%f{ii 'k 4kEtaccessToken,
UERVRAE Token URL FHEE A https://door.casdoor.com/api/login/oauth/access_token, B4 Casdoorks

FEH A R an K5 e

curl -X POST -u "{ClientID}:{ClientSecret}" --data-binary
"code={code}&grant_type=authoritiation_code&redirect_uri=https://{your-casdoor -
hostname}/callback" https://door.casdoor.com/api/login/oauth/access_token

BE PR I 5/ DIR [l DA RS R

{
"access_token": "eyJhbGci0iJSUzIINiIsIMtpZCIBIXXXXXXXXXXXXXX",
"refresh_token": "eyJhbGci0iJSUzIINiISINR5CCIBXXXXXXXXXXXXXX",
"token_type": "Bearer",
"expires_in": 10080,
"scope": "openid profile email"

}

e UserInfo URL i&i@idaccessTokenIkEUHF1E EHIAPIN £,
UWIERRAE UserInfo URL HHIE A https://door.casdoor.com/api/userinfo, A2 Casdoorf{difH DL Rk

e

curl -X GET -H "Authorization: Bearer {accessToken}" https://door.casdoor.com/api/

userinfo



HE R 2/ DIR [l DA E R

{

"name": "admin",

"preferred_username": "Admin",

"email": "admin@example.com",

"picture": "https://casbin.org/img/casbin.svg"
}

e Favicon J&H & XM MARIRURL,

AR 5 H 3 =75 SR i — A Casdoor B R T Lo,



A > Mt > OAuth > Okta

Okta

% E Okta OIDCHEALR, B t1inlOkta Developerd M LAAREBUT & & MK .

SREIM LT > MHRTFIET -, mbGaIENMASKR, 1EEEERI7750IDC -
OpenID Connect, FHiZEEM AR YWeb MR, Al sdi P—3,

Create a new app integration

Learn More (2

Application type 0

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration, SDK,

and sample recommendations.

Sign-in method © 0IDC - OpenID Connect

Token-based QAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Web Application
Server-side applications where authentication and tokens are handled on the

server (for example, Go, Java, ASP.Net, Node.js, PHP)

Single-Page Application
Single-page web applications that run in the browser where the client receives

tokens (for example, Javascript, Angular, React, Vue)

Native Application
Desktop ar mobile applications that run natively on a device and redirect users

to a non-HTTP callback (for example, iOS, Android, React Native)

i NEEFEEMURI, 40 https://door.casdoor.com/callback



http://localhost:3000/zh/
https://developer.okta.com/signup/

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://door.casdoor.com/callback
Learn More (2 + Add URI

FEALS5HR Iy, SRR E SCRZPEVI MR ERY, 2R i DR A7 DAGIEE B FH B 1l

FI{EVREAA client ID, Client secret i1 0kta domain .

Client Credentials Edit

a8,

Client ID Ooadwe8u8iivyscpb5d7 &

Public identifier for the client that is required for all OAuth

flows.

Client Secret 0008000 RORRRRRRRRRRRREY o E_

Secret used by the client to exchange an authorization
code for a token. This must be kept confidential! Do not
include it in apps which cannot keep it secret, such as

those running on a client.

General Settings Edit
Okta domain dev-53555475.okta.com @

fECasdoor{YFEMFFII— 1 Okta OAUuth2ft7, MAKER ZFUHID, & uHsEE
B



Edit Provider Save

Name @ provider_casdoor_okta

Display name  Casdoor Okta

®@:

Category (@ : OAuth

Type @ Okta

Client ID &) Ooadwe8u8iivyscpb5d7

Client secret (2) #**

Domain () : https://dev-53555475.0kta.com/oauth2/default

Provider URL ) ¢ https://dev-53555475.0kta.com

Save Save & Exit

Q@ M

B, Domain AMUAYSE okta domain; WiIZAEHIGIEN /oauth2/
default .

TERZUIRSS 3% L1 [A) Okta SCRY ZREE 211,

PRAESERT LAfE F Oktaf o 38 =T RSG5 R 52 & I S i,


https://developer.okta.com/docs/concepts/auth-servers/

A > AR > OAuth > Twitter

Twitter

. A ) L o o
Twitter GH#frrh 2#%)
HTE RIS, HigTwitterfI R EK S ESHLEER, 5HME =7F
Gk, IXPIRERE ELPkER:,

B, WRDTREATIR, WRIRERAIKS, melE—"1, TwitterZRIRNITEHKS
HTHIB TR R, MORIEIHE (SR, DO e R B AR b IR AT 1a] el

—EORRTHIG GHILE, TRREA] DOTLReIEN I 1o IRIFEEINUEREEL BT 70 58 i Tl 21 22

55

1. F8hjE M 3-legged OAuth, XX T“f I Twitter g s AR HAth i P A& Afi HE S0 25 1)
REZ AT,
2. JE AR PSR stk DR EOR 7 A S PR st

TFORAT S 1 FH ) [l ) St kA A A B4 R


http://localhost:3000/zh/
https://developer.twitter.com/en/portal/dashboard

N > Mt > OAuth > fif#

Pl P
Weibo v

B DT B MR AN RE, (HISRATRERE, RAFE2-3K,
B, WRDTRE M EEG FrRIEAGEE. RE, REEFRF - IRIHE..

—ELURATHIE Bt i, TRRACEIR - 5 DA F i £ o


http://localhost:3000/zh/
https://open.weibo.com/developers/basicinfo

N > M > OAuth » s

4 1—‘_‘.

iﬂ& = |

i A

Wi v

£ RS OAUth IR (R NN B VRIS FH, 15 181G DA R A0 38

1. VilAl SEHCT- & FHEMRONIT A3
2. FEVRE WS R F sAE s v ARt E e, SRS 28R App ID #11 App Secret,


http://localhost:3000/zh/
https://open.weixin.qq.com/

Mame (Z) provider_casdoor_wechat

Display name (&) :  Casdoor WeChat

Organization :  admin (Shared)

Category (3): OAuth
Type (3 . WeChat
Client ID (3 : wixD49cT70ebc2027h0b

Client secret (3): = **=

Client 1D 2 &) : wxe933a%cd81c396d1

Client secret 2 () ; **= SR E(ERRA)

se WeChat . RS ashhb(URL) https.//door.casdoor.com/api/webhook
Media Platfarm in

PCA: T G#E(Token) 123

Access token @ : /

Follow-up action

OF

Provider URL(Z): & https://open.weixingg.com/

WeChat 22 (M E AR = :

o F—HHBX (client ID, Client Secret) J& WeChat Open Platform (#fs
TFCEG) W, IFHEH TPCER R, ERWIREPCHYEA TR 4668, 1EHF
REMS S S APPFI It — 4ERD T B 5%,

o PF BN (Client ID 2, Client Secret 2) PAMN Access Token J&
WeChat Media Platform (MEANRTE) B, HEZIEH P REEMEAPPAMEET



%, Access Token JZRTE wWeChat Media Platform (FIEAMRTEE) HI RSS2
fLE FIEEH Token o BV EHAMEAERNESRHITESR, MWSKHPE
EFEIVRAEI weChat 0fficial Account (TUEANRE) PASEIES, HEE: S
A ZFHERR TS APP Z SN AR s M W AR BB APPHE T 51, IX—PRAII2
WeChatffif~ /& Casdoorfiti i,

WERIEHEE 75 %4 (client ID 2, Client Secret 2) , 5 [ Access
Token FEIFFJE M T Enable QR code JIok, ARAMSH] DUEREERAEH MEART-A 1Y
BEREAM 4RSS, BEEHH GRS B RES, WREIAEE [ FHMEFFBCF
aus, AP REMEANRSGE, HPRESREH METBOrE I 4 T8 5%,
P S S TE I TR S, Casdoor Bk P AEAR S RIS AR 2 B IERUE A AR
T (HFEENE, XHBBAEPCER RPN, FAFHICEBITHEM 48, 1
#ahi s A S R (BIWeChat AppHYNE NI Wi 2s), Cassdoor ¥ HahBkidix—4,

Q #r

FATEIN A N 1% B R E B X >R #E wechat Open Platform (HUSTFCES) AN
HRERVRA weChat Open Platform (#UETFCES) kS5 weChat Media
Platform (MEAMNTER) S, MiiikCasdoorkiEid PCHITHLIE S H F 41
HE—HF,

Q #ik
H T WeChat OAuthBIRR I, H #i7A (E 77 EB I S B SR ERTUE APP RASME
A58 =7 FHIAPPE R SN YEds, HEiRahimE sk LREEMISAPPHIHLT,

BB WSO,


https://developers.weixin.qq.com/doc/oplatform/en/Website_App/WeChat_Login/Wechat_Login.html

A > R > OAuth > IS

LS

&

WeComfgfft 7 —F i FH OAUth B 757K, IX(HER] DUE 12 \WeComZ& it T Y
W TR R T BB R, TR S orid i

AWM N FIFER . PERN FRE A8 =05 R

2% N

TR EWeComig i, EHRERMI NS

Sk
S fitiid
Sub type BB EE =75
Method R ER B I A5
Client ID &k CorpID

Client secret  {®\CorpSecret

Agent ID I 25 Agentid


http://localhost:3000/zh/

OX5:!
WeCom S NMHATT 75 BRI @ 2 AL,

AR P iR S, TUEEEEME redirect _URI?
code=CODE&state=STATE

AN AP R E, SER— 7P ETEEEH SRR SR, B
INERUG, T #iE E M2 redirect_uri?code=CODE&state=STATE

AXEZFMEER, ESHET SO,

EZR)S

ARWNENHNEZER, HSHENERN S,

ARE=TINHIEE, ESHRE =77 N,


https://developer.work.weixin.qq.com/document/path/91119
https://developer.work.weixin.qq.com/document/path/91022
https://developer.work.weixin.qq.com/document/path/91120

A > At > OAuth >  EILQQ
i QQ
FEiRQQ v

ZRIENQQ OAuthfR i IS B AR N R, 1B VIRIQQAYIAIEF-G - Connect
QQ,

B, EHEERHIOVT RS, EENRIEREIEG, 7R ariaRBEr &~
Uit | DA i 4 o


http://localhost:3000/zh/
https://connect.qq.com/manage.html#/
https://connect.qq.com/manage.html#/
https://wiki.connect.qq.com/%E6%88%90%E4%B8%BA%E5%BC%80%E5%8F%91%E8%80%85

A wEm > omm s EH
(AK1]
il v
REEETET

LECEETE, BRI S FaHEmErNT kP Ex, —BREVFE L, %
TR BRI RIREIRAY P 10 F % FomatH o BT PRI RORTEGH

ARi& EIET AR
Client ID AppKey

Client secret  AppSecret

EETETH, IRA]ATE N FE R AR E] Appkey #1 AppSecret .


http://localhost:3000/zh/
https://open-dev.dingtalk.com/?spm=ding_open_doc.document.0.0.140a645fxfAUAE#/loginMan
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Home App Development FFRBES v

NMRER

casdoor

document

RIFIEIE

ARIE B32v

Agentld AppKey
2687194261 ding6dposoonm8u4t2g5
AppSecret

hE4cwQ4PjKDSp_ucHTBTajAAfZfsSNGkxwNg1q1FCiiTRW7apxJhzjFOjw46NfFWn

AR Rz R

MBRIRIEARRTE, XN FAPREESASHMIER, EEIRRIE.

B

BN IZRIRCasdooriE,

BAER

NINEE[ URL ERR BRI, TRES

* EiFEE

R EIERIURL

http://localhost:7001

i0S HZE
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Casdoor

[EE=T|
0 HRE N
ES
FREE
o
B mmmse
FISEE
BREHT
u BRSNS
e
© BESKRSG

MAEES R

=0y FRIA HER FEROTHY REIBR 0 Mutexlab | B

=5 | WRES =N {WRscode SES BEQ HME
EON A
AR | PAFNSEL BEPABE O ContactUsermobile e IR
ERARETE

PAZIRBEED HEEHERREE O Contact.User.alipayAccount FFRE R
OAlL

I D
0 SREREA
o BBRAREESIR S CalendarEvent Write HFHE EHETIR
HIeERE D
B EEES
ERAR HTRMESAFIE D
ax EHELT BRSNS O
B ERRAFARRE i o CalendarEvent Read FFE SHBIUR

%7 EOEESIE O
e RS AERIEAUR HERPERFTARS Contact UserRead BsFE TERRLR
WAEE -

BRI BRI IER FRRUHPICHIES B Calendar.EventSchedule Read FFFE SR
HHWITE P

BT AGERE =R O Calendar CalendarRead #E wEOR

At B Casdoor

X ET B R AL E

Name @ :

Display name @ :

Organization @ :

Category () :

Type @ :

Client D ®:

Client secret @) :

Provider URL @ :

dingding
dingding
admin (Shared)
OAuth

0 DingTalk

ding6dposoonm8u4t2g5

‘ & https://github.com/organizations/xxx/settings/applications/1234567



https://open.dingtalk.com/document/orgapp-server/tutorial-obtaining-user-personal-information

A > At > OAuth > Steam

Steam

Steam v
ZfSteam OAUth#Z2 It IRINE BRI N AR A, TEHZIRCU N IR ERE

1. VilRlSteam WebAPIE- & - H &) Steam ik F 5 5%,

2. MR CasdoorE A4 sIPHIIE— T APIE A,

3. KERIAPIEAIE % FimE sHE A Casdoor, & fIDAFREIHE
4. HRIERISteam MK AR, DAERIEAPI,

WMFARBCEIEAIE R, 1EVinSteam WebAPISC Y,


http://localhost:3000/zh/
https://steamcommunity.com/dev/revokekey
https://steamcommunity.com/dev

A > Mt >  OAuth >  Gitee

Gitee

R E Gitee OAuth f24tR, 154 Gitee JTAZE Wk, ANRIRDARTA IET B A
7, Gitee LIEGRZBIXFER:

2R AEm BE #N-

FoEE

W, a2 Gitee M,

BUESE= A
AR
B
ya
CLES
ERENHEAE * ©

BMALRR, MR, EUHIEIHURL, FHFAmEEBR,


http://localhost:3000/zh/
https://gitee.com/oauth/applications

Q@ IEmBEEEAEHURL

1£ Gitee OAuth Bl &, authorization callback URL A4S R
Casdoor [[BliE URL, H Casdoor Hf) Redirect URL N iZE VRN FHIFE
J7 1B URL,

HXRELHAMER, ERIEN A ERR.
& GiteeN A5, rJPIJEE Client IDflClient Secrets !

Casdoor (ZHiIGKXE:0:R)
ISR *

Casdoor

Client ID

300ff94d994a7597850bbafb2d5dc67929676dd8e7176b029e067dc6966ef9c4

Client Secret

60be2ede0f3fh8286cte9f129ab0c3d6b40718a964dade150a8095eb2748730c

B Client Secret ‘ ‘ FERA TR E R Token

KR Casdoor Nl —~Gitee OAuthfefitr, F#iA client IDFIClient

Secrets,



Edit Provider

Name @ : my_gitee_provider

Display name @ :  Gitee provider

Category @ OAuth

Type @ Gitee

Client ID ® 300ff94d994a7597850bbafb2d5dec67929676dd8e7176b0292067 dc6966ef9c4
Client secret @ ko ek

IAEERTLAE ] Gitee 1ENS =T7 RS K 2R (o Fik !

A i

HFCasdoorf& ZAREUH P VLT HE P, Al ANGE 7 BRI DT, A,
= TFBEEHEIEE R,

Permissions (Be careful to select scopes, users might deny authorization when there are too many scopes.)

All
) projects Full control of user projects
pull_requests Full cantrol of user pull requests
| issues Full cantrol of user issues
notes Access, create and edit user comments
: keys Full control of user public keys
hook Full control of user webhook
groups Full control of user orgs and teams
gists Access, create and update user gists
enterprises Full cantrol of user enterprises and teams
emails Access user emails data
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T EBaidu OAuth#2 iR, 155 1s2BaidusCRS 42 M THY 20 38 52 iOR F B11 E

ARERSE
0 B3 < GEEIE
BN ATARESRE N
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RN G, MAED M EREEEAURL:

+. Casdoor
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TR % Icon:
ID: 25547043
# oauth2.0
API Key: Hn! ' vQmAp61
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15 DA RO B G INER] Casdoor 184 :


http://localhost:3000/zh/
https://openauth.baidu.com/doc/regdevelopers.html?qq-pf-to=pcqq.c2c
http://developer.baidu.com/console#app/create
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HEE
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AIDAFEEY client ID flclient Secrets,



+. Casdoor

H %NS
EARD

2 e
R ERS
# oauth2.0

o JEZSE

BFER

il Casdoor
Icon:
1D:
Client ID | API Key: HohKZ mapl. |
Client Secret | secret Key: DTgB? lsiblnlGhy = HE

e -
S )

2022-01-22 16:20:05

2022-01-23 15:45:06

EfE I CasdoorHidshn—"1E FEOAuth$2 it ki, JFIHS client IDFlcClient

Secrets,

¢ casbin  Home

Edit Provider Save

Organizations Users Roles Permissions

Name @ : Baidu
Display name @ : Baidu
Category @ : OAuth
Type @: Baidu
Client ID ® HsM nWT

Client secret @

Hk

Provider URL ® :

Providers Applications Resources

@ https://github.com/organizations/xxx/settings/applications/1234567

Tokens
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bug, BESPRE—MER, (HRHT DI /G Secret & MURIHT) o
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A > Mt >  OAuth >  Infoflow

Infoflow

FiZEInfoflow OAuth$@fitm, 1HETZHE DL NP IR E:
1. IERIEE Bifi{target="_blank"}{# F &S BRI 555,

2. WIS BN {:target="_blank"} 71,

=W am omnw| wese | gEmt oo

Infoflow

RZFA(5)

-\ RS | | AR

3. EAHERInfoflow N .,

<IRE Casdoor

1 5%mn W
RzA8logo: HiN{FAI640*640, 2MLIMEYpg. pnoBEF

RIFBERR: Casdoor

HBAE: Casdoor BB RAR

TRe: M (EEFRNAERT, ARFEHERESRANALD, EEZFIHRG])
MBA (ERUEHID, HAFPRMIBARS, BESFRR6)
RES (LWARIESN, RAFREERRS, BEEF w6

4. FELAgentID,


http://localhost:3000/zh/
http://id.qy.baidu.com/static/ge/login.html#/
http://qy.baidu.com/index.html#applist

<IR[E Casdoor
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Casdoor
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BUBRFF I
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SREGERJPIZ=

SRV R(ER

SRENFREE LR
HHPEER
SRENRLRETARY IR
SRENEHEERRRTIZR
HHPEHERLR
RXEHEHER
HEPEHETERR
HEPRIE

BRRER

8. fEFEl—Dim I, R=HKE|corpID Ml Secret,



FREER
Client ID

CorpID hir 27 1

HgH" .= NB

S(?cret r =
Client Secret

9. fECasdoorHZsil—" NInfoflow OAuth$24tr, JFIHE client ID. Client
Secret fll Agent 1D,

Edit Provider Save

Name @ : Infoflow

Display name (@ : Infoflow

Category @ : OAuth

Type @: Infoflow

Sub type @ : Internal

ClientID ® CorplD
Client secret @ ok Secret
AgentID®: 55 AgentID

EIRAE AT DR Infoflow FRESE =75 IS5 HEAT B SR IE



A > M > OAuth > Lark

Lark

@ wi

X2 — ML E Lark OAuthS2 (R 7= Hi,

S Al A Lark

B, EBFEELELarkHFHCEE ESI@E— NN R R e, &0 DAEN R FT
HEARZEAFHE App ID Fl1App Secret,

W CBRRES ShaE AR EFAS O wEER  FAREH Q RFAT

< B castool =z | © wpERISERT

EREA @ ¥BMAM

HitfER

RIFEIE

B SESERES

O HRESR AppID @ App Secret @
cli_ad4269fa8bafad00c (1 | ] sk R g e ¢

RIFAgES
89 iFIINLAREN
SaER 2
FrEEE
RIFBEWR
JPEG/PNG/SVG/BMP 183X, 2 MB LAY, KT 240%240 px, KEA

HHHTE

MEEAWFIAR

&) PREE

foizzr-gi EB%

IAEIES RS

Bl EFRHEER 2
@ Bwiex RIFAETR
dh EAERER B casdoor

FBRRIE ot

FRES provider for casdoor

AR @

E%

BNk, RPN AR Z 2R EFPRINEZERURL <your-casdoor -
domain>/callback ({40, http://localhost:7001/callback) o


http://localhost:3000/zh/
https://open.feishu.cn/

Fa 373 e] HEE  MARR I 1EFFTRTRS FrRERS i K9
o CBARES ED%sES R EHEE  HAER RE G Q REEE i @

casdoor B - 5
< 8 et @ A © EIERIIEAT O EEIER
HfER EEMURL  IPAREA
O wESERES
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@ P A URL

. IR URL 0@ BIEIESskEibaL, BT URL AR SeIEns, SR
oL
89 FmmAmsEn S HTTP/HTTPS URL ER =
FRES URL #F
ST
WEEURAR
P &8
e P AN, (SRR SR AP, SRR A RIS, SE
HAERSHD AN 1P am T
R Bt
M ERAREES N )
A
R
FRER >
Wi

g2 Q@ —4 Lark OAuth# it
PIfEfECasdoors @il —Lark OAuthigfiki, HEEXHEIIE R,
e LarkHr it 44 F
Category Choose OAuth
Type Choose Lark
Client ID App ID obtained from Step 1

Client secret  App Secret obtained from Step 1
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< aveo 2 ] © psmsEnn

R @ VAR

Name @ : lark
(B SR MRFE
Display name lark-display o maAEE fpp Secret @
mBEED
Organization @ admin (Shared) &
Category @ : OAuth
AF 200200 pc, TER
Type @: Lark © neem
@ mtewnAR
EEELTH O
ClientID®: cli_a4269f48b4fad00c -
IRFERSER
Client secret @) -
= EFEE 2
@ BERR RIFBER
Provider URL ® @ & RS - e
APRE ol g

provider for casdoor

AR
Save Save & Exit O
%
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SendGrid

Using SendGrid as an Email Provider

Azure ACS

H Azure ACSTENHLFHRFFHZ ML

Brevo

fHiFH Brevo ENSMTP AR5 %


http://localhost:3000/zh/

=] MailHog

fFEFAMailHoglE N SMTPRSS 45
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1. s B0 DA IET TR LR o

2. 1E 251 BRor DIESE TR

Name @ : email provider
Display name @ : My Email
Category @ : Email

Type @ : Default

3. NEWISMTPIRSFIHS HF 4 . &g, EHLA 5 BB

Username @ no-reply@cashin.com
Password (2) ek

Host @ : @ smtp.qiye.aliyun.com

Port 3 - 465


http://localhost:3000/zh/

4. BN BB M BTN, AERTFER,



N > EME > TR > SendGrid

SendGrid

In this guide, we will use SendGrid as an email provider.

Step 1: Create an API Key for Your
SendGrid Account

Expand Settings from the left navigation bar, then click on API Keys. Here, you will
see all previously generated API keys. To create a new one, click on Create API
Key and configure the necessary permissions.

Mo - APIKeys

AAAAAAAAAAAA

casdoor-sm tp-key
APl Key ID: BZ_ecnKtThWRZzQtjecqREA

&

) Marketing N casdoor-key
API Key ID: IYKsXX8tRUWExleTcyOrZw



http://localhost:3000/zh/

Step 2: Sender Verification

To verify your email sender, choose between Single Sender Verification or Domain
Authentication by referring to the official documentation:
Sender Identity

Step 3: Configure Casdoor as an Email
Provider

Create a SendGrid email provider in Casdoor and fill in the following fields:

Required Fields

Field Description
Secret Key  Your SendGrid API key

KB AMtE  Your verified email address (or domain)

Default Fields

Field Description

Endpoint  Default: /v3/mail/send


https://docs.sendgrid.com/for-developers/sending-email/sender-identity

Field Description

Bl Default: https://api.sendgrid.com

Email Fields

Field Description
From Name The display name of the email sender
Email Title The subject of the email
Email Content  Supports HTML templates

Test Email The recipient's email address for testing

Casbin Organization

@/ casdoor

123456

Finally, click on the Send Testing Email button and check your Test Email
address for the test email.






N > Mt > TR > Azure ACS

Azure ACS

fEASERT, FATRAEFHACSHE N LT ISR AR,

B8 BEEACS
B RN SO AN S PR AL

o OIS H I FIEE RS
o PRI —MBEAIAZUreFLE BRI — H T XK
o JEREER

S Hl/RAY Endpoint Al Private Key PABL(H A

Home > casdoor

casdoor | Keys # -

Communication Service

[ search |« Use access keys to authorize your AP calls when you use the Communication Services SDKs. Store your access keys securely - for example, using Azure Key Vault - and don't share them. We
recommend regenerating your access keys regularly. You are provided two access keys so that you can maintain connects using one key while regenerating the other.

BT Overview -

https://casdoor.unitedstates.communication.azure.com/ [lis)
E Activity log
A2 Access control (IAM) 3
Primary key
@ Tags
X' Diagnose and solve problems () Regenerate primary key <@ Show values
@ Quick start
. Key [ | &
@ Sample applications
Events Connection string [ [
Settings
Secondary key
& Identities & User Access Tokens () Regenerate secondary key @ Show values
2 Push notifications
. K I}
Identity s | ‘
1l Properties Connection string | ‘ ©
2 Locks

Telephony and SMs

k2. fid'E Casdoorf -t pe

IAELECasdoor h il — P FHRAFZ MR, HTBHEAIER,

FER5Azure ACSZ [H]


http://localhost:3000/zh/
https://learn.microsoft.com/en-us/azure/communication-services/quickstarts/email/create-email-communication-resource
https://learn.microsoft.com/en-us/azure/communication-services/quickstarts/email/add-azure-managed-domains
https://learn.microsoft.com/en-us/azure/communication-services/quickstarts/email/add-custom-verified-domains
https://learn.microsoft.com/en-us/azure/communication-services/quickstarts/email/connect-email-communication-resource?pivots=azure-portal

FISRERANR:

Q@ &1
From Address 7 —PNEId 56 Ik B HR 3,
2R {EAzure ACSHI4 PR
RAFENHHE
2EH A

FHL it AL

Name @ : acs

Display name (@ : acs

Organization @: admin (Shared)

Category (3 : Email

Type @: A Azure acs

Secret key (3 : e

From address (@) : donotreply@59e2329a-alc8-491f-b470-6d3c044fd8cf.azurecomm.net
Host @ : @ https://casdoor.unitedstates.communication.azure.com

Email title @) : Casdoor Verification Code

Email content (3 : You have requested a verification code at Casdoor. Here is your code: %s, please enter in 5 minutes.
Test Email (3 1270329076@qq.com

Provider URL (2 : @ https://github.com/organizations/xxx/settings/applications/1234567
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Brevo

TEAYERET, FATPRMERA Brevo ESMTP k5525

5120 IERBMNGIER Brevo SMTP K F
B2 5SS PABIE Brevo SMTP: & 1%%8 5 B TR {4 F Brevo SMTP

FEERIROIS, HEOVE D TERFIERAsmtplk A, BEE TIXDMEE:


http://localhost:3000/zh/
https://help.brevo.com/hc/en-us/articles/7924908994450

@ Rafael Guimaraes

Last Response: 2 days ago

Hi there,

Thank you for reaching out!

I've activated your account's SMTP/Transactional capabilities.
You can find your account’'s SMTP credentials by clicking here.

To get you started, I'll include some useful links about our SMTP/Transactional services:

e Our complete library of help articles related to SMTP

e Troubleshooting_ common issues with SMTP

The SMTP port listed by default, Port 587, will be used without a secure connection. If you want to

use a secure connection (SSL or TLS), please use Port 465.
Please be sure to let me know if you have more questions or if you need any help.

Best regards,

S 2: 3KHL Brevo SMTP it B

TEFRIY Brevo B, $X%] SMTP&API, #%& SMTP RSsH:, M1, &, SMTP ik
Key {58



@ A Usage and plan ® Eh casdoor ~

baicaicxl@gmail.com

@

2 My profile
@ SMTP&API (

B8 My plan
< SMTP  APIKeys

& Settings
(&)

88 Plugins & Integrations
Your SMTP Settings

=
1% < Senders &P
SMTP Server smtp-relay.brevo.com
@ Port 587 & SMTP & API
@ Login baicaicxl@gmail.com 2 Users
& O Security
Your SMTP Keys
& Compliance
S
SMTP key name SMTP key value Status Created on @ Select your language
(J  Master Password R bR ® Active & Logout

¥ 3% HlE Casdoor MBI RET

£ Casdoor HElIE— IR MR, HELEREER.

SMTP & API

FEE 00D 48 R @

il MIASMTPIER: 125, WRIEEZ| R4 SMTPIERERY) , IXEKE &) Casdoor
A5 T LAV TRl Brevo AR5,

R, R REMAHE IR 128, RIRER MR, BEREMIAH E 4
FRITHIIN KAtk AORZE R Wi A



A > MR > HETECRE > MailHog

MailHog

EARLERR, BATEEHAMailHoglENSMTPARS 85, MailHog g — ME FRSMTPARSS
A PRVER AR AR T B

B B MailHoglliR55
MailHogfR55 By IPHItE /2 192.168.24.128 , SMTPARSS U /& 1025,

2023/07/13 03:06:43 Serving under http://0.0.0.0:8025/
Creating API vl with WebPath:

Creating API v2 with WebPath:

[APIv1l] KEEPALIVE /api/vl/events

[HTTP] Binding to address: 0.0.0.0:8025

Creating API vl with WebPath:

Creating API v2 with WebPath:

2023/07/13 03:10:36 Using maildir message storage
2@23/@7/13 03:10:36 Madilddir r\:+h ic _/+m:-\_lm:'i'|hncﬂ/l‘lm7')Ql:l:
2023/07/13 03:10:36] [SMTP] Binding to address: 0.0.0.0:1025
2023/07/13 03:10:36"SETVLING UNUer NCLlp.7/0.0.0.0-80Z57
[APIV2] GET /api/v2/jim

[APIV2] GET /api/v2/messages

B2 QiR A R

AL E G B IR F IR E,


http://localhost:3000/zh/
https://github.com/mailhog/MailHog

Category (@ : Email

Type @: Default

Username @) :

Password (@) :

From address (@ : notification@casdoor.com

From name (@ : Casdoor Notification

Host @: @ 192.168.24.128

Port @ : 1025

Disable SSL®) : ‘)

Email title (3 : Casdoor Verification Code (Test)

Email content () : You have requested a verification code at Casdoor (Test). Here is your code: %s, please enter in 5 minutes.

Test Email @ : admin@example.com Test SMTP Connection Send Testing Email

Provider URL @ : & https://github.com/organizations/xxx/settings/applications/1234567

sove
B3 RIEMAR R

o, A AsmTriER: %5, WHRIREZ provider: SMTP connected
successfully, XEBKERACasdoorfk%s Al LAViRIMailHogiR%S .

Bk, mith LXK FHRE 125, GRIRE R ikt 2k, IXEKE T
HREEELZE M From HbE D & XS s B R o



Name @ :

Display name @ :

Organization @ :

Category @ :

Type @:

Username @ :

Password () :

From address (@ :

From name () :

Host @ :

Port @ :

Disable SSL(® :

Email title @ :

Email content () :

Test Email @ :

Provider URL ®:

™ MailHog

O Connected
Inbox (4)

® Delete all messages

Jim
Jim is a chaos monkey.

Find out more at GitHub.

Enable Jim

email_provider
@ provider:SMTP connected successfully

Email Provider
@ Email sent successfully
admin (Shared)

Email

Default

notification@casdoor.com
Casdoor Notification
@ 192.168.24.128

1025

«@©

Casdoor Verification Code (Test)

You have requested a verification code at Casdoor (Test). Here is your code: %s, please enter jn 5 minutes.

admin@example.com Test SMTP Connection Send Testing Email

@ https://github.com/organizations/xxx/settings/applications/1234567

Q search

« o X (<]

Froml "Casdoor Notificat\on"Hnotiﬂcation@casdoor.com> I

Subject Casdoor Verification Code (Test)

HTML Plain text Source

You have requested a verification code at Casdoor (Test). Here is your code: 123456, please enter in 5 minutes.



N > it > HEE
doi 2
_‘L{I:l

LR

ST B RIE

Twilio
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f#iFH Amazon SNS{EyCasdoorft)SMSHE LR

Azure ACS
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http://localhost:3000/zh/
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A > E#tE > FEiE > M
M‘L
FAM#EFH casdoor/go-sms-sender K hCasdoork X% (5, go-sms-sender J&HA(]

ZFTwilio, Submail, SmsBao, FIH =, Bz, A SFVoICHFAPL,  WHEIREE
N ARG SR AR R SR,  IRA] DATE tH— N Rl e e 22— M BE 3K

NIV R i ]

1. i @0 RESIN— D HTHITR LR

o

2. £ K5I HoNERE RIS

Category @ : ‘
Al
Type @:
Captcha
ClientID @: Email
OAuth
Client secret @ :
Payment
Sign Name @ : SAML
SMS

Template code @ : Storage

3. MR HE R AR,

Category @ : SMS
Type @: \
Aliyun SMS
ClientID ®:
Huawei Cloud SMS
Client secret @ : SmsBao SMS
SUBMAIL SMS
Sign Name @ :

Tencent Cloud SMS

Template code @ :  TWilio SMS

Volc Engine SMS


http://localhost:3000/zh/
https://github.com/casdoor/go-sms-sender

4. MIREIREEIR BRI ZRIE R, FHIET M FE,



N > Mt > FEE > Twilio
Twilio
{ECasdoorHE LERE R

AU NEFE: BPMID, BPMEH, KEESHHERAE . 5 TwiliokH B
R ERUNR

YR Twilioth %4 FR  IH
Client ID Account SID WAEH
Client secret Auth Token WAEH

Sender number  TwilioFEIEERE  MIH

Template code WAIH
Twiliofg &

o TKFSID, AL EATwilioHIE 5


http://localhost:3000/zh/

Develop Monitor

> # Phone Numbers
> [ Messaging

> =5 Studio

> (Z Verify

> [ Video

Explore Products +

STEP BT MVITE o upgrage

2 Invite teammates

Invite developers to your Twilio account to start building! Learn more about user access management [4

‘ Invite teammates

‘ < Back

v Account Info

Account SID

ACO06b7: 7ce8e4 d b

Auth Token

]

A\ Always store your token securely to protect your account. Learn more [%

My Twilio phone number

+12186751069

(]

fit B Casdoorf it s

J

fE AT DIARSE A

Name @ :

Display name @ :

Organization @ :

Category (@ :

Type @

Client D ®:

Client secret @ :

Sender number @ :

Template code @ :

SMS Test @ :

Provider URL @ :

twilio

twilio

admin (Shared)

SMS

Twilio SMS

AC06b73d65c8ee67ce8e448edcc64bbectd

+12186751069

get the message

+1

@

MR REBCE BitEg, NG 1E smsillist A

(@ Upgrade your account

Upgrade your account to send to any number, buy local

more.Learn more about trial account limitations [4

Upgrade

v Helpful links

How does Twilio work? 4

Understand how to use Twilioina

SMS Quickstart guides [4

Learn the basics of Twilio Messagir

Support help center [

Troubleshoot common issues.

A EEL T S A T



N > M > ME > Amazon SNS

Amazon SNS
fEAmazonP IR ETIE B

BN IHTEL: Access Key, Secret Access Key, Region#lTemplate code,
Pl A& R an e MAmazon SNSEREUAE B

o Access Key#liSecret Access Key

EGHMRER (AM) A, AT RAAIEE— Access Key Fll Secret Access Key o

Identity and Access X

Management (IAM) Access keys (1)
Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys
(active or inactive) at a time. Learn more [

Q Search IAM | Actions ¥ ‘ Create access key
Access key ID Created on Access key last used Region last used Service last used Status
Dashboard
©) AKIAYOMMXHVZLHALYKGL 16 days ago None N/A N/A @© Active

¥ Access management

User groups

Users
Roles CloudFront key pairs (0)
Policies You use key pairs in Amazon CloudFront to create signed URLS. You can have a maximum of two CloudFront key pairs (active or inactive) at a time.
Identity providers I Upload l Create CloudFront key pair
Account settings
Creation time CloudFront key ID Status
¥ Access reports
Access analyzer No CloudFront key pairs
Archive rules Create CloudFront key pair

Analyzers

o [XIHK

Region 5 GIEHY F A 2%,


http://localhost:3000/zh/

ervices

Q Search [Option+S]

Amazon SNS

Dashboard
Topics

Subscriptions

v Mobile
Push notifications
Text messaging (SMS)

Origination numbers

X Amazon SNS » Dashboard
Dashboard
Resources fo
Topics Platform applications Subscriptions
1 o] 0

v Overview of Amazon SNS

Application-to-application (A2A)
Amazon SNS is a managed messaging service that lets you decouple publishers from subscribers. This is useful for application-to-application
microservices, distributed systems, and serverless applications. Learn more [4

At B Casdoori fit i

Template code EFEMERIXIIIHE, fESMS Test Hii A SEHHIE SRS IEF TN,

Name @ :

Display name ®:

Organization @ :

Category @) :

Type @:

Access key @ :

Secret access key

®@:

Region @ :

Template code @ :

SMS Test @ :

Provider URL @ :

amazon_sns

amazon_sns

admin (Shared)

SMS

aws  Amazon SNS

AKIAYOMMXHVZACWS5RFMX

kK

ap-southeast-1

enter the message you want to send

+1

& https://github.com/organizations/xxx/settings/applications/1234567
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Azure ACS
{fEAzure PR ELAE IS B

BN ETE: BPWEH, RKEESH, B M REERUrl, BERIRERI
Al MAzure ACSHREUXEE(Z B,

o HFIMEH

FEIBEEMRSSH, (RAT AR — DR PR <6, X2 CasdoorFHHY & i & 8 o

Home > Communication Services > casdoor

, & casdoor | Identities & User Access Tokens ¥ - X

Communication Service

Search «
27 Give feedback

B Overview User Access Tokens let your client applications authenticate directly against Azure Communication Services. Easily generate User Access tokens for trying ACS features. Identities generated are
kept permanently.
& Activity log
Services
29 Access control (IAM)
Voice and video calling (VOIP)
€ Tags
Chat
X Diagnose and solve problems
=
& Quick start
Identity ‘ 8:acs:7f19cba5-66d0-4194-b061-1e 1a3ac6d68c_0000001a-6b97-e8f5-2c8a-08482200600c I ‘
& Sample applications
Events User Access token ‘ eyJhbGciOiJSUzI 1NilsimtpZCl61jVFODQ4MjE0Qzc3MDczQUU1QzJCREUTQONENTQOODIEREYyQzRDODQILCIANXQIOUYb INDRK1kd2M2N... [y ‘
Settings Token expires at 08/08/23, 12:37:47 AM

Keys

&k Identities & User Access Tokens
&= Push notifications

il! Properties

£ Locks

Telephony and SMS

#  Phone numbers

o KIEHSH

RIEFE S RIREIEE RS AR IS S,


http://localhost:3000/zh/

Communication Service

2 Search (Cmd+/)

[] LULKs

Tools
Keys
& |dentities & User Access Tokens

& Push notifications

Voice Calling - PSTN
# Phone numbers

.+ Direct routing (Preview)
SMS

= Short Codes (Preview)
Monitoring

@ Insights (preview)

Metrics

-

Diagnostic settings

B

Logs

o TRMHREUr

—I— Get rd

HRAtFUr UZIME RS - .

Communication Service

Number

sl
~1-833-920-3625 [Ny

: e054e27a-96e8-4cca-alcf-32717dcd303c [

Status

O Active

Data location

Manage keys

]ﬁ[ Release .,O\'_vJ Give feedback

Cost (monthly)

$2

https://casdoor.unitedstates.communication.azure.com
: United States

: Click here to manage keys

Build engaging communication experiences at scale

Azure Communication Services brings rich communication APIs to all of your apps across any device, on

IP Search ‘ « —> Move V [i] Delete &’ Give feedback
B Overview A Essentials
Activity log Resource group (move) : casdoor
”g Access control (IAM) Status . Active
€ Tags Location : Global
X Diagnose and solve problems Subscription (move)  : SFILA
& Quick start Subscription ID
& Sample applications Tags (edit) : Add tags
" Events
Settings

Keys

& Identities 8 User Access Tokens

any platform, using the same reliable and secure infrastructure that powers Microsoft Teams.

Learn more



At B Casdoorffit i

RIS BRI A IR R, £E SMSTUIR s AR FLIS S R T3

Name (@ : azure_acs
Display name (?):  azure_acs

Organization @ : admin (Shared)

Category @: SMS

Type @: A Azure ACS
ClientID ®:

Client secret (@ : ok

Sender number & :‘ +18339203625

Template code @) : enter the message you want to send

SMS Test (@) : +1

Provider URL (@ : @ https://casdoor.unitedstates.communication.azure.com
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] FL

{ECasdoort s LS B

AV NEFE: BPMID, BPUMME, S, MERRE, S50ERMS A
R ERUNR

AR e EEPRAR  RETHEN
Client ID AccessKey ID FEHY
Client secret AccessKey Secret A FHEHY
Sign Name Signature TR
Template code  Template code AT
o HE S 5 A

o AccessKey IDF1AccessKey Secret

BRBMMEATIERRE, Foadi“AccessKey Bll#EIDRISecret,


http://localhost:3000/zh/

a IFa

| FEERSHES

Q BE.. =8 I= PE: oL = oA B A W @ &K @

e TSR T 5 ]

(BxE] MEREERSZBERIEN

Arpn: IER / TABR

EEEETR

MFIIS OpenAPI FTEE(IF Frr&EEE

BURTEAE] 22:33'52 FAFusEES
RERE
TRIR EFRR(ERRSS, MIXEFFIE! BEBREAL
ETFMA0NIE TR, ST,
EE
gmEEsEo, RS
R ES
EEERMTFESA RIS
EEREREIE =

B A E AccessKey, FrIK1S T HMIAccessKey IDfIAccessKey Secret:

& Ira Q ®&x mE Im ICPEE &L 5 Ap E A B @ m% @
| efEnEE
® AccessKey IDRIAccessKey Secret EASAFIEZAPIE, S 520N, BEEERE,
FIFAccessKey BlEAccessKey
AccessKey ID AccessKey Secret v j=i=iEdz ] BIEAE BIE
LTAI4Fy4mVoMjAzCI5SmtSWn7 B ER 202075198 20:24:58 2020£7H11H 17:52:50 =B R

Go China

Go Globe

Analytics

Dashboard

Delivery Report

Messaging Logs

Bills

Resource Plan Usage

Short URL Statistics

System Configurations

General Settings

o MRS

Join the group chat to try new features.

Alibaba Cloud SMS prohibits illegal content such as illegal financial marketing, gambling, fraud, obscenity, pornography, and violence in a message. If you send a message that contains illegal content,
Alibaba Cloud will suspend your service and account according to Short Message Service Terms of Service. If your message is against the law, Alibaba Cloud will transfer evidences to the police, includi

but not limited to the personal information authenticated in Alibaba Cloud.

Signatures Mass N ing

@ Generally, signatures are reviewed within 2 hours. Enterprise or institution signatures are reviewed within 2 business days. Recently, a review process took about 1 hour on average. More time may
be required due to system upgrades or workload spikes. Business hours: Signatures are reviewed from 9:00 to 21:00 (UTC+8) every day, excluding statutory holidays. Thanks for your cooperation.

Select a review status VvV Search by signature Q Export Records Export
Signature Ticket ID Scenario @ Review Status Created At Actions

20020363534 General @ Approved 2023-07-26 13:15:49 Mass Messaging = Operation Records | Clone = Modify = Delete




Short Message Service Create Dedicated DingTalk Group Chat

E Scan the QR code to create your dedicated DingTalk group chat.
Overview
You can use the group chat to submit and modify signatures and message templates, and check whether the signatures and message ter

Quick Start & Delivery Test Join the group chat to try new features.

Go China
Go Globe
Analytics A
Dashboard Alibaba Cloud SMS prohibits illegal content such as illegal financial marketing, gambling, fraud, obscenity, pornography, and violence in a message. If you send
Alibaba Cloud will suspend your service and account according to Short Message Service Terms of Service. If your message is against the law, Alibaba Cloud w
Delivery Report but not limited to the personal information authenticated in Alibaba Cloud.
Messaging Logs . .
Byt Signatures Message Templates Mass Messaging

Bills
0 1. Generally, signatures are reviewed within 2 hours. Recently, a review process took about 1 hour on average. More time may be required due to system up

Resource Plan Usage hours: Signatures are reviewed from 9:00 to 21:00 (UTC+8) every day, excluding statutory holidays. Thanks for your cooperation.

2. Message templates provided by Alibaba Cloud SMS do not require submission for approval. However, you are still charged for message delivery.

Short URL Statistics
Create Message Template Select a template type VvV Select a review status VvV Search by message template name ¢ Q Tag Fil

System Configurations A
Template Name Tag Ticket ID Template Code Template Type Created At

¢ Verification Code 2023-07-26
m
casdoor Il 20020389144 SMS_462155126 Message 17:54:00

General Settings

Domestic SMS Settings

At B Casdoori it

£ FAE I B b A SE R FEIE SR T I,

Name @ : alibaba

Display name @ :  alibaba

Organization @ : admin (Shared)

Category @ : SMS

Type @ : Aliyun SMS

ClientID ®: LTAI5tFwxoA51CnSiQFyyPU5S
Client secret @ : o

Sign Name @ : casdoor

Template code @ : SMS_462155126

SMS Test @ : +86

Provider URL®: &
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Telegram

i Telegram{E-lCasdoorf BT &

HEXHTTP

1 B2 XHTTP{E N Casdoor i@ AR it

Slack

fH i SlackfE i Casdoorfyi@zIH it


http://localhost:3000/zh/

~] Google Chat

f#fiflGoogle Chat{E A Casdoor il AIE it

=] Twitter

FTwitter HECasdoorfim AR LT

=] Discord

FDiscord H{ECasdoorfiE A2t &
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LR
Casdoor ] PABCE A il F & fhi AP L mi A k1@ HITH .

HA, CasdoorsZfiZ MEHIRMLRT, LA ZCasdoorsz iR Htrs:

AR Logo

Telegram 0
HENXHTTP M

=l

Slack c.
Google Chat '
Twitter g
Discord a
Bark m
DingTalk e


http://localhost:3000/zh/

PR R Logo

Lark °

Line

Matrix [ matrix]

Microsoft Teams
Pushbullet
Pushover

Reddit
Rocket Chat

Viber

{8 @0 0 &

Webpush



A > EtR > @A > Telegram

Telegram
SR ARINAPIZ T

T, EFREETelegram EOIE—MKF, QK R, ENixBRBotFather, X2
— M HTF A EALEE A RILES A,

ZARERIYLEE A, #Ha4 /newbot :

/ BotFather &
i bot

Games

/mygames - edit your games
/newgame - create a new game
/listgames - get a list of your games
Jeditgame - edit a game

/deletegame - delete an existing game

usher
/newbot

BotFather
Alright, a new bot. How are we going to call it? Please choose a name for your bot.

usher
casdoor

BotFather

Good. Now let's choose a username for your bot. It must end in “bot". Like this, for example: TetrisBot or
tetris_bot.

020

usher
CasdoorBot

BotFather

Done! Congratulations on your new bot. You will find it at t. me/CasdoorBot. You can now add a description,
about section and profile picture for your bot, see /help for a list of commands. By the way, when you've
finished creating your cool bot, ping our Bot Support if you want a better username for it. Just make sure the
bot is fully operational before you do this.

®e

Use this token to access the HTTP API:
6531753859 :AAEJV6—fopILLyNa3mSn_H-dFIPO8VXwEto
Keep your token secure and store it safely, it can be used by anyone to control your bot.

For a description of the Bot API, see this page: https://core.telegram.org/bots/api


http://localhost:3000/zh/
https://web.telegram.org/
https://telegram.me/BotFather

EHINLES ARIZ A NENE: name Al username , GIENIZING, EHEIKEI—D APTS
f o

ER2 . FREUMIRID

TREERWIRID, i&# FRawDataBot,

usher

i
v [start
@_ RawDataBot
Chat ID : 56850249902

First Name : usher

Last Name : undefined
User Name : undefined

A3%3: filB Casdoor Telegramifit

HENEFE:: App Key, Content flchat ID, FESTelegramZ AR AN
e

e {ETelegram & R
Secret key  API Token

Chat ID Chat ID


https://t.me/raw_info_bot

IR 1t Telegram & FR

Content

Name @) : telegram
Display name @ :  telegram

Organization @ :  admin (Shared)

Category @ : Notification
Type @ : & Telegram
Secretkey @: | *o

Content (& : test

Chat D@ 5850249902 Send Testing Notification

Provider URL ) : & https://github.com/organizations/xxx/settings/applications/1234567
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HEXHTTP

@® #ix
Casdoor>c#f HE XHTTPI@EANHR A, r] AR B AR e FHT TPHIbE & X TH
=i

Pi% Yo}

fid'BiCasdoor HE X HTTPIE{ItE

A=DRETE: 5k, SEEHR, WA MBIRID

ey fifiid
VAREA 4% GET 8( POST /714,
SR URLEBESERIE T ARSE, R T ik,
N AR R AT R

Endpoint  fZRJHTTPHiE


http://localhost:3000/zh/

Name @ :

Display name @ :

Organization @ :

custom_http

custon_http

admin (Shared)

Category @ : Notification

Type @ ™M Custom HTTP

Method @ : POST

Parameter (@ : test

Content @ : test

Endpoint @ : http://localhost:12345

Provider URL @ : & https:/[github.com/organizations/xxx/settingsfapplications/1234567

FERRARBIT, S sEEE R i, IR TIXAMEK:

Listening on :12345...

Received a request:
Method: POST

URL: /

Body: test
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Slack
U381 FlE Slack

B, IRFEALESlack AP LAIEE— M H,  BURRINLIER A/ AT AT OAuthA RS
[El: chat:write, chat:write.public

Scopes

A Slack app's capabilities and permissions are governed by the scopes it requests.

Bot Token Scopes v

Scopes that govern what your app can access.

OAuth Scope Description

chat:write Send messages as @casdoor il

chat:write.public Send messages to channels @casdoor isn't &
a member of

Add an OAuth Scope

U2 0 IREMLES N H P OAuthifs ) 4 Ry
SJEID

SHI/RI) Bot User OAuth Access Token DAL RTHEI{# FH,



http://localhost:3000/zh/
https://api.slack.com/apps

/\ At least one redirect URL needs to be set below before this app can be

Features opted into token rotation
App Home
Org Level Apps Optin

Incoming Webhooks
Interactivity & Shortcuts

Slash Commands

Workflow Steps OAuth Tokens for Your Workspace
OAuth & Permissions These tokens were automatically generated when you installed the app to your team.
Event Subscriptions You can use these to authenticate your app. Learn more.

User ID Translation
. User OAuth Token
App Manifest NEw

X0Xp-5865439759200-5827199080935-5865457291440-67810c12dfcfae Copy ]
Beta Features

Access Level: Workspace

Submit to App
Directory Bot User OAuth Token
Review & Submit xoxb-5865439759200-5865457299776-2tbOAVTNPpG7vmLOg70FJS5t | Copy ]

Access Level: Workspace

Give feedback Reinstall to Workspace

Slack w
Help

Contact
Policies

Our Blog Redirect URLs

S HIVRAEE AT RISOERIOEID,  YRAT DA A 8 s o — IMIE HIE £ S5 K
IRBUIEID

(o casdoor v = W casdoor~
t P Brefefemh /1 Messages About
Home
+ Channels casdoor
o3 3t casdoor [ \ - - You added casdoor to this workspace.
DMs # general View channel details ’ £
g
o # random Copy name i
Copy link
. + Add channi
Activity Mute channel
Copy huddle link
* Directmes Change notifications
e - Y
— [ Usher Blow !
Star channel
Add cowor
v Apps Leave channel Configuration

+ Add apps



3. it ® Casdoor Slackifit#

H=EFE: App Key, Content, Flichat ID., FERS5SlackZEIRIXERL R:

R Slack™ir s

Secret key  Access Token

Chat ID Channel ID

Content
Name (&) : slack
Display name (2): slack
Organization ®@: admin (Shared)
Category (3 : Motification
Type @: .|" Slack

-~

Secret key (2):

Content (3): dont reply

ChatID (@) casdoor Send Testing Notification

Provider URL (3 : & hitps://github.com/organizations/xo/settings/applications/1234567
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Google Chat
S RIS R ERIASEDS

H T Enotify££ % %E|Google Chat M FH, WAt W= . HXGooglei FHFEHE
JSONEZFE, ESW: NABRINEIE WM TI/ER

jsond SRR

{
"type'": "service_account",
"project_id": "",
"private_key_id": "",
"private_key": "",
"client_email": "",
"client_id": "",
"auth_uri": "",
"token_uri": "",
"auth_provider_x509_cert_urtl": "",
"client_x509_cert_url": ""

}

323 il B Casdoor Google Chatifit¥

FETCER RIS B R



http://localhost:3000/zh/
https://cloud.google.com/docs/authentication/application-default-credentials

Name () google_chat

Display name (%) :  google_chat

Organization @ :  admin (Shared)

Category (@ : Notification
Type @: ® Google Chat
Metadata @) : {

"type": "service_account”,

. un
-

“project_id

“private_key_id": ",

Content () : test

Test Notification Send Testing Notification

®@:

Provider URL @) : @ https://github.com/arganizations/soc/settings/applications/1234567
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Twitter
i1 MtwitteraREUC B

B, TM—1Twitter FREIKS, EITEET T AEEE— D Twitter M H], S35 50k:
NI

SHIVRI APT Key A1 API Secret, Access Token 1 Access Token Secret

Developer
Portal Settings Keys and tokens

Dashboard
Consumer Keys

ﬁ%& Projects & Apps

Regenerate

Products [TEM API Key and Secret @ ® Reveal API Key hint

Account

Authentication Tokens

Bearer Token @ Revoke

Access Token and Secret ® Revoke ‘

Created with Read Only permissions

WIR2: FELTwitter ID

Twitter IDNREERIREN, PRATDOEIT —LE58 =77 THEIREL


http://localhost:3000/zh/
https://developer.twitter.com/en/docs/authentication/oauth-1-0a/api-key-and-secret#:~:text=The%20API%20Key%20and%20Secret,App%20requests%20are%20coming%20from.

o TweeterlD

e Twiteridfinder

B3 fitE Casdoor Twitterf2 it

BHMEFE: client ID, Client secret, Client ID 2, Client secret
2 flichat 1D, FESTwitterZ RIJLARUIT:

2R Twitterd 45
Client ID API Key
Client secret API Secret
Client ID 2 Access Token

Client secret 2  Access Token Secret

Chat ID Twitter ID


https://tweeterid.com/
https://twiteridfinder.com/

Name (@) : twitter

Display name @ :  twitter

Organization @ :  admin (Shared)

Category @ : Notification

Type @: ©) Twitter

Client 1D @ ovciqkv08CQ9pViofp7h3FtTo

Client secret @ :  ***

ClientID2®: 1465983076912492549-1YxffAckmgEHBkVot741xUCq201RHg

Client secret 2 (z) 1 ***

Content @ : test

ChatID @ : 1465983076912492549 Send Testing Notification

Provider URL(® : ¢ https://github.com/organizations/xo/settings/applications/1234567
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Discord
$121: MDiscord3kB2

BJE, EMDiscordFE#HTTH, QIE—MIrRINMARER, FHE"Bot &I FIHITACE.

S HlVRBot token

Bot (.. ]

SELECTED APP

q Bring your app to life on Discord with a Bot user. Be a part of chat in your users' servers and interact with them directly.
casdoor

SETTINGS
A General Information A new token was generated! Be sure to copy it as it will not be shown to you again.
‘\ OQAuth2

Build-A-Bot

*’ Bot Bring your app to life by adding a bot user. This action is irreversible (because robots are too cool to destroy).

B Rich Presence ICON USERNAME

casdoor
\& App Testers @

Reset Token

Authorization Flow

These settings control how OAuth2 authorizations are restricted for your bot (who can add your bot and how it is added).

PUBLIC BOT

Public an be added by anyone. When unchecked, only you can join th

IR0 . IRPUWIE

S VRAEE AT R RISOERISUEID,  YRAT DO A5 8 5 i 0E HE £ EHlE 10 AR
BUIUEID


http://localhost:3000/zh/

casdoor Bil= casdoor RIRIEF

5 come to #casdoor!
he start of the #c hannel. Bl casdoor IR

%3 filB Casdoor Discordfdfit#

B=E1EFE: App Key, Content, flchat ID., FE5DiscordZ[RIFJEZR
T

% 1ESlacksPr&FR
BEA i

WIRID  HEID



Name (3 :

Display name @) :

Organization (3 :

Category (D :

Type &:

Secret key (3 :

Content 3

Chat 1D @

Provider URL (%) :

discord

discord

admin (Shared)

MNotification

M Discord

test

1146715329133821972

& https://github.com/organizations/xo/settings/applications/ 1234567

S Testing Notification
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fECasdoor IR E —MEEFE AL DA L& fF

AR GE

i A S 22 GE1F 9 Casdoor Y7 fif e it

Amazon S3

fEfiAmazon S31ElCasdoorfFEHEAtHE

Azure Blob

/] Azure Blob 1ElCasdoorffZETE AR
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=] Google Cloud Storage

f#fiflGoogle Cloud Storageff A Casdoorf 72 s

=] MinIO

fHFMInlOfE A CasdoorflIfE iR

=] BB 0SS

{5 FH Bl R < O SSTE N Casdoor Iz BT A R

| IEIR=COS

B ACOSTE N Casdoor i TR A

=] Synology NAS

f#F Synology NAS{E#yCasdoorfi 17 figHe ki
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FHRFH R 2R R AR

Casdoor>( MM : AN =, FEAESN, (RS — M EETR
H DA X LRSS

Wi

o HPFURID: HRFIERAE R —RIAR,

o BFUnEH: HACasdoorfl A2 MBS HIEMZ 22 1H,
o Ntk BIFMEARSSHIAFLURLEUEAS,

o Ntk (M) ZAFMEIRSSHIPAEREAAR URLEUSR A
o BRTERISE: SCANBRIRTERTS,

OX5:!
BRIAMY BEIRATAR 2" BIAN, M BRI NN, — DERAR SRR :

https://cdn.casbin.com/casdoor/avatar.png

fRA] PAH"abed/xxxx"EHFEE, RS IRATDAE BA M B EIREI L&

https://cdn.casbin.com/abcd/xxxx/casdoor/avatar.png
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o fEfifibi: T IFRIEBIRRI A 4
o WA IRIY=AEMERICDNAY B2 XA,
o XINID: HIFHEE R MEIRSS AT E LR O DX HIAR ALY,

A E
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P2

FA1ZFFAWS S3, Azure Blob Storage. MinlO, FHA0SS. MEIRACOS, I HFkA]
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AR PF 2R Gt

OX5:!
AR GiTR L K fECasdoorfy files XA RHFEE HAERI S,

flan, XH4ERICasdoorfi T /home/user/casdoor HEN, &R H-BIEMEE
/home/user/casdoor/files X3k,

At B Casdoorfidfit#

Name () : localfile

Display name (@) : localfile
Organization 3 : admin (Shared)
Category (@ : Storage

Type @ Local File System
Path prefix @) :

Domain @) :

Provider URL(®): &

Path prefix BN BTN, ErDRIEFZRES, £ Rk, &


http://localhost:3000/zh/

DA 2y BSOS B ST Xl

IS

Path prefix @ : images

B3 casdoor > [ files »

JCHISE

Path prefix @ :

—
08 images

B3 resource > B3 built-in » B8 admin > = withPrefix.png

88 casdoor > B files > B resource > @ built-in > B admin > & withoutPrefix.png



N > EME > fE >  AmazonS3

Amazon S3

Q@ #ik
XFE—"1Amazon S3HHI+,
1 N g AT

ety BT HTEAmazonizE il & eI IRZIERY access key ll secret

access key,

M AR A7 (it

FESS B AR BRI, B )32 FELLE IO PR A7 B K


http://localhost:3000/zh/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to all your 53 buckets and objects is blocked, turn on Block all public access. These settings apply only to this
bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure
that your applications will work correctly without public access. If you require some level of public access to your buckets or objects

within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

() Blogk all public access
Turrjing this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

— [ |Block public access to buckets and objects granted through new access control lists (ACLs)

S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to 53 resources
using ACLs.

— [J |Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckets and objects.

— [] [Block public access to buckets and objects granted through new public bucket or access point policies
S3 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to S3 resources.

— [J [Block public and cross-account access to buckets and objects through any public bucket or access point
policies

S3 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and
objects.

G R A PO AEACLsE R .



Object Ownership

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership
determines who can specify access to objects.

ACLs disabled (recommended) © ACLs enabled

All objects in this bucket are owned by this account. Objects in this bucket can be owned by other AWS
Access to this bucket and its objects is specified using accounts. Access to this bucket and its objects can be
only policies. specified using ACLs.

/A We recommend disabling ACLs, unless you need to control access for each object individually or to have the
object writer own the data they upload. Using a bucket policy instead of ACLs to share data with users
outside of your account simplifies permissions management and auditing.

Object Ownership

O Bucket owner preferred

If new objects written to this bucket specify the bucket-owner-full-control canned ACL, they are
owned by the bucket owner. Otherwise, they are owned by the object writer.

Object writer
The object writer remains the object owner.

@ If you want to enforce object ownership for new objects only, your bucket policy must specify that the
bucket-owner-full-control canned ACL is required for object uploads. Learn more [

Cancel Save changes

At B Casdoor

e fEAmazonH 4Pk BB

Client ID Access key A
Client secret Secret access key W&
Endpoint Endpoint WA

Endpoint (intranet)  VPC endpoint



R fEAmazoni4FE  REDE
Bucket Bucket name NEE
Path prefix
Domain CloudFront domain
Region ID AWS region B

HEXREEE, EFEM E—2m access key #l secret access key ZKEXf’ client
ID flclient Secret, M&AIPASHE AL LDIRENE K endpoint FFIVE R WIulmG A


https://docs.aws.amazon.com/AmazonS3/latest/userguide/WebsiteEndpoints.html

Name @ : awss3

Display name ®:  awss3

Organization @ : admin (Shared)

Category (@ : Storage

Type @ : AWS S3

Client ID ®: AKIAYOMMXHVZC5CHBPNR

Client secret @ : bk

Endpoint @ : http://kininaru.s3-website.ap-northeast-1.amazonaws.com

Endpoint (Intranet)
®@:

Bucket @ : kininaru

Path prefix @ :

Domain 3 :

Region ID @ : ap-northeast-1

Provider URL @ : &

(n[i%) fERVPC

B0 ASEE T R TR E . J@ITAWS PrivateLink1/i M AWSHRSS

(nJi%) f¥iHCloudFronts;%k

TS RYEE B CloudFront: & CloudFront

AT, AR 0 R84,


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html

Endpoint @) : http://kininaru.s3-website.ap-northeast-1.amazonaws.com

Bucket @ : kininaru

Path prefix (@ :

Domain (@ : https://d20zlk9foisfk0.cloudfront.net

Region ID (@) : ap-northeast-1

Provider URL(®): &



N > M > fEE > AzureBlob

Azure Blob

Q@ #ix

XE—"Azure Bloblfil+,
o A —A Azure storage Mk F7,

1. %EF:Azure Blob

1%4% Azure Blob TE N TEEZRAY,

Edit Provider Save Save & Exit

Name @ : provider_ftfzes

Display name @ :  New Provider - ftfzes

Category @ : Storage
Type @

Local File System
Client ID & y

AWS 53
Client secret @ Aliyun OS5

Tencent Cloud COS

Endpoint & :
P ® Azure Blob I

ko . fECasdoor s HERS R

HEHE Y MMEFE: Cclient ID. Client secret. Endpoint FlBucket

Azure Blob K G R e A0

5


http://localhost:3000/zh/
https://docs.microsoft.com/azure/storage/common/storage-account-create?tabs=azure-portal

TR Azure %R A i)

Client ID AccountName W
Client secret AccountKey AR
Endpoint ContainerUrl WATRH

Endpoint (intranet)  PrivateEndpoint

Bucket ContainerName  EH
Path prefix

Domain DomainName

o NKFIAFR

AccountName FLEVREIKF %0
e AccountKey
AccountKey sE/& ViR Azure APIRYZEH,
@ wi

&0 AMAzZure[ TP " Access Keys" &8 RBUE I 24H, %8k T IERAF
f B A T AR o



o casbin | Access keys

Storage account

| £ Search

B2 Storage browser
& Storage Mover
Data storage

= Containers
4 File shares

M Queues

E2 Tables

Security + networking
& Networking
4 Azure CDN
Access keys
@ Shared access signature
£ Encryption

@ Microsoft Defender for Cloud

Data management

e ContainerUrl

® Set rotation reminder O Refresh ,@ Give feedback

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

Remember to update the keys with any Azure resources and apps that use this storage account.
Learn more about managing storage account access keys

Storage account name

l casbin ) ‘

key1 () Rotate key

Last rotated: 2023/7/22 (0 days ago)
Key

H Show I

Connection string

H Show I

key2 CD Rotate key

Last rotated: 2023/7/22 (0 days ago)
Key

g ‘ I Show

Connection string

1B ANE 288 IR EX ContainerUrl,



1" default | Properties
1

Container

‘/O Search | & () Refresh 2 Give feedback

1 Overview

NAME
/2 Diagnose and solve problems

default
fa  Access Control (IAM)

URL

Settings

https://casbin.blob.core.windows.net/default

% Shared access tokens

Access policy LAST MODIFIED

T : 7/22/2023, 5:18:03 PM
|1l Properties

@ Metadata ETAG
0x8DB8A948D644055

o (A]J%) PrivateEndpoint

Azure Private Endpoint2—1MUIRE, VFRrAzureiR551EH#E|Azure EHIMZE (VNet)
IFAE T, AT ASEE T Azure SR TECE . FAH i il &

e ContainerName

X, B T — P4 default FUBRIA A 2=,


https://learn.microsoft.com/zh-cn/azure/private-link/tutorial-private-endpoint-storage-portal

Home > casbin

== casbin | Containers =
=

Storage account

l,O Search (Ctrl+/) I « + Container E] Change access level

) Restore containers v O Refresh

]E Delete

Overview | Search containers by prefix

L ||

Activity log
Name

[ slogs
Diagnose and solve problems

]
Access Control (IAM)

Data migration

Tags

T e

‘l

© Events

B Storage browser (preview)

Data storage
4 File shares
M Queues

BH Tables

o (AJIZE) Bk

EZERIAZzUre CDNARF H & 4

Home >

& fd-profile 2

Front Door and CDN profiles

P search (Ctrl+/) « &- Purge cache (D Origin response timeout  [i] Delete () Refresh

® Overview A Essentials.

& Activity log Resource group (move) : default
Staty A

A Access control (IAM) atus ctive
Location Global

¢ Tags

2 Diagnose and solve problems

move)  : Visual Studio Enterprise

Settings Tags (edit) Click here to add tags
» Front Door manager
B Domains Properties  Monitoring

< Origin groups

= Endpoints
B Ruleset ”
Endpoint hostname endpoint- hthdeebgcbdzc2ex 201.azurefd.net
@ security poicies © Provision succeeded
@ Optimizations @ Enabled
T Secrets

@ Security policy

25 Properties
8 Locks
Analytics
& Origin groups

Origin group name default-origin-group

B8 Reports

Monitoring © Provision succeeded

Name : fd-profile
Pricing Tier Azure Front Door Standard
Front Door ID f2f8e27a-12ff-4412-9d21-bc583a034f8b

Origin response timeout : 60 Seconds

ES custom domains

Domain name
@ Provision succeeded
@ Validation approved

@ Routes
Route name default-route
(endpoint- @ Provision succeeded

hthdeebgcbdzc2ex.201.azurefd.net) © Enabled



SPR3: RFEIACE

RGN :

= casbin | Containers %

n default | Properties
Container

PRAE S RT ATE AR B AR 7 T Azure Blob /£ ik 55



A > EHtE > f## > Google Cloud Storage

Google Cloud Storage

Q@ #ik
X 2—""Google Cloud Storagefifi] -+,
(e fE 7t e s AT

HHESCAY: Cloud Storage Authentication fEGCPHi & H Il — N BEAA IEFE IAMAY
R Kifilalbucketdy ARSS Mo

At B Casdoor

Eq Google ¥4 Fi BLAS R
Service Account JSON  Service Account Key 7%
Endpoint Endpoint

Bucket Bucket name AT


http://localhost:3000/zh/
https://cloud.google.com/storage/docs/authentication?hl=en#service_accounts
https://cloud.google.com/storage/docs/access-control/iam-permissions
https://cloud.google.com/storage/docs/access-control/iam-permissions
https://cloud.google.com/iam/docs/keys-create-delete

Name @ : googlegcs

Display name @ : googlegcs

Organization ®: admin (Shared)

Category @ : Storage

Type @ : £ Google Cloud Storage

Service account  {"type":"service_account","project_id":"casdoor-sample","private_key_id":"sample-key","private_key": END PRIVATE KEY--

JSON @ :

BEGIN PRIVATE KEY-----! \nsample-private\n-

n""client

Endpoint @ : &

Bucket @ : casdoor

Path prefix @ :

Provider URL®: &



N > BMtE > FHE > Minlo

MinlO

Q@ #ix

IX SN AT L B Minl O L i AU~ 51l

MinlOJ2 —/~5 Amazon S3 AR5 APIGRAR R PEREN RAF#RSS

11 EHEMInIORSS
B, HEEHATLSHIMINIONRS ., &En] AMIESIEIRE APTHEAL

2 Windows PowerShell

@haiwu » MinIO .\minio.exe server E:\Extra\MinIO\data\

MinIO Object Storage Server
2015-2023 MinIO, Inc.
GNU AGPLv3 <https://www.gnu.org/licenses/agpl-3.0.html>
RELEASE. 2023-06-29T05-12-28Z (g01.19.10 windows/amd64)

1 Online, 0 Offline,
https://10.28.169.183:9000 https://127.0.0.1:9000
Mif10aamLn
minioadmin

https://10.28.169.183:9001 https://127.0.0.1:9001
minioadmin
minioadmin

https://min.io/docs/minio/linux/reference/minio-mc.html#quickstart
$ mc.exe alias set myminio https://10.28.169.183:9000 minioadmin minioadmin

https://min.io/docs/minio/linux/index.html
Warning: The standard parity is set to 0. This can lead to data loss.



http://localhost:3000/zh/
https://github.com/minio/minio

OBJECT STORE « Access Keys FI

User

Create Access Key © Learn more about Access Keys

B Object Browser

Create Access Keys

Access Keys Access Key 183 ulqg2f670riSmmTnphPA

Documentation

SecretKey ° Access Keys inherit the policies explicitly attached to the parent user, and the
policies attached to each group in which the parent user has membership.
Administrator Restrict beyond user policy oFF
P Assign Custom Credentials
. o rther re ess Key acce et of the acti esource
B Buckets r ! ) "
Randomized access credentials are recommended, and provided by default. You
may use your own custom Access Key and Secret Key by replacing the default
° values. After creation of any Access Key, you will be given the opportunity to
view and download the account credentials.
@ Identity
Access Keys support programmatic access by applications. You cannot use a
R Access Key to log into the MinlO Console.
(@) Assign Access Policies
You can specify an optional JSON-formatted 1AM policy to further restrict
Access Key access to a subset of the actions and resources explicitly allowed
for the parent user. Additional access beyond that of the parent user cannot be
Site Replication .
implemented through these policies

Settings You cannot modify the optional Access Key 1AM policy after saving.

Subscription

$B=, fI& Bucket,

OBJECT STORE « Buckets
ErE

LICENSE

B Oblect Browser S create Bucket & Buckets
) MiniO uses buckets o organize objects. A bucket is similar to a
REICR | Bucket Name* aodoor | l folder or directory in a filesystem, where each bucket can hold an
L — arbitrary number of objects.
View Busket Naming Rules.
Features Versioning allows to keep multiple versions of the same object
under the same key.
EEEes Versioning oFF Object Locking prevents objects from being deleted. Required to
Obiject Locking OFF support retention and legal hold. Can only be enabled at bucket
e creation.
oFF

Quota

@ Identity L M
. Quota limits the amount of data in the bucket.

@  Monitoring

Retention imposes rules to prevent object deletion for a period of
Events time. Versioning must be enabled in order to set bucket retention
policies.

Subscription

License

@ Health

®  Performance

o2 fECasdoorH il — /4 MinlOF{it

ZHIEE.

PfEFECasdooril#—PMinlOfe iR, HE



e {EMInIOP YA PR

Category %% storage
Type %EFEMinIOo
Client ID M BR1IRELH Access Key

Client secret  MPERVIRENY Secret Key

Endpoint MAPBRVERER ) APTHubE
Bucket M BRIZREL A Bucket

BPR3: RN MInl o171tk 55

PRAE S AT ATE A B B AR R FIMInl O AR 55



> RHtE > FhE > PFIEZROSS

Q@ #it

XM = 0SSHIFF.
AccessKey AT AE M X FR 17 1] B = APIHY 258,
FhlldAccessKey, THIZIEMN H = T/EE BB RAERAE,

% PR, BIEOSSHRS:

2l Bucket @ plr=fEE

I&: Bucket BIZRLINE, ‘SFMAE FEEE, XH, FREAEE AGSER,

Bucket =R mycasdoor 9/63@
B #ik2 (IE=R) v
HEEXENZANALIEE; ITHEATFEEXE, BEEnE,
Endpoint oss-cn-beijing.aliyuncs.com

fECasdoor 1 B'5 REAY BIFRAF


http://localhost:3000/zh/
https://help.aliyun.com/document_detail/53045.html

Name @ : provider_storage_aliyun_oss

Display name @ :  Storage Aliyun OSS

Category @ : Storage

Type @ : Aliyun OSS

Client ID @ LTAlxFoNpNAnPoiT

Client secret @ ok

Endpoint @ : oss-cn-beijing.aliyuncs.com
Endpoint oss-cn-beijing-internal.aliyuncs.com
(Intranet) @ :

Bucket (@) casbin

Domain (@ : https://cdn.casbin.com/casdoor/

Provider URL(®) : ¢ https://oss.console.aliyun.com/bucket/oss-cn-beijing/casbin/object

SEEAE T DACE A B B AR e (o P Bl B = A AR 55



> Rt > fFiE > BW=COoS
isIlACOS

@ wi

XE— MR COSHIB T

{ECasdoorf s HE K5 E

BRNNETE: BFURID, RBFWEH, We, fEigW, fXsio, S5BIR=COS
[ISRESPSIVE S Y IMNE

PR fERETR PR BRI

Client ID Secretld yiss
Client secret  SecretKey =
Endpoint Endpoint s
Bucket BucketName =&
Path prefix

Domain CDNDomain
Region ID Region yss


http://localhost:3000/zh/

MR = COSTE &

« SecretldfiSecretKey

ThiEEE

s
WA AL

BF

Re

SHRMHB

58]

APIZZAEIE

o Ui,

& BRE

R

APIZAEHE

O =R

* 186 API BEEAREOIKS SHMATREHR, ERENE APl A DURERE THFFEBIMERIR.

* ERIERA TLS (R2EMENN) BAT API ERENK, BNERA TLS1.2 RIU ERE
* AEABRAERAL (KMS) ARBAH—SRIPAPIEH, RARSY, HAFTSEKMSRIPFBHARETE 2

fEMRRT
* TAPIZSARMWEENZS APHERNERRIE. ATEREREAZAPI BRERES, SEERERHE 2
* BTN EIERE—RERBARRAT API_V3.0 EOMAE, LAEREHMBEIPRETER, MORERTERMAAMEA.

bt ]

BUERESE

[Secretid]AKIDAAIMUNrJINBGHIBMLIENSWbheNF7MVeic 1

SecretKey:[***** & 7

1319606438 2023-07-22 19:01:...

BucketNameRf1[X I

N2 HEKS

KEAKS

* ATEOMFARS RS, BXEREFNEHERES, B2BIEEAR (W0 GitHub) EERESZENBHAER. BIVESRESAEHRE 2

2023-07-22 22:09

IR

< REHESI®R

&

£
&

XHFIR

EhiRE

HREE

HESERER

BHAREE

HIRLIE

E55IeR [

BiEkiz

R

(AT3Z)

casdoor-1319606438

S

€ [B#AHL] THASEREAME.

FBEECMETEOT T EME, FXNE (WENNER) MESE, MEHHHERE,

REEE e v

HEME v e KRRRE ¥

4 0 0 B . KB
X 1 0.00% BHER 1 0% FARKEO0B

BREREMW 1+ 0% KREABH + 0%

BEFER HEER

ERTERERR

AARERE v

126

b BBERE 0%

1319606438.c0s..

casdoor-1319606438 [ (77f&fE7 nttps:
— 3
RS M (RE)
3
BR8] 2023-07-22 18:57:50 *FR
=
SRR RS KFRB

B ERERIFA

CDNDomain

myqcloud.com f

RS

¢

<

FEAIBEEE H# TR



R AZH BT A TACE . BCECDN

fit B Casdoorf fit i

HlEEE APIEAER

Name @ tencentcos

Display name @:  tencentcos,

© =m2uz

AR,

RFRERER

AP %S

« IEAREWEAS (KVS) SABEA SRPAIEE, BARSE, HETSEMSRPRABERHA

EREAES,

e 3.0 20T

-

Organization @:  admin (Shared)

Category © storsge

Type ® Tencent Cloud COS |

Client I.® AKIDAAMONTINEGH BmLIENSWEheN7MVeic _ .
Client secret @: —

Endpoint © casdoor-1318606438.c05.ap-guangzhoumyacloud.com

Bucket @ casdoor-1219606438

Path prefix

Domain @

Region 1D ® ap-guangzhou

Provider URL @

ApPID

oot AKDIAMUNGHTLENSWEheN TV s

« EE casdoor-1319606433

2023.07-22 1901, 2023-07-2222:00

a RREUREAGSH R RSE, FEHRE (SRR RESY. ARHBHINE, ATE (AAGO] FRARAENE,

"
REEE  wsow M
e

P

B wum
zewn 0s
e

aasEEEn

maws 02

casdoor 1319606438 1
am)_fop-guangaton
mEnn

#s5ImR 0O

ms

3.72 126,

Pitpscasdoo- 1319806438 cos.ap-guangzhow myacioud.com 1
ox

ox


https://cloud.tencent.com/document/product/436/18670#.E5.AF.B9.E8.87.AA.E5.AE.9A.E4.B9.89.E5.9F.9F.E5.90.8D.E9.85.8D.E7.BD.AE-cdn-.E5.8A.A0.E9.80.9F

A > iEHtE > f## >  Synology NAS

Synology NAS

@ wi

X2 —1Synology NASHIfI+,

{ECasdoorf s HE K5 E

HENETE:: client ID. Client secret flEndpoint., 5Synology NASHH
FRSPVA Y (1

R s arE 2%
Client ID Secretld yiss
Client secret  SecretKey =
Endpoint Endpoint =
Bucket
Path prefix
Domain

Region ID


http://localhost:3000/zh/

fitt B Casdoorf fit i

Account

Quota

Name:
Description

New Pas;

#1oy language System default

8 identity ® Business &Payments @ Admig

© Authorization

@ Casdoor o rome & Logging & Audiing

5 User Management

Enable 2-step verification

2-Step Veri

att provider

Account Activity

Name ® providersynology

Display name @ New Provider - synology

Desktop

Personal ?-x
Email Account | Others password_is_xi
AccessID
AccessKey @ e
© shutdown
i about
B ® Logout

View your account activty,including current connections, trusted devices, and login istory.

o
Organization @ buitin
Category @ Storage
e ®: B syncioay | @ synoiogy A
N R | eneE

Cient0® [pT—

QfE B smL@EE  owEwoL & 00
Clentsecret | mrda = Wk He  poie woL

4 ‘ M-Manual B#E 00:11:32:2C:A6:03 6.1.7-15284 DS3617xs ABODN02468 —

Endpoint @ @ http: 2:5000

‘ Endpoint: http:/169.254.0. http/https port of Synology is 5000/5001)
Bucket @

|
Path prefix @ ‘

Provider URL®

]

& hitps:/github.com/organizationsxox/settings/applications/ 1234567

MREHREARTIL, WERBLERT.

R ASH BT O TRCE . BERE

#3431 5 Synology FR5 28


https://www.synology.cn/zh-cn/support/developer#tool

A > M > SAML

SAML

LR

EFHR B SR SAML 2.0 UM S iR BERg IS 17

HE X

FCEERISAML H & SR LR

Keycloak

{4/ Keycloak 3&1FFH -

L SN DEER

{5 BT B EL B2 = |DaaSHEA T FH - S A §a ik


http://localhost:3000/zh/

N > it > SAML > R
Wb
Casdoorn] PABLE N #5: FH F # £ SAML 2.0/94ME SR i i S & =2 Ul, 15

HECE A, Casdoor WATEEEAT - B FEIE,

IAE, Casdoor>cHZ "SAMLN AREF#R LR, 1EIRNE|Casdoor/m, R ELEIIER
REE ST 2R, BAN2Casdoor KT LR -

MEEEZIDaaS Keycloak HEX

Ccd (4)

ok

o SRR (IDP) ——f#f7 & 1 EdiEF 11 Cassdoori@ & 3 FIIAUEAR 55 Bk
%O
o MRE5TEMR (SP) - [k PR BEBRIRATARSS, fERXAMEDL R, 2Casdooril

o

o HIRHTEE RS —H Pt & h I SAMLINT S HITH 534

i

SAML R T E 73X

L FHSAML SSOIY, HIFisid Bk rixCasdoor, TMILHF R LIEL#ES


http://localhost:3000/zh/

Display target resources

A

N = Y
Casdoor, HRIENUTEZE,
:Browser :SP :IDP

Usler Request target re$ources (via browser) ‘

' i Generate SAML request url 'E ;

' L Redirect to IDP SSO service :

' h ; >

; ; E : Parse SAML request

i E Identity the user E ‘E

E i P Response with XML form (via SP) '

' € ' ]

E . Redirect to /api/login g H

' . » '

E ! Parse and validate H

' E SAML response ;

E . Response target resources 1



N > M > SAML > HEX

H € X

Casdoor>Z B ESAML H & i fitrs, &n] DA CasdoorfE ARG 1R LR (SP) 1%
FATA 2 SAML 2.00MX A B2t (IDP) o

IR SREUDPIV L

B, EBFERERBUDPIITERE, X2 —PH TR IDPIR LAY ARSS IEL B (S ERIXML
., EFEZEA4EEntityID. SSO Endpoint FHER.

—LEIDP, UlKeycloak, FFZESPIEERIRMTEdE, &nlPiz=% cHKeycloak,

f&n] DA oktadevakiIASAML B E AR MRS, 1X2tddE.,

%2 B SAML HE XMt

IREIDPHITTEES, AlE—PSAMLEE SR EERIFHEE RERIE R,

FE iR
Category 7 sAML
Type IR Be X

Favicon.URL IDP logofJURL


http://localhost:3000/zh/
https://idp.oktadev.com/metadata

TB ik

Metadata IDPHYTTEE

SRJG i @t 15, Endpoint. IdP. Issuer URL. SP ACS URL ISP Entity ID
KA shfgt .

Name @ : saml_custom_provider_oktadev
Display name @ : saml_custom_provider_oktadev
Organization @ : admin (Shared)

Category @ : SAML

Type @: @ custom

User mapping @ : DO:

Username @ :
FirstName

Display name @ :

LastName
Email @ :
Email
Avatar @ :
Favicon @ :
URL®: @ https://cdn.casbin.org/img/social_okta.png
Preview:
ClientID®:
Client secret @ :
Sign request @ : _
Metadata @ : <EntityDescriptor xmIns="urn:oasis:names:tc:SAML:2.0:metadata" entitylD="urn:example:idp”>

<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.O:protocol">
<KeyDescriptor use="signing">
<Keylnfo xmlIns="http://www.w3.0rg/2000/09/xmldsig#">

Endpoint @ : http://idp.oktadev.com

1dP @ MIIDPDCCAIQCCQDydJgOlszqbzANBgkqhkiGIWOBAQUFADBgMQswCQYDVQQGEwJVUzETMBEGATUECBMKQ2FsaWZvem5pYTEWMBQGATUEBXMNU2FUIEZyYW5jaXNjbzEQMA4GATUEChMHS
Issuer URL @ : urn:example:idp

SPACS URL®: /api/acs

SP Entity ID ®: /api/acs

Provider URL ®: %



&5, BSAMLHEE IR AR EI N 71 Providers ,

Providers @

Providers
Nome

888 8

888 8

888 8

AAAAA

00OH 4



A > R > SAML > Keycloak

Keycloak

JBoss Keycloak R4t — 1N ZMHEHNHIRERSMER RS, XFHEidSAMLIIOpenID
Connect5NHRFEM, EIET PAENEMIZMR (AILDAPsHMSAMLEZAER) F1
X FiSAMLELOpenID Connectf i LR 2 [BIHY & 3 EIET T,

XIE—AURA, BRI EKeycloak HEC EHTHE Fimsk H, HAECE Casdoorff e,
PASCVFIEIT Keycloak Bt B % T 17 R A BR A Keycloak FH P A TU I SR

Configure Keycloak
XXM, LEFATME L DA A BRI :

BRI AR IEAE A DI & 155181 T Casdoor, Casdoor UIRJ1E

http://localhost:7001 44KEY, ARZ5ESAILE http://localhost: 8000 ZbIRER,

HRAE TR 25 o & Y Y URL,

o [RIZIRIFAEAHIZITKeycloak, Keycloak UIRJFE http://localhost:8080/auth
W ERTS

o TEMFEMN B, FHTILEREAISPACS URL¥Z: http://localhost:8000/api/

acso

o FAHISPIARIDFEEFHAHIEIAJURL: http://localhost:8000/api/acs.

SERT DAME RTBOARIIUR, - 03 G — i s


http://localhost:3000/zh/
https://www.keycloak.org/

IEKEYCLO

Select realm Add realm

Import lect file 51
Name Casdoor
s [
@AKEYCLO 2 Ad
Casdoor
General  Login  Keys  Email  Themes  Localization  Cache  Tokens  ClientRegistration  Client Policies  Security Defenses
* Name casdoor
Display name
HTML Display name
Fronten d URL
Enabled [ on |
User-Managed A OFF

Endpoints OpenlD Endpoint

SAML 2.0 Id:

{ Keycloak Hisimzs Fumsk H

OX5:!

fXKeycloak ClientsfYBE Z1F4I{E R, 1EZHKeycloak 4,

FESE R T i SR G s G RE] BRI e DU, AR DA R RIHE TR

o %) ID: http://localhost:8000/api/acs - JX¥ /& AGTE Casdoor Bt '8 H{#
FIRY SP SKID,

e Client Protocol: saml.
o ZFUHSAMLIM: http://localhost:8000/api/acs - IXMNURLEIRAHEA

Keycloakfli55 a3 Z X SAMLIGE K FINA AYHE 75, 18, WA — A48
SAMLIFRIJURL, % Uim A3 BT el DA E 2 TNURL,


https://www.keycloak.org/docs/latest/server_admin/index.html#_client-saml-configuration

AKEYCL 2 Admin

Add Client

eeeeeeeeeeeeee

i Save (BRfF) o MBIERIEZ PR R BeE Rk,

AN 2R ER—H#

-, .
N RN ,C)

© © N O 0 kM WD

4K - casdoor . X HH T1EKeycloakH F 5t H A Keycloak F F R K Y44
FRo  JEA] DAE AT BRI T

2 - & on,

13 Authn iE4) - 1548 on,

BB - %% on,

BHWIE - B of f,

IEWS - 15 off

WRF A - R of f

il A FRIDAI - 1EEE on,

8 1D 183X - 1EHE username

AXEEM URI - #5410 http://localhost:8000/api/acs .

. Master SAML 4Bl URL - http://localhost:8000/api/acs.
. K RIAYISAMLG R BL E

i. AIHBERERS AT EURL - http://localhost :8000/api/acs .
ii. A RERS EERYFEURL - http://localhost:8000/api/acs



RIFZICE,

AKEYCL 2 Admin

httpi//localhost:8000/api/acs

Casdoor

Http://localhost:8000/api/acs

- Roles  Client Scopes Mappers Scope Sessions Offline Access Clustering  Installation
Realm Settings
Clients
Client ID hitp://localhost:8000/apifacs
Client Scopes
Name Casdoor
Roles
Identity Provic Description
User Federati Enabled m
Always Display in Console OFF
Consent Required OFF
Login Theme M
iors Client Protocol saml v
Events Include AuthnStatement [ on |
Import
Include OneTimeUse Condition OFF
Export
Force Artifact Binding OFF
Sign Documents [ on |
Optimize REDIRECT signing key OFF
lookup
Sign Assertions OFF
Signature Algorithm RSA_SHA256 o
SAML Signature Key Name KEY_ID M
Canonicalization Method EXCLUSIVE v
Encrypt Assertions oFF
Client Signature Required OFF

Force POST Binding

OFF
Front Channel Logout [ on |

Force Name ID Format

Name ID Format username v
Root URL
Valid Redirect URIs http://localhost:80 s -
+
Base URL
Master SAML Processing URL http://localhost8000/api/acs

IDP Initiated SSO URL Name
IDP Initiated SSO Relay State

v Fine Grain SAML Endpoint Configuration

Assertion Consumer Service POST http://localhost:8000/api/acs
Binding URL
Assertion Consumer Service http://localhost:8000/api/acs

Redirect Binding URL

Logout Service POST Binding URL

Logout Service Redirect Binding
URL

Logout Service ARTIFACT Binding
URL

Artifact Binding URL

Artifact Resolution Service
> Advanced Settings

> Authentication Flow Overrides

m Cancel
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NERIEREER BauthniE K, EHRZEEHZ P mEAERIET, H LML H AN
HIUEFS, fECasdoorHHEHIIFRAHATIET, token_jwt_key.key #
token_jwt_key.pem, fiTobjectH3kH, TEKeycloakH, EFRE S d&HILE
Wi, mRdiSAH, SRR SOVIESPEM, IF BELES,

st 2 ARE L

X T Keycloak <= 5.0.0, &#£Ek&IEDT - SAML Metadata IDPSSODescriptor H:& il
TR,

Xt FKeycloak 6.0.0+, EFAEIEDTT - Mod Mellon XX Fsdi M4, f@E RE.zip
A, $kF] idp-metadata.xml, FHEHITHEIE,

@AKEYCLC

3 keycloak-mod-auth-mellon-sy Z#R &4
http: localhost:8000 api &

| 7idp-metadataxml
| | sp-metadata.xml

{£Casdoorfit &
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£S5 SAML, Hii A Keycloak. ¥ metadataf N A E IR R e g 7B b, 55
S, v, IdPFIRITEURLIER B4 . =5, s,

Q %

UIES

IEAE Keycloak HJEH] F oSt B 1EUF EUES, IE7E Casdoor H

JE R RAAER I,

Name @

Display name @

Category ®

Type @

Client ID @

Client secret @

Sign request @ :

Metadata @

Endpoint @

1dP @

Issuer URL @

SP ACS URL®

SPEntity ID® :

Provider URL @

keycloak-casdoor
keycloak-casdoor
SAML

Keycloak

<md:EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2. 0:metadata” xmIns:md="urn:oasis:names:tc:SAML:2. 0:metadata” xmlIns:saml="urn:oasis:names:tc:SAML:2.0:assertion” xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
entitylD="http://localhost:8080/auth/realms/casdoor"> <md:IDPSSODescriptor WantA "true” protocolSupp “urn:oasis:names:tc:SAML:2.0:protocol” > <md:KeyDescriptor use="signing" >
<dsiKeylnfo> <ds:KeyName>2zqm-3k76jG-naSZc3ulPDI7bp-4wY QUHAY </ds! ds:X509Data>

<ds:X509Certificate> MIICNTCCAYUCBGFIpAmXSDANBgkqhkiGIwOBAQsFADASMRAWDGYDVQQDDA]YXNKb29yMB4XDTIXMTIXMDEXMDg1OFoXDTMXMTIXMDEXMTAZOFowE EQMAAGATUEAWWHY 2F2Z G CCASIWDQYIKoZIhveNA

httpy//loc P aml

MIICNTCCAYUCBgFIpAmxSDANBgkqhkiGIWOBAQsFADASMRAWDgYDVQQDDAG)YXNkb29yMB4XDTIxMTIXMDEXMDg10FoXDTMxMTIXMDEXMTAZOFowEjEQMA4GA TUEAWWHY2FZZG9vcjCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQC

http://localhost:8080/auth/realms/casdoor

http://localhost:8000/api/acs
http://localhost8000/api/acs

@ https://github.c settings/: 1234567

YRR AR EE Cassdoor HECEIIN FHER . IESRNINIESINAR RS, ARG md R

4L

Providers @

provicers [0

Name Category  Type canSignUp cansignin canUnlink prompted Action
casdoor-idaas SAML (] v
keycloak-casdoor SAML n A a

LR

RRENNECEN N AR, EREERIE _EE]—Keycloak&lfx.
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A > EfE > SAML > FHEEEZXIDaaS

[l M 2~ IDaaS

{EPTH M [ = IDaaSH 8 SAMLM. FH

BRI HECEREIER G, #RIFEANARF SRS (BHIRSS, IDaas) .

= CIRE: | & s Q = 2 Te crEx fu owoap B O wW O ok @
mEsHEE -

RS

EIAM SEIE

RFRSHRS HEsER
CIAM RPIZ
ZRINE " . I
IDaaS (IDentity-as-a-Service) 2AEIEFIRESRIHTEEIRS, I1DaaS3z#F EIAM #1 CIAM S, SEIEEI SRS

PR 4

@ EIAM (Employee Identity8Access Management) EEEAMWARSAL, FIEEMWEENE (SEATUA, = ENHMSasE) MRA ERRt—S BN
BEEI B, ABPagR, BPER, MIA, B, TAEITSRARS, XEAETE, TBx, IEREENE,
CIAM (Customer Identity & Access Management System) Jf VR TESTM#E, SREIMBBFNE—SHEBWANE. WEXR Daas NESHESEENE KRR
RIS HRBNER, WG CAM BATRNRSRETT, heliRMze, %, o

EIAM RERRA XS
A
IgE (HEHR) TREERR
BREREMIRR FIRBIEMRCAR
BRERMAEREE - MIEHNE, ZRREE
BRIVSEKFISBIEIRE v
RIFERAR SRS IR R I
[=
BRAN IR B/ ADNE/ RS EEERE EAEHLGS, HUEEERIZHENCER
ZUGAE FHOTPE, %K @
£15THE% YIS Z aas, SZISFTETG,
LDAPRIE/ExcelS N/ScimE v
EREETHEVIRE . =

st EIAM SRS FHATIT 78R A

=(—JHHEE o Tfe @ %52 (k) v Q =& #E T# cPEE U 5 Ap A w @ @k fj

RFSHHEE RASHER / BAM LHFIE

msm EIAM SLIIZR

SLRID/EFR FREERRSLHID wE @8 v FUBREL BARPH B ) FERRRA PRI LIRS =E

BEEI -

ERIES 3


http://localhost:3000/zh/
https://account.aliyun.com/
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H CAES | o s @ 4R 8 v

ERSHER
EIAM ZBI5IE
CIAM SEfiFIzE
f==1\03

fa a1
BERN

ERIES 3

BT |IDaS EMZEHIG G,

RFESHER /

EIAM LfFIR

EIAM SERIBIER

SBID/ERR

idaas-cn-shanghai

= CORES | o 1

BREATD

AT
AREE

INIER
RADIUS
R
i
BURESE
AR

st B

ARINEA

28 TR

ez )

RIS

L, s

FREERRSEAID

)\\\[:Jj“

& (@3 v

b=

Q R #E 1% ICPEE

FERER BAAFH AR i) FERRARA PSRRI

R 100 - V1.9.6-GA

FREBETHEE:

RIFRS S

—TRESZISIRER] JWT, CAS, SAML

DU FE Ap 4 v @ Bk

{4 pre B FZHIR A IDaaS BB

STBFFREEE IRfE

MBI, 2R SAML, A5 midi BB R

‘ sam

EIRIER

€c@2 2070

HREER

ERLWEFRESASE

FIEZRAM-FSSO

FIEZRAM-FBESSO

[aCE: 2]

WordPressSaml

SAML

GitLab

HE.

EAID

plugin_sami_csas

plugin_aliyun

plugin_aliyun_role

plugin_alimail

plugin_wordpress_saml

plugin_sami

plugin_sami_gitiab

Q == 2R TH CPEE &0 % Ap A w @ w @
x
SUBMURE, FTHARRER.
33 Z ; B REIBEET 120, 6 IDaas .
e g AR #HE
Asuuﬂﬁs‘ms;xss (Cloud Access Service Edge) IFJEAEA m&saaswm&igﬁ%:,
. 2 N
oy Eﬂﬁmﬁ S AT, SDWANES. DAV uunﬂuW[ﬂD’AI%W‘ < B WebRr FnmE
' 3 BHR, B aaSHEENR TSH AR, ERReb
S SASEF R B 2,
50, SAML, FHEE EF SAML il E;ﬁiﬂ]ﬂ\\DaaS e CERRER, e e R
S50, SAML, Alyun ET SAML 9, SEH IDaas - - 2Ha; (i;mi%iﬁﬁ‘ ; e S
RS, ’ - 2
SSOLFBITIE SAML g SAML 1Y, SEHh DaaS BIEASIN SRS, Webfzs IR
Bz, HE
WordPress 2& B S# 2EHN CMS (Content Management System, REERAS) . TETIE
MG RARS EEAORERT, AU THIAMHRARER, SREHERORE, NS .
S50, SAL cvs With, BERESINASE, THSE, WordPress B mbsaH. (Daas TISET SAMLEY /0 0° R [=

SS0, SAML

SS0, SAML

W RS WordPress R,

SAML (Security Assertion Markup Language, 22 NOIEE, WA 20) BEF XML, @R
= (Asseman) NZeSs, EREUT (IDaas) FIHEST Vrﬁi‘ ZENTESHES, TMETRE
. SAML JEY, £ VB RPEIERZHIE.
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IR (SAML)

Bl&

#bASigningKey

FAs a5

EIEE

HE A 2 HHIE R,

#nsigningKey
+ B CASDOOR-TEST
BRI 1ER
YNSIEZE
* B CN
= By Beijing
t5its
B 1024
* ERHER 3%
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HAEE
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IR (SAML)

2 ASigningKey #bASigningKey

Bl& =27l a5 HAEE BiERE #E

CN=CASDOOR-TEST,
ST=Beijing, C=CN

HY NHTRRIATE SRR

o IDP 5ID: {rREF5%LFHIETE Cassdoor HHAH[A,

o SP 5E{K ID & SP ACS URL (SSO Efir): MTEEHE BEZKUEMARI, FE
Casdoor Fl&E )G, EFEZEEK,

o FIRENE: BEREIEFNHF %,

o MRPREA: IKPhe

3322747020085790430 1095 RSA 1024 pri e =



AxNIRZA (SAML)

KZFID

* NIFAERR

* |DP Identityld

* SP Entity ID

* 8P ACS URL(SS0O
Location)

# NameldFormat

* Binding

SP Z ittt

Assertion Attribute

Sign Assertion

|DaaS e Fithht

= QRPSCERTT R

B RANEET1MB

idaas-cn-shanghai-pviOhgQOojjpplugin_saml
CASDOOR-SAML

CASDOOR

IDP Identityld is required

http://localhost

SP Entity ID is required

hitp:/flocalhost

urn:oasis:names:tc:SAML:2.0:nameid-format:transient

POST

username R v - +

=R REE, SBERASAMUTSH. SRABENSER, EARFIELE.

I:L http://, - hitps:// JF3k, ES[EER IDaas EESRIFSHERZE, A=A SAML Hidp RS FitE

@ s (REERE RN RR T FAXE, BrRRNEEEERAT)

WePBst (REEEmE T SRR F RIS AR I FIES)

KPS & SRHk

FESAMLI. I INE, RS, MENERNE, Bn—DK,

e,

FeEIGUmAL, ) s Ak
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TEHETE

- e e

R
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EREE
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CASDOOR-SAML
HEER

NIER
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e
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HE FERBAEMRAFIFIKE, e s R,

FMKFFEFIDasH, FIk/ ZCassdoorfFHID,

AN FXER X

* FMH casdoor
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RiFAi¥fE (CASDOOR-SAML)

iR S
SAML

RZFBID idaas-cn-st hanghal Jin_sami
NS (CASDOOR-SAML

ReFIUuid

SigningKey 3322747020095790430(CN=CASDOOR-TEST)

SPACS URL http:/fiocalnost

1DP Identityld CASDDOR\ STEMHER | SN
SP Entity ID http:/iocalnost

Binding POST

Sign Assertion 2

Assertion Attribute  username:APPLICATIONUSERNAME

IDaasEAEE Rtk

SPEihE login.aliyunidaa:

lugin_sami/sp_sso?SAMLRequest=xxx&RelayState=yyy

{E Casdoor fit’

£ Casdoor H Il E—NF IR LR,

EFERRBINSAML, KADNRIH RIdaaS, EHlTTEIEAAEFFRMGE] T . U,
HO{EL, 1dP F1 RATRIURL RifE it 20 #4515 B 34




Name @ casdoor-idaas

Display name @ casdoor-idaas
Category @ SAML

Type @ Aliyun IDaas
Client ID ®

Client secret @

< e — — ErUSt Lukau= s [ET—— g _sani aas in-sriargian A
Metadata @ 1+ v -ugin_saml/sp_sso_post"/>

</md:IDPSSODescriptor>

</md:EntityDescriptor> @ -

=

Endpoint @ https: login.ali pi lication/plugin_saml/id: hangh ° *“a_saml/sp_sso
1dP ® MIIB5ZCCAVCgAWIBAGIILhZEZ2NMHVA4wDQYJKoZIhveNAQEFBQAWNIELMAKGA1UEBhMCQO4XEDAOBGNVBAGTBOJIaWppbmcxF TATBGNVBAMTDENBUORPT1ItVEVTVDAEFwOyMTEYMDkwNzEyMTFaFwOyNDEyMDgwNzEyMTFaMDYxCzAJE
Issuer URL @ CASDOOR
SPACSURL®: http://localhost:8000/api/acs
SP Entity ID® http://localhost:8000/api/acs
Provider URL @ & https://github.c ations/1234567

Save

1l SP ACS URL 1 SP 944 ID F michi B#4F 1250

YmiR S AE Cassdoor HECEMIN AT, IEBENINIAIAEE S, AE mdEH R
17,

Providers @
Providers

Name Category Type canSignUp canSignin canUnlink prompted Action

SAML a

Preview @ : Test signup page..

{ER H = 1DaaSHYE M SAMLN H

RN, RE s B HRER,
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(&R (CASDOOR-SAML)

Bl

RZFHID

* RIFAERR

# |DP Identityld

o HEE
E R A/ NAEIT 1MB

idaas-cn-shanghai- " lugin_saml

CASDOOR-SAML

CASDOOR

IDP Identityld is required

+ SP Entity ID

# SP ACS URL(SSO
Location)

http://localhost:8000/api/acs

SP Entity ID is required

http://localhost:8000/api/acs

* NameldFormat

* Binding

SP Zititbht

Assertion Attribute

Sign Assertion

|DaaS & e EFHlr

urn:oasis:names:tc:SAML:2.0:nameid-format:transient

POST

usemame R v - +

WisEt. 2lEE, SHERASAMLETSH. SHAEENSHR, EARFIETHE.,

LA hitp:/l, nttps:/ Fk, HSEHEH IDaaS REEFS SRR, M A=6EH SAML Nidp ZiEE Rz

LR

FRREMINIEC BRI N R, JEa] DA S DU £ 2] — B,

Rt EbR, BRI HE < IDaaSE K IUH, RETEINIEGKYIE K E|Casdoor,
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A
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RS BERT SN B B R

PayPal

FePayPalisfiny b S (R RS

Stripe

K Stripe R BERARINEN K N AR 7

A

RS F S AHR R A MBS R R


http://localhost:3000/zh/

e

S (R BRI S0 L R

=] AirWallex

Add AirWallex payment provider to your application



N > HEtE > A > MR

TR

GnIRIEABAECasdoor P SRS, TR ZANE — SRR H R RN 2 R d

':I:lO

QCas&oor Home  Organizations ~ Groups  Users  Roles  Permissions ~ Models  Adapters  Enforcers  Applications Resources Records  Plans  Pricings  Subscriptions

Edit Provider Save Save & Exit

Name @ : provider_payment_paypal
Display name @ : PayPal Payment Provider
Organization @ : admin (Shared)
| Category @ Payment |
Type @: [ J
B2 Aiipay
ClientID®: a
P oummy
Client secret © G
P raypal
Provider URL

€ WeChat Pay

Save Save & Exit

BTN E M, IESE . BLE A,
PP AT DA S AR A W S5 o

AN
II_JA\

ERT DN S s A SR 6,

PAfE


http://localhost:3000/zh/

A > Bt > X+ > PayPal

PayPal

@ wi

X2 — DAL E Pay Pals M $2 L 7= 1,

B A —1PayPalv H

Bt fRTEEEPayPalhRIE— DN, ZijiRIPayPalf & & Mul, RMIZE—1
PayPalfikik .  GRIRIERA K, JeelE—1,

fllgPayPalm kP iE, SRR BRI R EEZEGG, A5RT Apps &
Credentials Y Create Appo

PayPal Developer Dashboard ~ ( earch | Docs APIs&SDKs Tools Help Business Dashboard :_'!:.;]l

' Home Apps & Credentials Testing Tools Event Logs Sandbox (\) Live

API Credentials

@ Viewing sandbox API credentials. View live credentials.

REST API apps

App name Client ID Secret o]
casdoor AVEUOA _sbg6ttnKyOxbeBAcEw0Jcsgbv... B cecccccccccscces ® W
ARBLK91z8ZkHdt6H1n_N9Jaq3IXY5rVK... B cececccccccecces ® W

Default Application

10T ATERN, YA B H & client ID Ml Secret key,


http://localhost:3000/zh/
https://www.paypal.com/in/webapps/mpp/account-selection?pros=2
https://developer.paypal.com/dashboard/applications/sandbox

& Back
casdoor

@ Viewing sandbox API credentials. View live credentials.

API credentials

App name casdoor #

Client ID AVEUOA_sbq6ttnKyOxbeBACEW0Jcsgbv2JZvQALK I
JFnaULI-EK-U2XIXcEpEouO9olknbU7c3m_IfRT5

Secretkey1 =~ eeessscccccccces oW :

+ Add Second Key

Sandbox account info View details
Sandbox URL https://sandbox.paypal.com w
Sandbox Region Cc2
Email sb-gqQgaiv26894991@business.example.com w
Password  keeeseeeeeeee ®w
Features

g2 i —A PayPal 1Rt

BZ oK, fECasdoorHi @il —/PayPals (2 tw, HELERNER:

2% PayPalH ¥4 i
Category 1% Payment

Type 1E£E PayPal



4R PayPalr 4 Fi
Client ID M ER1ER1S ) client ID

Client secret (MNP E1IKIFH Secret key

A\

SRR3R S Pay Pal s A fR ik ki

e, AURE=EhsPayPals TR Ak, IXAER Pl DA I Pay Palllly Sk dho

Name Test Product
This is the detail of test product Tag Casdoor Summit 2022 sKu test_product
$10.03 (USD) Quantity
|
OF.i::

DA H#EES R fEPayPalff) sandbox A& N#ATHY, AN SRARAELE SERRA = PR A
Y, RFEEEPayPally Live B MR —NH, FfF7ECasdoorfift E L
£ conf/app.conf FI¥E runmode=prod



A > BEftE > X+ >  Stripe
Stripe

Q@ #ix

X2 — DAL E Stripe SR BE R TR,

SER, ARIA] A AR I PIRIRR 5 T

B, RFRZEAEStripeE—NKF, GIEStripelkFf5, ERAERIKF EIRSRKETTLHE
(R, EPT DATE APTEH ST N HRE! nl & Am U asEH M1 a2 o

New Business Q search. Create v ) @Help R &
Home Payments Balances Customers Products Billing Reports Connect More v [ Developers ]
TEST DATA
Developers
Overview [APIkeys | Webhooks ~ Events  Logs  Apps
API keys Learn more about API authentication ->

© Viewing test API keys. Toggle to view live keys.

Standard keys

These keys will allow you to authenticate API requests. Learn more

NAME TOKEN LAST USED CREATED

Publishable key pk_test_5INd4fgHCnRPGARINFYx13BRuQ31B28gEg Aug 11 @ Aug9
XYbu9N3sS 1Pv0Ig7CIcOrwafKUsoSxawcWTE LpVhGG

MVUED¥590CMX7DOeax545mL

Secret key Reveal test key Aug 11 8 Aug9

Restricted keys

+ Create restricted key
For greater security, you can create restricted API keys that limit access and permissions for different areas of your account data. Learn more

NAME TOKEN LASTUSED  CREATED

No restricted keys

g2 Al —A4Stripe 2R AR

TR, fECasdoorm Al —StripesifiHefin, HEBHEER,


http://localhost:3000/zh/
https://www.stripe.com/
https://dashboard.stripe.com/test/apikeys
https://dashboard.stripe.com/test/apikeys

4R StripeHh )4 i
Category T At
Type 1E£E stripe
Client ID M BRI W] R AT 5

Client secret M ERIIREUHY FhEE4H

Edit Provider Save Save & Exit

Name @ : provider_payment_stripe

Display name (@ : Stripe Payment Provider

Organization (@) admin (Shared)

Category @ Payment

Type @: S stripe

Client ID®: pk_test_51Nd4fgHCnRPGqROhFYxI3BRUQ31B28gEgXYbudN3sSIPvO)g7C)cOrwafKUsoSxawc WTEIpVhGGMYogOy590CMXT700eaxs4amL
Client secret @ : i

Provider URL (%) : &

Save Save & Exit

BER3. MR s StripeSc AT Rtk

B, NIERT EEINStripe KR BERT,  PABERTF AT DAUE A Stripel K7 o

il



Currency ®:

Price @:

Quantity @

Sold @:

Payment providers @ :

Return URL @)

State @

Preview @

10.04

provider_payment_paypal x | provider_payment_stripe x

@

Published

Buy Product

Name Test Product

Detail This is the detail of test prod§ct Tag

- ® Casdoor

price $10.04 (USD) Quantiy

P | § s

Casdoor Summit 2022

Sold

test_product
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1.1 3KEXAPPID
B IFHCR A B 6 QI — R,

WAIREY APPID @ S EAPPIDE A5

1.2 BB

FRAE SRS A A — NRSAIETS, ARIGITRA] LAZREX appPrivateKey . txt F
appPublicKey.txt,

KUER ERIN AR, REERILRE =3¢ alipayRootCert.crt,
appCertPublicKey.crt, alipayCertPublicKey.crt,

fECasoorflli#—7P4"8 App Cert HYIETS:


http://localhost:3000/zh/
https://opendocs.alipay.com/open/270/01didh
https://opendocs.alipay.com/open/200/105310
https://opendocs.alipay.com/common/02nebp
https://opendocs.alipay.com/common/056zub?pathHash=91c49771

e AR

Type 1%+ Payment

Certificate  appCertPublicKey.crt FINZ

Private key = appPrivateKey.txt A

Organization ® admin (Shared)
Name @ cert_alipay.app
Display name @ Cert Alipay
Scope @ IWT
Type @
Crypto algorithm @ RS256
Bit size @ 4096
Expire in years @ 20
fS— ey oo oy ([T
 BEGIN CERTICATE QEFAASCEKCggS AGEAROIBAQCAQg raNGbl
MIECCASs5AWIBAGIQICIOBADEQKCsObeUDeuD QUFADCBIELMAKGATUE Ve Ry CTQE Qo spmTinL
3hMC 5 : vo JdC Ohbsb I he. L
Wi OXau0olsPcUo2iGe . RezoNCpyi26HSnG)
‘ NB2MQsvCQYDVQQCEIDTEG scIFQaltn 7 b eSPoUD Tseymol
apPCertPUbIicKey | McgGATUECaSYyXSLasSY2hSoCdsas S6eR50aASpyI6ZMQSYWSSY + MIQBWDIDVQQLDAZBbG Y appPrivateKey 5 Tere
0D D v AZHLCARHR ) & = NG AW Ty 0

MISIACNGYI9995

- iy c Pallb 701
Ry)+W1ByKmOSbVg 3 5 ; NoOY1+Tl) KBgQC 5 Omlsioz
q q R f/a4kQQPol 2 LBFANIDUSIF ol A G
aFSLAIBISthOAAXD /KFIO26MSBISBCIr2chei L7avFaz6uh (0QKBGBHIZHLUZRLRWEOXGOBNphISOL 5 QuXepp S Ky rHSwCnjs2CrRAUCYAIGM
PIWIIdII26+ s VF7TXIT28ToSn + XyRSeSLSSOCAWEA MUFMBXSjucwsCS/VxaPMGN T o5 02VA6aKOYG
99 GRAFuTIBMXAMQ 4P it 3 pluu0+ EZkadivknZ7 SvaAUSZ P apMPEWQUYFZVORE +

gb/M3L BHAFUAQE Ohr2VL1p/ TtChiAoGAL QHYIU RhZU11HAMES! 1swnlHsR 29Lcped
LONLmFsaXBhessjb20vY2B2LnBkZAOBGNVHQIBATBEBAMCBAwlwYDVROfBCgn jAkoCKglYe ai3+ySNmOMhITHE Gl bpgOQLPADAUjKjumA FECR
HROCDovL CSGAQUFBWEBBF cw

0L AVYa 2NhLmFs

DMOM £LBQADgGE: beK8SUp/UUBCT

7 507j 2 o
h IRAPK2pGBL/yiteTSLj

90jfpBY3VEKTKRevLhyQsFl o
VMo Tvul BuwiCEF ! 2 qzF
tParWCe=

rrrrr END CERTIFICATE——

1£Casoorfll|##—14 A Root Cert FJIET:

R AR TR

Type 1+ Payment

Certificate  alipayCertPublicKey.crt AR

Private key = alipayRootCert.crt A%



EditCert  Save

Organization @

Display name @ Alipay Root Cert
Scope @ Wt

Type @

Crypto algorithm @ RS256

Bitsize @ 4096

Expire in years 20

Copy certificate [N RS

BEGIN CERTIFICATE-

Copy privte Download private key

BEGIN CERTIFICAT:

MIIDrCC/ 9 1jANBgkqhkiCOwOBAQsFADCBIELMAKGATUE MilBszCC gllaeLnBekinswDAYIKoE<z UBG2UFADAUMQsWCQYDVQAG
BHMCQOA] dCBGa (enRPZI¥XROb24GQXVO . EwIDTJEOMAWGATUECWFTIDQUMXDZANBGNVBAMMBLIPTIRDQTACFWOXMIASMT QW
alipayCertPublicKey  acm- ST ARRERlA LB 2 AT alipayRoOLCert |\ o 1o 00MASMDCUMZEXNTIaMCAXCZABNVBAY TAKNOMQANDAYDVAGKDAVO
IMTEOGTHTWICBZELMAGATUEBNMCQD4x e e AN Koer UBg 0DQ0AE
A o WHOWPUDEPMAGGATUECWGQW wec » IdhanRT
FsmUw e KaOacrsademZLOWFrOWPUCOy v
MDGIMZQUNUNZQuMIEMIIBANSGkaHKIGIWOSAQEFAAOCAQAM IBCGKCAQEAOUIOkgh{ASG St
) LGS CFONKa ADZphs1oFS Mg WL 32YMA GCCABHMOVAYN IBQADSAAWRQIGGTHSLeOXp 0BTl
{BBHC T T FeNOsE s3w-cko cap !
Avnsa o 726105y NADSQsuiDS oDailhslug==
VLHke /08 MeABOLRSU/DImUN NI4SIAToMS VwcaA0s) £ND CERTIFCATE-

1HAGVZ55Co12q9]T83ZgK]hsSQIDAQABoXWEDAOBGNVHQBBATBEBAMCA/gnDQYIKoZIveNAGEL

BEGIN CERTIFICATE

DWLpNCUABO) XSWICU24dE FeNRL gPbugY-VaTdiu 2 MIFOZCCATugAMIBAGIHE + WpIDRENDQYIKoZ hucNAQELBQAWEIELMALGATUE
KWSTS M CnQUYdROPS TnlRLH e s A
spUsAUTCL ICQngTH P Waohég 00 NicnRpzim)
aK1e1fIMYPrC + owyLPWDEO9YFYIEPHT2xlhtemHnXduaASU = YXRob24g( E (ODEzNDg0
END CERTIFICATE MFoweELMAKGATUEBRMCQ g
BEGIN CERTIFICATE BASMFONnRpZ o TEWLWYDVQQDD 5

MIE4JCCAsagAwIEs »

wnefeL QOAFAU

£
LwYDVQQDDChBbAQgRMILYWS]:

AROCAGEAMIICCGKCAGEATREENUIShBxumIK JetTEScHGemGiBaD +beHFP Tk

7 o 7AywIct2

w2, g
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e XA EPREA

Category %% Payment

Type 1% Alipay

Client ID M1

Cert App Cer

Root Cert Root Ce

PREUH) APPID

t fE B2 E

rt fEP L2 E



Edit Provider Save

Name @ : provider_payment_alipay
Display name @ : Alipay Payment Provider
Organization @ : admin (Shared)
Category @ : Payment

Type @: B Aiipay

ClientID ® 2021003117621368

Client secret @

Cert @: cert_alipay_app
Root Cert @ : cert_alipay_root
Provider URL (@ : 12

Save Save & Exit

A\
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X
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Quantity @ 99

Sold @ 10

N 1.5 | i i o ) e e s
Return URL® @

State @ Published

Previe

Test buy page.

Buy Product

Name Test Product

Detai This is the detail of test product Tag Casdoor Summit 2022 SKU test_product
- € Casdoor

Prce ¥0.01 (CNY) Quantiy 99 Sod 10

Pay . PayPal s Stripe Q WeChat Pay
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1.1 3RELAPIZ V3

BRMER R, EEKFIZE > APIZSE >IRBAPIVIH, G Mt BEAPIV3E
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Security Center API certificate
55 API Security
Account Management API certificate

Account Information
@ API certificate are used to identify and define your ID; Some of the APIs with higher security lever will require the certificate to identify

New Account

you to avoid the loss caused by possible ID theft. Help
Staff Management

API certificate (CA issued) @ You have successfully applied
Settlement Info

You have successfully applied for the certificate at 2020-03-13 17:17 View Change
Settlement Info
Agreement

Set APIv3 Secret

@ This key is used to encrypt messages in APIv3's "download platform certificate” and "payment callback notification"

Set APIv3 Secret Set APIV3 Secret



http://localhost:3000/zh/
https://pay.weixin.qq.com/index.php/public/wechatpay_en
https://pay.weixin.qq.com/docs/merchant/products/native-payment/preparation.html

ARIFREN APTZ4HV3 . APIVIZREHINE

1.2 JRERG P UEAS
IRA] ABRMER PR, IR IKPiRE > APIZ4E > APIIER FEUEH,

2 3
{V’g\;%{cahz%ljg Home Account Setting Transaction Marketing Institution POSM Application Dev Configuration

Operating Certificate API certificate

55 API Security

Staff Management AP certificate

Settlement Info @ API certificate are used to identify and define your ID; Some of the APIs with higher security lever will require the certificate to identify

Settlement Info you to avoid the loss caused by possible ID theft. Help

Agreement

API certificate (CA issued)

Merchant Information To better protect the security of merchant accounts, WeChat pays to provide merchants with an API
certificate issued by an authoritative CA from June 2018.

API security

@ Inthe API call to the specified rules used to sign your request parameters, the server will receive your request for signature
verification, both to define your identity can also prevent other people maliciously tamper with the request data. Some APIs are
securely hardened using API key signing alone. Some APlIs that require more security will require both AP key signature and API
certificate to be securely consolidated.

TEIEHE, REGREFIED P SREBGERFAE , FFRIEAREGE R A RATIERE
*L\%H [e]

$8J5, 1ECasdoorfll#—4 IEH HIHE BEIIEF R,


https://kf.qq.com/faq/180830E36vyQ180830AZFZvu.html
https://pay.weixin.qq.com/wiki/doc/apiv3/wechatpay/wechatpay7_0.shtml#part-5
https://pay.weixin.qq.com/wiki/doc/apiv3/wechatpay/wechatpay3_1.shtml

@) Casdoor @ Home B UserManagement & identty

Edit Cert

admin (Shared)

Save

Organization ©

Name @ cert wechatpay

Display name @ Cert Wechatpay
Scope @ wr
Type @

Crypto algorithm & RS256
Bitsize © 4096
Expire in years @ 20

Certificate @ Copy certificate (IS R

© Authorization

T032FCFADIBIB29CCSTAAGET986

[ Logging & Auditing  © Business & Payments £ Admin Al

Private key @

Copy private key Du nload privat

BEGIN PRIVATE KEY.

Certificate Serial Number

MIIEvgIBAD EFAASC st

WKEgS+ +20WOISbLSnBM: INUHV +KAZEXSIVX
‘gjNb/wIRfIBxi2LBBs! 1132IDCW269tEmXPTwhCSQxp4TbeQHzi3yQTVmIkh8Lj1
6AKHKIMKQRIFSNLO: iQPHFou

Zy2dTEglQgaN:

Private Key

XMTXxzG90Da+jCaOKn2/gnNQMuMaGyb3fX7MFp60Q70oMRt/f9wolSibifkVihpd

PICSEWATAGMBAAECGGEAOLEICEFV3T) vhnpz +bXCbfh+ 0K

\ B

P SBICwr UM JSUHOIhQEYNSm/LIU
/ZDZCTghraZIUmeR31SVZL

RTXYmGIFXUTYY+C mLBE/Ouwxl aPQd6I04LoxGgissCsz

P6Q8ezBCQUPRAozTz+ BSt96X+ + DdcRSZkenaKyCQKBGQDIS +jdvAAI/xxoXhXR
JEHNCZIMbvH ¥
ILOWIi1Un +tnjyxuldgkvudsbCpevTsFvFKbRWICHWHIPQomSS +XVA4KESXENTd
TEPWTWhCEATGPIPKixDhzwAUtQKBGQDPIm1EiyhCHBIMBTHIHa rm + IKG7HUMAw
PRFCjmAcqTcRANIS{AKBmK2g6UKSISCORH20254Yn1IPOfhUUKPCTvINbOWC ok
3TXESPBSXY 5, TXoeBe3 + 159praDHZNQqS/
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Category

Type

Client ID
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https://kf.qq.com/faq/200729EZ7fEj200729aumYR7.html
https://pay.weixin.qq.com/static/pay_setting/appid_protocol.shtml

e (AEBAR RN

Client secret MW IER11IREUT) APTZ4HV3

App ID MAP IR 3EREN Y M ID
Cert EA 200 E /Y IEH

Edit Provider Save

Name @ : provider_payment_wechat
Display name (@ : Wechat Payment Provider
Organization (@ admin (Shared)

Category (@ Payment

Type @: & WeChat Pay

Client ID @ - 1619999244

Client secret () :

AppID @: wxe933a9¢d81c396d1
Cert @ : certfwechatpay
Provider URL () : &

Save Save & Exit
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Buy Product

Test Product

Detail This is the detail of test product Tag Casdoor Summit 2022 KU
mase 0 ca Séoo r

¥0.01 (CNY)

Quanity 99
' PayPal s Stripe 9 WeChat Pay

X JSAPISZ A}

HHil, CasdoorsZFRifE > FIJSAPISAFIRA: St

BSCRFISAPISINS, IRBLZEC B — 1 SCHF B EHAT & BIREOAuthiZ2 iR, M fSO0Auth
TEHERIRY 2 omID 2 AGUE SRR BER R M A 1D 75 ZAH



https://pay.weixin.qq.com/docs/merchant/products/jsapi-payment/introduction.html
https://pay.weixin.qq.com/docs/merchant/products/native-payment/introduction.html

Name @:

Display name @ :

Organization @ :

Category @ :

Type @:

ClientID ®:

Client secret @ :

ClientID2®:

Client secret 2@ :

Enable QR code @ :

Provider URL ®:

Edit Provider Save

Save & Exit

provider_casdoor_wechat

Casdoor WeChat

admin (Shared)

OAuth

#. WeChat

wx049¢70e6c2027b0b

Edit Provider Save

Name @ :

Display name @ :

Organization @ :

Category @:

Type @:

ClientID®:

Client secret @ :

Save & Exit

provider_payment_wechatpay
Payment - WeChatPay

admin (Shared)

Payment

€ WeChat Pay

1619999244

I wxe933a9¢d81c396d1 I

*kk

& https://open.weixin.qq.com/

AppID®:

Cert®:

Provider URL (@ :

I wxe933a9cd81c396d1 I

cert_wechatpay

@ https://pay.weixin.qq.com/index.php/core/cert/api_cert#/

RPEdEEsRE ERS7RS, BINMERIINHNRMENEN S , AT

FISAPISAE S AT L=




N > MR > A > AirWallex

AirWallex

@ wi

This is an example of how to configure a AirWallex payment provider.

Step 1. Get Client ID and API Key

First, you need to have an account at AirWallex. After creating an AirWallex
account, log in to the Developer Dashboard using your account credentials. You
can find the CLIENT ID and API KEY under the API Keys tab, or add a new

custom permission key.


http://localhost:3000/zh/
https://www.airwallex.com/
https://www.airwallex.com/app/account/apiKeys

YOUR CORP Guides APIKeys Webhooks whisper@example.com  (©)

YOL ORP

o

Dashboard

API keys grant access to your Airwallex account, so keep them safe. Learn more

BB D ®

Transfers
Cards
NAME CLIENT ID | API KEY CREATION DATE
Expenses
Bills 3296c48013cb
. . 1a80ffecfb285
casdoor_test test_BLXd98nQWkj8K$Tx1Bi5 [P ] 2025-02-07
Payments 516854768272
214040a585...

Reports

Rewards

8
=]
b
k'
)

Account

User Management
Connections

Approvals

Statements

Settings

= [vAirwallex

Step 2. Create an AirWallex Payment
provider

Next, create an AirWallex Payment provider in Casdoor by filling in the necessary

information.
Name Name in AirWallex
Category choose Payment

Type choose AirwWallex



Name Name in AirWallex

Client ID CLIENT ID obtained from Step 1

Client secret  API KEY obtained from Step 1

t'canOOl' {2 Home B8 User Management 5 Identity [ Authorization

Applications
Edit Provider Save Save & Exit

Providers

Name @ : airwallex_test

Resources
Display name @ : AirWallex SandBox Certs
Organization @ : admin (Shared)
Category @ : Payment
Type @ Do AirWallex
Client D ®: test_BLXd98nQWkjBK$Tx1Bi5

Client secret @ :

Provider URL (®: @

Save Save & Exit

[d Logging & Auditing

Business & Payments

Step 3. Add the AirWallex Payment

provider for your product

@ Admin

Finally, add the AirWallex Payment provider for your product so that users can

purchase the product using AirWallex.



Currency @

Is recharge @ :

Price @

Quantity @ :

Sold @

Payment providers @ :

Return URL @ :

State @

Preview @

80.59

99

10

airwallex_test x

o

Published

Test by

Buy Product

Name

Detail

Image

Price

Pay

New Product - drxsq

Tag Casdoor Summit 2022 SKU

[Zproduct_drxsq

$80.59 (USD)  awniy sold

Lo AirWallex

product_drxsq
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Cloudflare Turnstile

¥ Cloudflare TurnstileFSMENERI N FHRF

reCAPTCHA

A ireCAPTCHA ZI#R 1M FHAL T


http://localhost:3000/zh/

—] hCaptcha

¥ hCaptcha FINEERIN TR

= FIH = Captcha

BT H 2 Captcha IRINEIZER R A

] Geetest

¥ Geetesti UERDANINENE KN AR+



N > HEME > B > A
M‘L

Casdoorr] DARL B N SR FIRYIRIERS, DARIEBRIER S R AT, @ Engitm
MR EN AR AE, SHPESR, ENEUSICEMIF TR ZA RGN, R
— D RUEREERNTEHE, PARIESRIER S B AT,

H#i, Casdoorz#H#Z MNRiFmIgMtE, LA NZECasdoorszfiE g :

Cl fl =0
E NN ou;grz;re e reCAPTCHA  hCaptcha Kﬂ%igz% Geetest
& - <N < T < NG

BT i R an n] v A B UERS K s in & Casdoor,

S INg UE AR A

1. SRR CasdoorE i,

R Providers .

Rii Add, AEIRSIETRERSIR B2 — iR AR,
R R DUE e,

1E category Hi%#E captcha,

£ Type HIEEEIRTFE AV IR UERD R LR

2 e o


http://localhost:3000/zh/

7. HHREZHEERE. ARBRIEMETE AR TR ZHY A EE R,

VAL SR e VA

1. R TEREEA ) App lication, AAJEIESEE— M B TYRE.
2. MR OERANINIZEL, JFEEIRNINES I e fER
3. FERk!




N > BEME > BRI > EIA

AN

BOANRYSR IR ST A SOFIRIE— DB, AEROARIIRUERSIE A, (R T — R KE NS
H0-9%F P4,

{ECasdoord i f7hc &

FE{E Casdoor it BERIARVIGIERD, IETEE DU R A B E
1. 1£ Casdoor H & — N E R LR,

2. %25 hCaptcha, 2R NDefault,

Display name @

DDDDDDD

|||||||

3. s TE L DA R It R A


http://localhost:3000/zh/

AR NS VAR SR s SV

ISR FARR e rh B BRI RV SR UERD, TS AT DU 4

1. JRiBIEAEEAE Cassdoor HHEL BN FHRT
2. JEFEIRMINIAIETR MR, A =RhSAR BN AT ke

o Always : ERMIGLTEEIT ALIRIE,

o None: KAFEANEIE, GRKFLE1S 2 FAZIAE H IRV ERDEROR, %
MR B, IZPHZERAE15 0 1 PR,

e Dynamic : fESIRERZARMIG, RFRZEHT ANIRIE, (EKPASBEB

Providers @ :

Providers

Name Category Type canSignUp canSignin canUnlink prompted Rule Action
provider_4olfdm v Captcha ™ AL viag
provider_casdoor_github v OAuth O () () () C’ ~vja
provider_casdoor_google v OAuth G e D D C’ A v g

BATEFR AL T — MNERASCR R ANE], A B A At .






A > At > WIERS > Cloudflare Turnstile

Cloudflare Turnstile

Cloudflare Turnstile/2Cloudflaref2 i — NCAPTCHARRSS, E@XCAPTCHAR)—Ff
PR BRIPEFARR G R, 0] DIAETurnstile SRS Z 138401 B

Gl — A~ APIE BT

ZIE(E I Cloudflare Turnstile, #&EFRZEAIE—Cloudflarelk /7, SHIEISFHEE LAY
Turnstile §r%%, FHERES AU PHRIFRES 24,

BT, WNERFERIN— R, DAMERSRIRBIE, HMAERIMur B4, REIEeE
ANERARRAY, @IS Managed . BJa, AT AIEL

i v i - 2 v
CLOUDFLARE © Add site Q Support English (US) -

Add Site Documentation

EJ  Websites Migrate from a CAPTCHA Service

< Back to Turnstile Sites i K
Turnstile Developer Documentation

& Domain Registration -
Site name
(©  Analytics - Add a name for the widget to identify it in the future
Casdoor
%  Pages
) Workers - Domain

Enter your website's hostname or select from your existing websites on
R2 Cloudflare. (eg. domain.com or sub.domain.com)

& suum === -
o]

Images  New

Widget Type
Security Center - ® Managed
Cloudflare will use information from the visitor to decide if an interactive
©  Turnstile sets challenge should be used. If we do show an interaction, the user will be
prompted to check a box (no images or text to decipher).
[
9 ZeroTrust O Non-interactive
A purely non-interactive challenge. Users will see a widget with a loading
Y BulkRedirects 'geta bar while the browser challenge is run.
& Notifications O Invisible
Invisible challenge that does not require interaction.
€3 Manage Account -

& Collapse sidebar


http://localhost:3000/zh/
https://developers.cloudflare.com/turnstile/
https://dash.cloudflare.com/?to=/:account/turnstile

RE, ERRERIRE — P ul RN — DR,

CLOUDFLARE @ Add site Q Support ¥ English (US) ¥

Add Site Documentation

B Websites Migrate from a CAPTCHA Service
& Back to Turnstile Sites )
Turnstile Developer Documentation
& Domain Registration -
Site Key
D i - e —
©  Analytics Lot
# Pages Client side integration code (7
) Workers - <script src="https://challenges.cloudflare.com/turnstile/
v@/api.js" async defer></script>
8 r
@ Stream
Click to copy
Ed  Images | New
Secret Key w
Security Center - .
i Ox4AAAAAAAB
ile 8
© TmEl Server side integration code (7
9  ZeroTrust

¥ BulkRedirects Beta

L]

Notifications

€3 Manage Account -

&« Collapse sidebar

{£Casdoor{ it &

fECasdoorH il — N ie k&,

BrRA%E Captcha, Z8AN% N Cloudflare Turnstile, HEEEE F—3H S
RUESARIRAEE 25

2



QCas&oor Home Organizations Users Roles Permissions Models Adapters Applications Providers Resources @ v"'. Admin v

Edit Provider Save Save & Exit

Name @ : Cloudflare Turnstile
Display name @ : Cloudflare Turnstile

Organization @ :  admin (share)

Category @ : Captcha
Type @ Cloudflare Turnstile
Site key @ 0x4AAAAAAABXhq3vOIgpUTmk

Secret key @ i

Provider URL® : &

Preview @ :
Save Save & Exit

Powered by @ Casdoor

1B 0] DA i PN, BB ICAPTCHARARE T,



Captcha

VAR 35

iR I ABAE Casdoor ML BRIV FEFF. JEFENINIAINAUIRAEE, R)a mdifR L
o

Providers @ :

Providers

Name Category Type Can signup Can signin Can unlink Prompted Rule Action

Cloudflare Turnstile \% Captcha - None Al



N > M > KiIFW > reCAPTCHA

reCAPTCHA

reCAPTCHAHI Googlefefit, FAEHAAIZreCAPTCHA v25EiEME, &] DATE I Rz
HENE ZAHCTE N,

Bt —A~ API Z 4

ZOHGEH reCAPTCHA, EFRZE AR SHY APL &R, BOX RV HI— b A
A, R TR M e LT FHreCAPTCHARSS . B HHTANE
F B AR PP Je it Al reCAPTCHA AIRSS d% < IR HTIEAE R 35 Uk I - RO R,

HIC, 1EFreCAPTCHARZEMY RIGHERPUSAS G4, EEESRSSHE, =
M DR BT B AP EA X

Google reCAPTCHA HH

€ Register a new site

Get unlimited assessments using reCAPTCHA Enterprise

Label (D

reCaptcha

reCAPTCHA type (1)

(O reCAPTCHAV3 Verify r

(® reCAPTCHAV2  Verifyre

(® "Imnota robot" Checkbox

(O Invisible reCAPTCHA badge

(O reCAPTCHA Android Validate requests in your android app

Domains ()
+ casdoororg

Owners
resultelee@gmail.com (You)

+& Enter email addresses

Accept the reCAPTCHA Terms of Service

Ra, ERIEE Dl RN — DR,


http://localhost:3000/zh/
https://developers.google.com/recaptcha
http://www.google.com/recaptcha/admin
https://developers.google.com/recaptcha/docs/verify
https://developers.google.com/recaptcha/docs/versions
https://developer.android.com/guide/topics/manifest/manifest-element#package

oogle reCAPTCHA

Adding reCAPTCHA to your site

‘reCaptcha’ has been registered.

Use this site key in the HTML code your site serves to users. [ See client side integration

©r COPYSITEKEY ‘ v ‘

Use this secret key for communication between your site and reCAPTCHA. [} See server side integration

O+ COPY SECRET KEY ‘ ‘

GO TOSETTINGS GO TO ANALYTICS

{£ Casdoor it

£ Casdoor HalliE—ANHT IR ALRE,

1et250 ) Captcha, 2K yreCAPTCHA, 8RR ZAR AL b — 20 H 81 i o il 2 EH AT Rt

B

Home Organizations Users Roles. Permissions Models Providers Applications Resources Tokens Records Webhooks Syncers Certs Products - %3] v‘ Admin v

Name @ : reCaptcha

Display name @ : reCaptcha

Category @ : Captcha

Type @ 1eCAPTCHA

Site key @

Secret key @ [

Provider URL @ : @ 1234567
Preview @

save Cancel

& A] PR P A2 R & B XN R RS AR



VAR ER g VA

TS
T2

reCaptcha | Captcha ™

Z 1t Cassdoor FFECERIN AR, IEFEIRNINIGRINHHR BER, )5 mdifife

Category  Type canSignUp canSignin canUnlink prompted Action

Al[v
o o



A > iEftE > XU >  hCaptcha

hCaptcha

hCaptcha/& —MRIFRBARSIR LR, KA TreCAPTCHA, &R ATEILANREIA ¢
hCaptchalyB Z1¥4i{E RIX H,

Bt —A~ API Z 4

I I hCaptcha, ERRZOERIMIEENT—DAPIETIN . An] DIEEHI D A BERE
DA _EAR B s iU

—HECZEM, ERSWE—Dul A R — DR EE R,

{t Casdoor At B

F{fCasdoortfit BEhCaptcha, &EAIE—NHAVTRAER,

R A Captcha, U hhCaptcha, 15 7E_E—4 IS 3k s s AL 3 3

Home Organizations Users Roles Permissions Models Providers Applications Resources Tokens Records Webhooks Syncers Certs Products R %3] v'" Admin v

CCCCCCC

Name @: hCaptcha

Display name @ hCaptcha

Category @ : Captcha

Type @ hCaptcha

Site key © 38a199b2-7a9a-4b64-ac 18-82b8836681f3

Secret key @ I 38a199b2-7a9a-4b64-ac18-82688366813

Provider URL @ @ 1234567


http://localhost:3000/zh/
https://www.hcaptcha.com/
https://dashboard.hcaptcha.com/settings
https://dashboard.hcaptcha.com/settings

R DA i g EH, AR RIERDFERAIRIUR,

AR NS VAR SR e SV

258 Casdoor HEC BRI M IR, JEEEVRMINIZR ISR AR, AR5 iR IE %
Hlo



N > HEtE > BRIFM > FIEZX Captcha

[ H ~ Captcha

fTE Z Captcha 2/ FHE = RAHVIRIEEARSS . ERAMAIRIE T HEshIRUE" 1
"ETREIRIE". AT DAL BERE rh A E ZIRAE R

® R
EAl, R ER1ER1.0, FIEARIER 2.0 H AT T AT B, FiA
N HTSE A 3@ AR AR K

A8 Ba] B 2 s g ik % i

TUNNBAERIACE, EER E B a, EEFEARIEDRS. A5, i
IIFIE DU SRS AR SS

—HEBHN VRIS ERH G, ROEsmicE,


http://localhost:3000/zh/
https://help.aliyun.com/product/28308.html
https://help.aliyun.com/zh/captcha/captcha1-0
https://help.aliyun.com/zh/captcha
https://account.aliyun.com/

E(—) AlibabaCloud =~ & workbench Q search Expenses Tickets ICP  Enterprise  Support {2 a2 w ® w @

EEOWIED | inzz)

RINEE BRBEA

75— B DR,

REEE ek

7 R IR, RBAETEGRBRT, TR REER,
RESH appkey scene wiEs wsrm ERER BREH e
WA IRIERD FE— nc_other BERNUITE PC HE 2022-06-20 23:47:37 BRXHER RERBER
MR - ic_other WAEIE pC HE 2022-06-21 00:44:08 RN RERBER
2%
4
HE A L FRIE EIF TR RS
N =0 RE D o
E () AlibabaCloud =~ @ workbench Q search Expenses  Tickets ICP  Enterprise  Support {2} 2w @ o @
RORTS | mame = con & BEEA
HNERS
O =zmsns RARBEARLML =R
mEEn: ||
* BUEQPS:

*MUSSHR: ) PCRIT H5 (FBEHIEWAP + APP)
*HNEAE: AT WHEMIE FREIE

* ERGR: BR A & iR s HE

ITE, &A] DATESEHI G Scene 1 App key o



EEOWIER | Enzz]

e 1A20RE, WERSHETHREE, MOKRBEEERM107/X, HAES5000KEA, EYS000RKRHR0.0027THTIHE, B, WHEE, TTRMAERZTSRE.

EEEE Bigkz

B BE s ISR, RIBRFTRBAE, FRNEBREER. RS BEXR

EB&W appkey scene BiEAHR WssR fEAHR BEEH BRE
pocinze) FREANAMAAAAAAAIASE nc_other BENIAE pPC HE 2022-06-20 23:47:37 HEXHER  RERBER
T REROITERS FANNS——C ic_other EHITE PC HE 2022-06-21 00:44:08 BEXHR RERBER

#m25

[

54, Access key Fl Secret access key AJ PATEZSAIMN A\ BTRIHERE,

{E Casdoor fit &

£ Casdoor HaIlE—NF IR LR,

1K Captcha, KB MhCaptcha, A5, A FRE: “WEah5RIE" 8" & RE%:
I, WAREE 1 E—SF A8 H) Access key. Secret access key. Scene fll App
key o



Home Organizations Users. Roles Permissions Models Providers Applications Resources Tokens. Records Webhooks Syncers Certs Products - %3] @ Admin v

New Provider  Save Cancel
Name @ : Aliyun_Captcha

Display name @ : Aliyun_Captcha

Category @+ Captcha

Type @: Aliyun Captcha

Subtype @ Sliding Validation

Access key @ LR

Secretaccess key @ jjP SINSNIMOIMINNINNARRRENI: \

Scene @ nc_other
App key @ FRESORMIBOISSIIReNE:E
Provider URL @ : @ i d i 1234567

Preview @ :

] DR AL R & B XN R IERS R 2

DA RFELF SR T R L :

Captcha

Please slide to verify

Cancel

I P JRT T B R E T



Captcha

0 Click the button to start

VAR 3D
IR AL B Casdoorf YN AR /7, IEFEHTIINBIIR LR, )5 mdifR el

Providers XL
Name Category  Type canSignUp canSignin canUnlink prompted Action

Aliyun_Captcha ' Captcha (] NI



N > HEME > BIFW >  Geetest

Geetest
Al B Geetest

TR DA N IR E Geetest ARV ATHFI %A :

1. #%%|Geetest/ U1 H A Geetest CAPTCHA V4EL457,

(S5 GeeTesT
& Behavior Verification & CAPTCHA
GeeTest CAPTCHA v4 - Adaptive CAPTCHA. GeeTest CAPTCHA v3 (Based on behavior
Adaptive security strategies that change analysis and Al)

before attackers do.

CAPTCHA v4 v3

2. I E AR N AR AL PRI HIIE SR B — N R


http://localhost:3000/zh/

Create application

Address

the URL of your APP/website

Industry

3. NI AL "web",

Add events

Application

Casdoor

Device

Web/Wap i Android

Business types
Sig Sign-in Password Reset Comment Like

InMail  Promotion Search Anti-cheat Anti-scrape

Others

Security strategy varies slightly based on different end devices. e.g. if you chose i0S
and integrated GeeTest CAPTCHA in an Android app, certain security strategy may not
compatible with Android app and weaken your security.

4. KZ ID Ml Key,



& CAPTCHAv4 All > All Events

Eb  overview
Help
B Data Studio Web Android i0s Mini program Developer docs ~ Download mobile SDK*
1 0 0 0 Updatelog ~ DRaa$ integration

Customization

>

0]

Applications
ions and Events

{o} Notification

(®  Admin

%) Create applicatior|

fit B Casdoor

% B8 DA 20 3 fd B Casdoor:
1. fECasdoorH & — MR LR,

B2H)i% B lCaptcha, ZRANL E NGeetest, i MGeetestFHUIIDAIKeyEHE
Site key fll Secret key,

2. R L AT D It 3 e S AR

x|



~

eee M- < > § localhost 2R B + 8

Home Organizations Users Roles Permissions Models Providers Applications Resources Tokens Records @ v"‘, Admin v

Edit Provider Save

Name @ : provider_geetest

Display name ® : provider_geetest

Category @ : Captcha
Type @: GEETEST
Site key @ 489b713a6847260851073a7e8cf8442a

Secret key @

Provider URL ®: & ht i izati i ications/1234567

Save Save & Exit

Made with @ by Casdoor

FERE I TR R b B HI

TEIER N AR R Y FH Geetestlit & :

R A B AE Casdoor FICERINM MR, I ENINIARINRIR AR, A)a i/ 71
o

Providers @ :
providers (SR

Name Category Type Can signup Can signin Can unlink Prompted Rule Action

geetest Captcha @ |u}



N > B > Web3

Web3

MetaMask

FMetaMask Web3F2 {5 IR INE I N FHAE T

Web3-Onboard

FWeb3-Onboard Web 342t & AN EIIRA S R


http://localhost:3000/zh/

A > HEME > Web3 > MetaMask

MetaMask

@ wi

X2 —MMIMATAL E MetaMask{F Ay Web 312 % B 7=,

MetaMaskz—MEasd AN HREF, BEnl DMENINE T hEkt, thn] DMENIX HehE
MM, Casdoor & # FAMetaMasklE N & R4, I3 FIMetaMaskiy
Web3%5%,

B fd—/MetaMask Web 3§ it

B, EBFELECasdoorH AlliE— "MetaMask Web 32t
e fiiid
Category 1% web3

Type %% MetaMask


http://localhost:3000/zh/
https://metamask.io/

Edit Provider Save

Name (@) : metamask_provider
Display name (@ : MetaMask Provider
Organization (@) admin (Shared)
Category @ Web3

Type @: MetaMask
Provider URL (3) &

Save Save & Exit

PR R BB N R

K, KMetaMask Web3 2 St AN 2RI FHERFF

%3 flifiMetaMask® 3

EIRAER] DA I MetaMask&5% 1o IXEA —DMERI,



Q

1. fEHMetaMaskE &N, 181N —1 AR, CasdoorfgMHF H4H

TN PART itk

2. GNERIERBYIHRE 55— LKA T8 5, TRl S At DUK Y ik 5

CasdoorfVi&#,

o v © Zeus v *‘

(*) Connected sites

|~ Portfolio view

" Expand view

@ Support
o a € Settings
Buy Send

© Lock MetaMask
Tokens NFIS ACTVITY

8@ MetaMask support

0o v © Zeus Vv iy

0Oxbd5...76dE @Y

OETH

Connected sites X

Zeus is connected to these sites. They can view

your account address.

C  http://localhost:7001 Disconnect

Manually connect to current site

%8 [VIeTalMIasK SUpport




A > R > Web3 > Web3-Onboard

Web3-Onboard

Q@ #ix

X2 —MIATEL E Web3-Onboard{E JyWeb 312 it 7~ il

Web3-Onboardr] AFE BN H P A RIS LI TWeb3%5%, Casdoor ftiFF{# H
Web3-OnboardE N 51, H/EHWeb3-OnboardiyWeb3%E5%,

Available Wallets (23)

O Coinbase Wallet

Unstoppable

i1 it —/Web3-Onboard Web3#{it#

5L, IRFRELECasdoorHflliE—"1Web3-Onboard Web3#gft#4,


http://localhost:3000/zh/
https://onboard.blocknative.com/

ey ik
Kyl EFEweb3
KAl ¥ web3-0nboard

Bl EEEAVPESRIVERE

Edit Provider Save Save & Exit

Name (@ : provider_web3_onboard

Display name (@ : Web3-Onboard Web3 Provider

Organization (3 admin (Shared)

Category & Web3

Type @: B Wweb3-onboard

Wallets @ : Injected Coinbase Trust Gnosis Sequence Taho Frontier Infinity Wallet
Provider URL (D : @ httpsy//github.com/organizations/om/settings/applications/ 1234567

Save Save & Exit

H#f, Casdoor A3#f FEIH R RHEREL, Injected BREMERNEIRTARERE, a0

MetaMask BY Coinbase,

B2 [ IR N R

HIR, KWeb3-Onboard Web 312 4t& HRINEN VRN FAFER



Providers  [ee]

Name Category Type Can signuy Can signin Can unlink Prompted Rule Action
provider_storage_minio_s3 Storage i v a
provider_oauth lark onuth Y @ «© o) AvoE
provider_email_qq Email ™M Avoa
provider_web3 metamask Web3 M @ [ o) [ o) Avia
provier_googe_oauth onuth G © «© o) onemp v AV (8
prmeys— [ 6 © © © ~ve ]

3%3: @it Web3-Onboard % 3%

PAEVRAT DAEIT Web3-Onboard &%, X EHA —NE T,



A > M > FacelD

Face ID

Overview

Using Face ID for authentication

Alibaba Cloud FaceBody

Add libaba Cloud FaceBody as a third-party faceid service to complete authentication


http://localhost:3000/zh/

A > RS > FacelD » Overview

Overview

Casdoor allows for the use of Face ID as a sign-in method.

We only recommend enabling Face ID if you can ensure that the hardware and
requests cannot be tampered with.

Adding an Face ID provider

—

Go to your Casdoor index page.

Click on Providers in the top bar.

Click on Add, and you will see a new provider added to the list at the top.
Click on the new provider to make changes to it.

In the Category section, select Face ID.

2 T

Choose the specific Face ID provider that you require from the Type
dropdown.

7. Fill in the necessary information, such as Client ID and Client Secret.


http://localhost:3000/zh/

A > MR > FacelD » Alibaba Cloud FaceBody

Alibaba Cloud FaceBody

Introduction

Based on face detection, analysis/comparison technology in images or videos,
and human body detection technology, it provides independent modules for face/
human body detection and localization, face attribute recognition and face
comparison. It can provide developers and enterprises with high-performance
online API services for various scenarios such as face AR, biometric identification
and authentication, large-scale face retrieval, and photo management.

How to use?

The steps to use alibaba cloud facebody are shown below.

Step 1: Register alibaba cloud facebody

First, visit Alibaba Cloud Facebody website and open a facebody account.


http://localhost:3000/zh/
https://vision.aliyun.com/facebody

CIME: waswFxTs Q EHENew BRSO prem e FaEtE e

VNN

BFRETUATHARICN, SH/LHEA, LURAGRNER, REAR/A
FRRIRIE, ARBIERRIMA RIS ER, T FAEELIRHE
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EEERGE.
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Step 2: Buy CompareFace resource pack

Visit Face body page and buy CompareFace resource pack

Step 3: Create a client secret

Go to console and create AccessKey and AccessSecret


https://vision.console.aliyun.com/cn-shanghai/detail/facebody

_ . daconghd
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e ] . SEFE B
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w4 03
wEEy v Jr— e 2023-03-13  #EA bR 8
HRSISEELE. SR PR SE S . 3 b 7. BEAk. MRS RERSIMRTERNSEN. ¥ VREIREEN) Lo — SRR s
TAARHEA TR, THTE BE 20230313 @EALH
AR AR EH—OE AR °
=z SRR 20230207 FRLH >
T . B TEE. BA SE WSE FRSRT B v

© SIEEIS AccessKey
FARSTANSLRT, FRABEENE

AR,

-« EHSEETUE 5 AccessKey.
© BASRISIEE) AccessKey (BT HRE.

[ Ssismsmhs Acesskey 22RE

5P RAM FBF3 AccessKey

Step 4: Find Endpoint
You can find your endpoint ID in Aliyun doc

for example, if your region id is cn-shanghai, then the endpoint is

shanghai.aliyuncs.com

facebody.cn-



https://help.aliyun.com/document_detail/40654.html

Step 5: Create Alibaba Cloud Facebody provider in
Casdoor

The last step is to add an Alibaba Cloud Facebody Face ID provider and fill in the
Client ID, Client Secret and Endpoint in your Casdoor.
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http://localhost:3000/zh/

>
v
=
e
v
=
[

Wi
&) PAfECasdoorHf &R, £ EETIRZ AT, EHREREFERMHE. HS0EME

TEBERTHR 7> DARIUE 245 5.

—HERE 7 20— MR RIS SR R R R, St n] AARSEHAT T,

Providers @ :
Providers MAG[
Name Category Type ce
I Provider_azure Storage A
Github_1 OAuth ‘ b q
provider_Alipay Payment a

KW T BAELEBATIRAE — Nl EAZFIRHIER B3 PR 515~

EAEBER

PRI A EAL SRR RIR BT IR, ansc PRl A, SIERCE R 27 if.

Home Organizations Users Roles Permissions Providers Applications Resources Tc

REISI 1 Upload a file:

Provider Created time Tag

provider_storage_aliyun_oss source/casbin/leo220yuyaodog/2022_ICM_Problem_D.pdf 2022-05-18 17:25:21  custom

provider_storage_aliyun_oss source/built-in/admin/Z292021&22Q135.pdf 2022-05-18 12:28:01 custom

provider_storage_aliyun_oss source/casbin/admin/solo.svg 2022-05-17 16:25:39  custom


http://localhost:3000/zh/

MR

GUARIEABERREIRDRPE IR, A] DO R R PR T2 H R R e

Fil
Created time Tag Type Format I © Preview URL Action
size

2022-05-19 23:16:55  custom image Jpg 703 KB Copy Link
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http://localhost:3000/zh/
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http://localhost:3000/zh/

Tag @ Casdoor Summit 2022

Detail @ : This is a description
Currency @ USD

Price @ 19

Quantity @ : 100

Sold @ : 10

SR SS Re Bk

PR 7 IREIXLERIESN, OETFEN T ISR AR, T AR SN2 D SR
o

BT R BN RAEE, B AR

Payment providers | provider_Alipay

OR
provider_Alipay

Return URL (%) : & http://localhost:8000/products/callback

&, HERMURL, XEMNFGEME, (2 s EE mArTURL,



5~ 3
AT
RO T BB BT

Buy Product
e Product
Detail This is a subscription, Tag Casdoor Summit 2022
ﬁ CBS&FOOI'
Price $300 (USD) Quantity 99

Pay a Alipay

SKU

Sold

product

10




RS E, ERRESAE SN EE - MRS ER.  HE R EREWmAL,
I W SEIS TRIRD = sh A2 AR SE TR A R

Type Product Price Currer Action

' A notebook computer 300 US[M

fEgmta b b, EHREHGHRWEEERE. AR AR ERAL individual Al

organization,
RIS R, R A R B .

R AT E AR e, IR


http://localhost:3000/zh/
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http://localhost:3000/zh/

A > EN > R
Wi
Casdoorn] DUEId H Plan. Pricing #l Subscription WEEENITHIE B RS,
fA] DOEBRIG e TR B S SRS AR, an REIFR:
Casdoor Pricing

Casdoor hosting services providered by Casbin Inc.

Basic Plan Premium Plan Enterprise Plan

$ 10.01 per month $ 20.02 per month $ 30.03 per month

For small teams, with For fast growing start-ups, withfull For large & medium-sizedenterprise,
limitedtechnical support technical support with full technicalsupport

Getting started Getting started Getting started

Free 7-days trial available!

N Pricing &8 T — M EM Application, FF A DUEEE— MK, FEd
Pricing FMHR pricing page URL {EAFH paid-user,

— Wi

— AR RARIXAE


http://localhost:3000/zh/

login succuess login fail —

(login page) normal-user
login
yes
paid-user no active or pending subscription
have active
subscription?
no 3 have pending
subscription?
J
f /select-plan/:owner/:pricingName?user=xxx
(buy-plan-result page)
(select-plan EpEz) (buy-plan page) check buy-plan result
page) signu, aid-user [ EmET & update subscription
select plan first Enup a paid-u the user pca P
state
user && user 1=""
J

1. AFEE R EHEREZR pricing page URL A Pricing AYIEREXITATH,

Organization & built-in
Name @ pricing_casdoor

Display name @ Casdoor Pricing

Description @ Casdoor hosting services providered by Casbin Inc.
Application @ app-built-in

Plans @ plan_basic x  plan_premium x plan_enterprise x
Trial duration @ 7

Is enabled @

Preview @

Casdoor Pricing

Casdoor hosting services providered by Casbin Inc.

Basic Plan Premium Plan Enterprise Plan

$10.01 - vorer $ 20.02 .. ot $30.03 ..o

vithful For large & medium terprise,

with full technic;

Getting started Getting started Getting started

2. HFIERE— Plan BATITHIFFSERTEMIERE, BOV—1 paid-user,



Casdoor Pricing

Casdoor hosting services providered by Casbin Inc.

Basic Plan Premium Plan Enterprise Plan

$ 1 0.01 per month $ 20.02 per month $ 30.03 per month

For small teams, with For fast growing start-ups, withful For large & medium-sizedenterprise,
limitedtechnical support technical support with full technicalsupport

Getting started Getting started Getting started

Free 7-days trial available!

@ Casdoor °

Username:  paid-user-premium

Display name:  paid-user-premium

r ~

..... q 0

* Password :

‘m Have account? sign in now
GO

3. G, M REBEE MBI FL Plan FESETHRITIE, DAARSLATHR,



Buy Product

Name Auto Created Product for Plaribuilt—in/planfpremium(Premium Plan)

Detail This Product was auto created for Plan built-in/plan_premium(Premium Plan) Tag auto_created_product_for_plan SKU product_6g2mem
0 Casﬁoor
Price $20_02 (USD) Quantity 999 Sold 0

Py S stipe | I8

4. —HAFFIN5ER, FFP A Plan B Subscription Bt#E0E, PULE, A CAMER
paid-user &% ZF|Casdoor,

You have successfully completed the payment: Auto Created Product for Plan built-in/plan_premium(Premium Plan)

Please click the below button to return to the original website

Return to Website

XA —MERA:
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Plan ffiid 7 — N —FRYIEE, B DUIREEE B CAIAFRRINTE,
Plan FJINEEEUR T Casdoorf Role, BT —4H Permissions
IXARVPHSIA plan YDIRE, Toiema @M,

g, plan BYHTHE AT HE ARTEE S5 H BRI AR TA A .

REWBH T Plan fll Role Z R R,


http://localhost:3000/zh/

Display Name

Price per month

Role

permission 1

permission 2

permission N




s T
194~ PLan #54 DU R R

o Y
o K
o QUEEASTH
o BIRATR
o fAth
o BHHE
o BEMM

o PaymentProviders : AP A] USSR AERIESE Plan . B RUMAIELE S 1
HENER, B2 WS R LR,
Ry =hat

Edit Plan Save

Organization @ : built-in

Name @ : plan_enterprise

Display name @ : Enterprise Plan

Role @ :

Description ®: For large & medium-sizedenterprise, with full technicalsupport
Price per month @ : 30.03

Price per year @ : 100

Currency @ : usb

Payment providers @ : provider_payment_stripe x  provider_payment_paypal x

Is enabled @ : Q

Save Save & Exit

YiE i Casdoorfl|@ plan N, = H3NAIE—MHXH Product o



A Plan ECEMIE B HENFI2PE] Product

4/

MHFWSE Plan B, MAT5EFR_ER2WSE T A% Plan BYMESE Product .

Name @ product 4f9fak
Display name @ Auto Created Product for Plan built-in/plan_enterprise(Enterprise Plan)
Organization @ buit-in
image @
URL® & hups//cdn casbin org/img/casdoor-logo_1185x256 png
&/ Casdoor
Tog ® auto,created_product_for_plan
Detail ® This Product was auto created for Plan buit-in/plan_enterprise(Enterprise Plan)
Description @
Curency @ usD
Price @ 30.03
Quantity @ 999
Sold @ o
Payment providers provider payment stripe «  provider payment paypal
Return URL @ @
State @ Published

Buy Product

Name Auto Created Product for Plan built-in/plan_enterprise(Enterprise Plan)

Detail This Product was auto created for Plan built-in/plan_enterprise(Enterprise Plar) Tag auto_created_product_for_plan sku product_4f9fak

. @ Casdoor

me $30.03 (USD) oo w8 o

Pay S sie P o




n >

EM DIREE S — D alZ A HHIDED,  SRVER P SRR s i R o

NEFER T @ WiE e —MBamte

EM > EMERE

% ﬁm s

Pricing

Plan Ne1

Plan Ne2

Plan Ne4

Fg

T

i1k

B EM T PIEA DU R E

i éﬁ -7\

° %%/J\

o QIEEHA
o IRATR

o ik
o K

T
o EEHEH

select plan Ne2

——

Sign Up

Username [ ]

Sign Up

Password

+ new account

+ subscription


http://localhost:3000/zh/

o MH

BEEEMFEERG, 1E5% R

Organization @ built-in

Name @ pricing_casdoor

Display name Casdoor Pricing

Description @ Casdoor hosting services providered by Casbin Inc
Application @ app-built-in

Plans @ plan_basic x plan_premium x plan_enterprise x
Trial duration @ 7

Is ensbled © @
Preview () : @ Copy pricing page URL

Casdoor Pricing

Casdoor hosting services providered by Casbin Inc.

Basic Plan Premium Plan Enterprise Plan

$10.01 e ones $ 20.02.. vorer $30.03 . vorer

For small teams, with For fast growing start-ups, withfull For large & medium-sizedenterprise,
limitedtechnical support technical support with full technicalsupport

Getting started Getting started Getting started
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pricing

plans

plan

productName

/N

product

payment

productName

subscription
pricingName
planName
paymentName
userName

/N
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o FTEE
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o OIEERH

o TRHR

o fIA

o FRLUNIA : 1T FRYFRFEEI T,

o JFUAMFIAD : TT PRI IT AR [,
o ZESNIA ;T PAERATSS AN T,
o EM : AHRHTEMN

o IHHI: AHSRATTHA,

o UMY AHSRHISAL,

o P FFEMITHITHF,

o I HAT, ITHALIMRE: fFHBE., R, BE. Esh. AKERE. JdH.



Organization @ built-in
Name @ sub_e719e2
Display name & New Subscription - e719e2
Duration ® 30
Start time @ 2023-08-25
End time @ 2023-09-24
User @ paid-user-x
Pricing @ pricing_casdoor
Plan @ plan_premium
Payment @ :
Description @
State @ [
Pending
Upcoming
Expired
Error

Suspended
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http://localhost:3000/zh/

WL
R PR

TEN—MNIEYV-&, Casdoor BEEEFM ., &AL NEME:

e owner : HEHFHIHHA

e Name: ME—RJHF44

e CreatedTime Al A]

e UpdatedTime

o Id: EBPHFPIME—IRIRR

« Type

e Password

e PasswordSalt

e Passwordoptions : ZHE ZLMiETT
e DisplayName : TEfFREA TR
e FirstName

o EIK

e Avatar : FEREZIHFHLE

o KALB

o HIFHLME

o HiE

o &

o Huit

o RIE


http://localhost:3000/zh/

e
S
Sk
B

&t/

PR

IsDefaultAvatar

IsOnline

IsAdmin : RpH 2GS 2HALRER R
IsGlobalAdmin : FRHF Z2EANRE M Casdoor
IsForbidden

IsDeleted

TN R

W&

PG 7

IR IP

e B SR I [A]

WJEEFSKIP



e Roles: HFMAIEA
e Permissions: FHFAUBRAVEEH

AV B EF A ME—ID:

e Github

e Google

* QQ

o TE

e Facebook
o ETET

o Tk

e Gitee

e LinkedIn
e Wecom

e Lark

e Gitlab

e Adfs

e Baidu

e Casdoor
e Infoflow
e Apple

e Azure AD
e Azure AD B2C
e Slack

e Steam

e Ldap



e Properties: —PNFERFE>FAFRME, HTEEEAIRIMIENE,

MXLSXL S AH P

AT DO RS S B RIXLSX SR EIHT I - B A I Casdoor .

FEEEAER AT, BIMPHFRSGRE (xisx) 1%H,

Home Organizations Users Roles Permissions Providers Applications Resources Tokens Records Webhooks Syncers Certs Swagger %3 v- Admin v
UESA Add | .. upload (xisx)
Organization Application Name Created time Display name Avatar Email Phone Affiliation Country/Region Tag Action

built-in app-built-in admin 2022-03-2020:07:23  Admin v“ | admin@examplecom 12345678910 Example Inc staff
»

Tintotal < [1] > 10/page

Made with @ by Casdoor

EFERBIXLSX S A i T It RS

FRATHRAE T BIRXLSX X user_test.xlsx fE xlsx AEJer, AR E S5 MR
PR —2e A 35 P E PR FR L,


https://github.com/casdoor/casdoor/blob/master/xlsx/user_test.xlsx

Home  Organizations  Users  Roles  Permissions  Providers  Applications @ Users uploaded successfully, refreshing the page 3 Syncers  Certs  Swagger %3 v- Admin v

Users 1, Upload (xisx)

2 user_testxlsx

Organization Application Name Created time Display name Avatar Email Phone Affiliation Country/Region Tac Action

9v73hn@example.com 40738134827 Example Inc United States of America  scier

built-in app-built-in tesla 2020320204903 Nikola Tesla v“ !

built-in app-built-in gauss 2022-03-20 204833 Carl Friedrich Gauss v“ vqdsan@example.com 98621482844 Example Inc. Germany matt m
built-in app-built-in galieleo 2022-03-202047:58  Galileo Galilei v‘ 8p4f38@examplecom 22596937332 Example Inc Italy scier
built-in app-built-in euler 2022-03-202047:08  Leonhard Euler v“ 3dzwdj@examplecom 74409642681 Example Inc. Switzerland matt m
built-in app-built-in einstein 2022-03-20 204629 Albert Einstein v‘ 6mive@examplecom 60062541396 Example Inc. Germany scier
built-in app-built-in admin 2020320200723 Admin v“ | admin@examplecom 12345678910 Example Inc staff

‘

Gintotal < [1] > 10/page

Made with @ by Casdoor

ZaNE ATk

4 MAMEEE 21T R H P 2l Casdoorlit,  RTRES HYEEAy BRGRd B il
organization BIATERSZERL T IR BLHER N T IR R G DL,

XA DU TEH P S AL passwordType FBERIZIL,
Q) &
{ii FIBycryptZ g i f -

PURZAPIESH /api/add-user BIPOSTRIE K- Hil,

{
"owner": "ZHA",
"signupApplication": "first-app",
"email":"dev@dev.com",



TEIXE, PSS Hberypt B2 T 7ines, FrATRAT#
passwordType f5E A "berypt", PAUEHICasdoor NEFRINEE,



A > HFP > MFA/2FA

MFA [ 2FA
KT Z =S4k

MFA (ZRZRSMIIE) Z—Ral DUEsE P MRS Z 2R 2 2, CZRAFE
B T USRI SR AL BIE 2 1 B R IE K 2R

XtF-Casdoor, 5 R &y Ie kUil E s IR A X RS, — BB
MFA, Casdoorf A NI EI & RIERIMK F INER AR — N S I, A HITE
HY B RESR B B O B UE AR Y A RE G SR BRI

At EEMFA

1. R DA, ETUESIZRES IEECE, RIEEA Y, 16
PRAGUENR P T H R a1 2 KRS ik =

D @ O & sitinOrganizaton + = >
&< C @A O localhost8000/account A e m e
@ DeepLTranslate: Th.. ) EM Internet Explor... F) it&#HL F) 3 FJ @@ § /NS B2 W My Program | IELTS.. Keith Speaking Aca. ) =
Managed
- Managed accounts ()
Application Username Password Acti



http://localhost:3000/zh/

2. i R E"TEH,

Multi-factor
N~ Multi-factor methods
authentication
@:
Type : sms Setup
Type : email Setup

3. BAERENIF RGN

< C m @ localhost:8000/mfa-authentication/setup L A W a3 M

ﬁCasa'oor Home  Organizations  Users  Roles  Permissions Models  Adapters  Applications ~ Providers ~ Chats ~ Messages  Resources - B o . Admin Vv

Protect your account with Multi-factor authentication

Each time you sign in to your Account, you'll need your password and a authentication code

R Verify Password Verify Code Enable

o @

Powered by @ Casdoor

(S TOTPE Al b FI AL 2 1K 2= B Oy e Uk

FTIN R — M (TOTP) RH B ahA: i —ME— & IV A& B ek A B Ao g e A LA,
FATEBEH -

e Google Authenticator

e Microsoft Authenticator.


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_US&gl=US

Q %
To configure authentication via TOTP on multiple devices, during setup,

scan the QR code using each device at the same time. 1R 2FAEZFH,
MR  — Mg, ERMH P N SR DT S A B TOTP A H.

Protect your account with Multi-factor authentication

Each time you sign in to your Account, you'll need your password and a authentication code

,Q, Verify Password —— p Verify Code Enable

Scan the QR code with your authenticator app

Or copy the secret to your authenticator app

P757K7XT5MIOSRPZQYSC @

Use email Use SMS

1. RIS ERA, TR MEEZ —:

o RSN A 41, HfE, NASZER— N7 MR
i, f&r]PAtECasdoor F#ii A
o HNSMETCIESTRE 405, AT AFShE e B TOTP A A i N %54,

2. TOTPHahN AR ERICasdoor ik fR17FH B[R LIV A i — MBI B o Je b AW, 1E



Casdoor I, ReCHdH AR Ribry Bt midi N —2",

3. fE B ET5, BHIERIRE AR ENRERIER RS B, el ER
—NRZENAE, KOERIRE AT DAL B ETE R R V5 A RN B R 1S X K
3R]

Protect your account with Multi-factor authentication

Each time you sign in to your Account, you'll need your password and a authentication code

R Verify Password ——— p Verify Code +/ Enable

Please save this recovery code. Once your device cannot provide
an authentication code, you can reset mfa authentication by this
recovery code

ad3ede29-3ced-4e39-a97f-ceff1d5e3d3c

A
Each recovery code can only be used once. W5 (# AR E R ER, ©¥
{5 RS B 2 R 3R B B bk

INARECHRINERFHLSM, Casdoorki i H B MR,



0035&00r Home  Organizations  Groups  Users  Roles  Permissions  Models  Adapters  Applications  Providers  Chats  Messages - @ o v“ role_test v/

Protect your account with Multi-factor authentication

Each time you sign in to your Account, you'll need your password and a authentication code

R Verify Password —— ,,O Verify Code Enable

Your phone is 89748593889 |

Use Email

Powered by € Casdoor

GUERIEEIAE BINIER TS, ERZEILINE,

ﬂCas&oor Home  Organizations  Groups  Users  Roles  Permissions  Models  Adapters  Applications  Providers  Chats  Messages - @ o v“ role_test V

Protect your account with Multi-factor authentication

Each time you sign in to your Account, you'll need your password and a authentication code

R Verify Password —— Q Verify Code Enable

Please bind your phone first, the system
automatically uses the phone for multi-factor
authentication

+86 R

9 Send Code

Use Email

Powered by @ Casdoor

1. EEERE R AR AR TS,
2. eEEIEERZS EMFF R xR,

3. RIE|—F AR ENEIER. RERAREE A2 A SR 7B i

"‘F_k/)u;‘"o



4. 1R BTy, SHERIREARE IR EMNREIERSE L RElRER]
— g ERNE, KOVERITRE R AT DR B IEAE IR R 15 AR I B R 15 e ik =
I3 1AL

{58 FH RS I L 20 TR 2% By bk

LT R B 5110 D638 S SR ME 77 75 PR 225

1. 4P TS S AJESE T A 3 A AR
2. SRIEHHRELHI NI A RIS B T — 4,

3. fE R LTy, ERIERIKE MR ENREFRIERSE L. FellRFD
—NRENAE, FOVERIRE AT DA BIETE R R 15 A PRI B R 150 Sk
I3 TRL,

R EIERIMEATS 4
1R DANINZ /IMEFATT 1, RAEEIE T IEA STERESEE

GRIEIRIR B EIENIMFATTTE, 18R R BB 14

Multi-factor G -

authentication @ ulti-factor methods isable
Type : sms 132°%0885 9 Enabled | | @ preferred
Type : email 2x*s “4@qg.com D Enablet Set preferred

ID card @

PR 77 A R BR,



HEAISES= ¢rigoaA

RIEREZEMZ N RE S MRIE, BRG AH . ERIATE 2 2 5 UL E R 4
il I8

ik

Multi-factor ey el
- ti-facte t .
authentication @ viti-tactormethods Lo

Type : sms 13250885 > Enable Set preferred

Type : email 2xserss 4@qq.com D Enabled | [ @ prefered

IN card ()



f > AP > HFAG

Mt
FIMP R A 2 M At &R DER PR AR L& B M ECAHRATIRY .

Bio ®@:
Tag @ : staff

Signup application @ :  app-built-in

Roles @ : role_test | | role_test2

Permissions @ : permission_test

3rd-party logins @ :

Is admin @ :

Is global admin @ :

Is forbidden @ :

Is deleted @ :

RV

A A LN e

o U]

o TIRAIR

e CEH

o Users: BT ItAENFHFEA
e Roles: J&T IHAMAENTMEEA


http://localhost:3000/zh/




f > AP > R

U

FIHPATRERZ PR, ] DAEARATTHY D AR EEE P HIRR,

Bio ®@:
Tag @ : staff
Signup application @ :  app-built-in

Roles @ : role_test | | role_test2

Permissions @ : permission_test

3rd-party logins @ :

Is admin @ :

Is global admin @ :

Is forbidden @ :

Is deleted @ :

PR 1

PR EA DL ek

o QIEEHA
o EIRATR
o TEH

o AU

o Users: WA THEH


http://localhost:3000/zh/

Roles : IR+ A G
PRI

Resources : WIRAVEA
Actions : —/PafEEEH
R



N > EHED

A

LR
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http://localhost:3000/zh/

N > EED > MR
M‘L

HHll, casdoorCZsfF B RIGHIBIEN /T 2T M. — BE T GR DUSIE RS 24
W T EM v, HP SR A IR A REE .

Signup items @ :

Signup items

Name Visible Required Prompted Label Placeholder Regex Rule

ID Random

Username ‘) ‘)

Display name ‘) ‘) None

Password ‘) (D

Confirm D ()

Email () O Normal

Phone Q Q None

Agreement Q Q Only signup
| Invitation code () () |

{8 PG RS ) £ 2R RT3, BOABITEZ — DRIV AF R, RIS Ay Bk
o N TR, BIEMIESRF IR VL EOR VEAC 2 N A RIS A
Invitations

Name Organization Updated time Display name Code Quota Used count Application Action

invitation_794tdt built-in 2024-02-04 20:52:15 New Invitation - 794tdt 319jed4tjk 1 0 All
invitation_147y39 built-in 2024-02-04 20:47:47 New Invitation - 147y39  [a-zA-Z]2333 1 0 All
] »

2in total @ 10/ page

ak Yk
ﬁlﬁ ;'% Jlﬂz
Casdoorifid DA~ @ &S Mg i

e Organization: i BIENLHA
e Name : ME—RYZIFRPR
o Display name: B RAVIERIEZHR


http://localhost:3000/zh/

Code : JRiKN, PRAIDUEE BARREBRIGIES AT, A DUHS [ENERIKK

Default code: HTTERIGHEHETIHAIRINAEIEE, XN TREHIAERAYBIER,

A S BIEAER, AT ENREFE AR, RFEZEE CHEHE RS

TEMZIEAHN ) BRI

e Quota: IKIFRGATDAGE AV AIREL

o Used count : JEIERL EHHE R IIREL

o Application: FRVFERHBIEREAIN H, EEE ALL SEEXTHL TRYPTE N HES ]
H

e Username : {8/ IEIEEAN TR ERREH -4

o Email: A IHIBKIETTN TR 2RYREE F - HB

e Phone : i FH HIBIE T N 7R 22 AV R e FL IS

e State: BIBEAIRA

v Y » ‘EB
NN AT
BONBIE B R i — D BENLA R TR 77 R, H Quota IRE N1, HAEfE

H—Ro  BHERNIZE N ALL , IXTEMRE NS LB IS AN AR R AR AT DA F ikt
BRI,



New Invitation Save Save & Exit Copy signup page URL Cancel

Organization @ : [ built-in ]

Name @ : invitation_Ixxgdh
Display name @:  New Invitation - Ixxgdh
Code ®: yo8hrfa7sf

Default code @:  yo8hrfa7sf

Quota @ : 1

Used count @ : 0

Application®: Al

State @ : Active

MEBRIERS R NRPEH P IREN, RAEHPEHZ%EN username. email. phone
flinvitation code ¥, RA]DUBITIEE MHR Y FERIRGIH P M. WRFEN
SEEETFM A FIREECE, casdoor Nl i iEIx te Y

Username ® Bob
Email @ : bob@qg.com
Phone @ : 15295959595

YR EE M ABIELN, VRATCOK Quota IRE N —MRARHIME, Flan, WSRIRmEEX
MIBRSAE 10K, ARAMRA] DA Quota IR E W10, Y IRA B4 1 A LIRS RS T
[, PR AT U@ B BOBIE RSN suspended RSLH,

Quota ®: 10

Used count @ : 0

Application @ : application_phs9si
Username @ :

Email @ :

Phone ®:

State @ : Suspended



WMIEIEHECE T username . email 5 phone i}, quota RN KF—, XZHK
HFFE username. email 1 phone M iZ@ME—, Z M AN IZEENSfE R
HHIEIA) username . email B¢ phone BT,

TR UMY 8

A TR ZRERBIEHEE TR EN, —— R0 ATREFF 3. Casdoors<ff
B IENFRIAADVCAOR B UL TE S, BlAn, JEILRF Code AN "[a-2]2333", {ELfA[IL
P I T )RR SR T T A TR A5 i S D E A A 538 B T o

Code ®: [a-z]2333

Default code @: a2333

@ #/iE

FEAFE FH IENFRIS IR GRS, & DNULEC RN FRIE AR i D e A —IX,
Quota /59AR] DARRHIE FIIREL, Hilan, 4 Code /& "[a-2]2333" H.Quota &2
i, A& N PCECE N ZRIR A ZOE RS AT AR DR,

> T Ry N

RS B

Casdoor>Z & fill Xt Mg G s iE 5, BOISHRE A IYEIER X Y T Default code
B, [k, XFEHENRIARAEE, HTF3ES Default code AZE R IERAN 1 1E

HERE, AN, SEERTECEBERTENIN, TEM DU B SIS H N MBS R R E R
HEETEER.



New Invitation Save Save & Exit Cancel
Organization @:  built-in
Name @ : [ invitation_Ixxgdh ]

Display name @ : New Invitation - Ixxgdh

Code ®: [a-z]2333

Quota @: 2

(6]

& Casdoor

* Username:

* Password : %)
# Email:
*# Phone: +1

* Invitation code:

SRV Have account? sign in now

Powered by @ Casdoor

{H7N



A > [P Whitelist

IP Whitelist

Overview

Support IP limitation for user entry pages.


http://localhost:3000/zh/

A > IPWhitelist > Overview

Overview

Casdoor supports the ip whitelist function of the entry page. When a user
accesses the entry page (login/signup/forget-password), Casdoor will decide
whether to allow the user to access the entry page based on whether the client IP
is in the whitelist. Here, we will show you how to enable the option to specify the
ip whitelist function of the entry page at the user, application and organization
levels.

Configuration

User Level

Casdoor will first determine whether the client address meets the user-level ip
whitelist requirements.

If you want to specify user-level ip whitelist, you first need to add the "IP whitelist"
account item on the edit page of the organization to which the user belongs. Then
specify your ip whitelist by filling in the comma separated CIDR list, such as
192.168.1.0/24,25.112.0.0/16. If the ip whitelist is empty, it means there is no
restriction on the client IP address.


http://localhost:3000/zh/

Is forbidden (3) :

IP whitelist (2) : 10.201.146.108/16

@ e

If you forget how to customize users' account items, Please refer to the

Account Customization

Application Level

If the client IP address passes the user-level check, Casdoor will proceed to
perform application-level check. You can specify the ip whitelist through the 1P
whitelist configuration option on the application edit page.

Affiliation URL (3) P
IP whitelist (2) :
Terms of Use (2) : P

Organization Level

Organization-level check will be performed last. You can use the IP whitelist
configuration option on the organization edit page to specify organization-level ip
whitelist.



Master verification code () :

IP whitelist (2 : 192.168.1.0/24

Init score (2) : 2000

Here is a demo video that shows how to use ip whitelist:
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Keycloak

f# /] Keycloak Syncer [Fl# Keycloak

WeCom

i FlWeCom Syncer[d] 5 $f%
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http://localhost:3000/zh/

N > EHE >

LTIl

LA CTES

P[] 20 8

BATRRER AP RIENEOR, 2 IEIRXLS XS AT AR,

owner  name created_time
built-in  einstein 2022-03-20T20:46:29+08:00
built-in ~ euler 2022-03-20T20:47:08+08:00
built-in  galieleo 2022-03-20T20:47:58+08:00

gauss 2022-03-20T20:48:33+08:00

2022-03-20T20:49:03+08:00

TOEHIIFED A, W EHET R, FHLIR NI RBES Fra S5 815 o

Ja, PRAFEN,

Organization @ :  built-in

Name @: syncer_gmpox9
Type ®@: Database

Host @ localhost

Port @ : 3306

User @ : root

Password () password
Database type @ :  MySQL
Database @ : auth

Table @ : user

Table columns @ :

Table columns
Column name

name
id

first_name

Q #r
— R, R

updated_time  id type
1¢57cc37-37f5-4def-9e9f-082189€f63d2 normal-user
bb7831b4-0d24-4e96-b043-18fd8cl15eb normal-user
7920eb6c-f975-40ef-8e18-3ac99f49bdf5 normal-user
10c288f6-2c0d-479b-b545-cbAcf96db36 normal-user
687¢3068-fd21-4d32-b2ba-e13e8b369acnormal-user

Column type
string
string

string

/£ Casdoord|HEE 1D il Name .

password
123
123
123
123
123

password salt

Casdoor column

Name
Id

FirstName

display_name
Albert Einstein
Leonhard Euler
Galileo Galilei
Carl Friedrich Gar
Nikola Tesla

first_name

Is key

avatar

https://casbin.orc
https://casbin.orc
https://casbin.orc
https://casbin.orc
https://casbin.orc

last_name

Is hashed

ofol,

HoAh B B

permanent_avataemail

6mive@
3dzwdi@
8p4f38E
vadsan@
9v73hn@

R

FARRY

Action
v a
NV

A v O


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/blob/master/xlsx/user_test.xlsx

createdTime. Password fll DisplayName,

AN FBUR TR

Organization: HFK#S ARIHL
Name : [R5 2824 FK

Type : JEFE"EHEE"

Host : JEUR % T AL IE

Port : JEAGEHE v

User : JREAEHREIER P 4

Password : JRAAEHEEH TS

Database type: FiGXorm>ZHilUEEE, 4IMySQL, PostgreSQL. SQL
Server. OracleflISQLite

Database : JFAAEHEE AR
Table : J4AH PR

s3]l

Column name : JREEH P54 F5
Column type : JR4GH %1257

casdoor Column : CasdoorH %4 Fx

AR R

Is hashed: @& THERAE. HUHIETUS AN, R &R EERERPIHP 57
BN A RFEP R, WRETHEEM, RIS 7k, RS &R =RD
M. fmsz, AAES5EAITENTE (EH"ls hashed") HEHTH, HFA
WA

Is key: ZEREIGRPHIHF M CasdoorRFIVH R THE, 7R [FIPEHEZEN,
IRPEIESE T"1s key " VEIH) FBORIIE . FEHY"Is key"T&HIN /01— IR
RIS, AB2BONERESE —1"s key"IET,



e Avatar base URL: [, @5 Avatar base URLAF =S B4
user.avatariZ g "http"fiZk, #Hriuser.avatari#iAvatar base URL + user.avatar
B,

o Affiliation table: FHTMEFEETRIHERFRZZHFRERXR, HTREX
ZAJREE"Affiliation table"FHYINtRAIAY, KR FHEZEMM NFITE, &%
getAffiliationMap(), Casdoorfi —LE TR FEnT DAME A, Al DUX B BAT 1 A
score KintfCREILER ) F 5 R A4 R

FCELrFFP a5, JoMls enablelZ R 1F, R aRiITia Tk,

Sy Add
. . Database .
Name Organization Created time Type Host Port User Password t Database Action
pe
syncer_qmpox9 built-in 2023-08-09 18:57:36 Database localhost 3306 root password mysql auth Edit Delete

PR AT DA " Sync" 1 LA TEHE ZE R 25
b
X Table columns B NEFRES, HATEIHRIE,

Table columns

Column name Column type Casdoor column Is key

£r
Fr
a

Action

s hashe
name string Name () Q v
id string Id () AV O
first_name string FirstName () ANV O
password string Password () A o

QUERPIRAPHISCHE LR ANE, T DURIE AL DR Z [RIF LR,

o TEIRUATRAEHTH

o fECasdoorzeH BT

@


https://github.com/casdoor/casdoor/blob/9f3ee275a8b747f914f0e74e897a79abeff96ccb/object/syncer_affiliation.go#L32
https://github.com/casdoor/casdoor/blob/9f3ee275a8b747f914f0e74e897a79abeff96ccb/object/syncer_util.go#L65

24 Table columns KB NEFIRES, HATESIIERIE,

Table columns @

Table columns

Column name Column type Casdoor column Is key Is hashed Action
name string Name () ‘) v
id string Id () AV O
first_name string FirstName () ANV O
password string Password D A o

QRPN RZ A ERECE AR, AT DURE R R a2 8as &5 Dy,

o TEIRUARATINA -

o fECasdoorZ&H s HF



>

Keycloak

Keycloak

Keycloak [A]25 ¢

&

Keycloak R a8 AT 5 5dR E R astHE], H9h0 T X Keycloakfy Tables #l Table
columns B HZNBECE YIRE,

A, Keycloak[FI?F 284 M credential &,

keycloak_group Z#l

user_group_membership RHIREEIE, K HKeycloakH G R BFEEZ MR

HHY,

Database type ®

Database @:

e EI_4

Table primary key ®:

keycloak

Keycloak

localhost

3306

configured automatically after selecting Keycloak as syncer type

f

Table columns @

Table columns

Column name
D
USERNAME
USERNAME
EMAIL
EMAIL_VERIFIED
FIRST_NAME
LAST_NAME
CREATED_TIMESTAMP

ENABLED

Column type
string
string
string
string
boolean
string

string

boolean

Casdoor column

DisplayName
Email
Emailverified
FirstName
LastName
CreatedTime

IsForbidden

=
£

BAABAAAAA:

Action

v o
A v O
A v o\
A v o\
A v O
A v 8
A v T
A v o\

A a
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A > [EHH > WeCom

WeCom

WeCom Syncer

B I WeCom syncer, #R] DL WeCom H P ATERI 1% R 2 Casdoor ) Fi F & A
HEK,

AN FBOR TR

e Organization: KBS A FHIHLHN

e Name: syncerfJ&Fx

o Type: EE"WeCom"

o User: ZFIWeCom/AHIID

o Password : f&FYWeComp H 27 %4A

o ClientSecret : &WeComBkR AIFS%EH

T L NS R TR B

IR JREIWeCom Syncerfit & i

o TEENWeComEF-E, SHFERIIAYE, ARG RPIRE ARID,
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C.\;, WECCII“I’"I Service Provider Console | APl Documentation | CSR | Quit

Homepage Contacts Collaboration App Management  Customers and Partners  Advanced Features  Security and Management My Company

npany Information Company Information

Permissions
Chat Management Comy
usher

Contacts
Management Recommended size: 702*180
Workspace Company short name  usher (@ Fikif) Modify Company not verified. After verification, the number of users can be increased
Management
WeChat Workplace

Company address Add
External
Communication Phone No. Add
Management ‘

Company Domain Ma... Add
Security and

Confidentiality

Setting Company member 1 member(s) i Statistics

Company Department 1 dept(s)

Added/Max. 1/1000 Verify now to increase the limit
Invoice Title Add set VAT invoice titles for company members
Industry Type Internet and Related Services Modify
Company Size 1-50 Modify

Creation time 2023-6-18

Company ID ww752595f99d89%b1ca

Already a WeCom service provider.Go to Service Provider Platform

o TERHIBEENAY, RENA®EH

C-\'. WeCom Service Provider Console | APl Documentation

Homepage Contacts Collaboration  App Management  Customers and Partners  Advanced Features  Security and Management My Company

Casdoor

ra
Casdoor rases ([l

Mo app info
Agentld 1000003 Edit
Secret View

AMllowed users i usher



o IERRANFPET RS, IR ARLSEH

) WeCom Service Provider Console | APl Documentation | CSR | Quit

Homepage Contacts Collaboration App Management Customers and Partners  Advanced Features  Security and Management My Company

« Back Sync of Contacts

Sync of Contacts

Companies can sync contacts through APls or authorized third-party service providers APl Documentation

Sync method API Sync

Permission Read and edit Contacts Edit View Permission Details
Secret View Send again

Company's Trusted IP 3 IP address(es) are configured.  Settings

Only configured |P addresses can access company data via APL

Set event receiving server The added member or department will be pushed to the following URL in the form of event to
ensure the Contacts is synced. Learn More

Disable API sync

182 il B Casdoor WeCom Syncer

HR|Syncersi i, ik weCom FAGHHT I NTRHILFRER. A5, REEN,



Edit Syncer Save

Organization @ :

Name @ :

Type @ :

Database type @ :

Host (@) :

Port @ :

User (3 :

Password (7 :

Client secret (3) :

Database @) :

Table 3@ :

built-in

wecom_syncer

WeCom

MySQL

&

ww752595f99d89b1ca

Company ID

App secret

Sync of contacts secret



;)

—~

=

5t

<

f

Casdoor


http://localhost:3000/zh/

Casdoor/g#TOAuth# &y, F4# SR E R H B OAUuth4 fE,
PA R 2Casdoora] ISR EX :

e Owner

e Name

e CreatedTime

e Application

e Organization

e User

e Code

e AccessToken

o ExpireIn (LRRAEILNNEEHD)
e Scope (fZAEH)

o TokenType ({54, Bearer ZH)
BRSNS, A =RE R IWT SRR I

o JWT
o JWT-Empty
e JWT-Custom

e JWT-Standard

TEIRGH R IWTRZE R — DM S AITE P BRI, JWT-Empty RZEl— DM & AP
TR AEERT M, MIJWT-CustomRiZAE Rl —MEE B E SH P M By 2 (AT
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DIES I Ehie | ME) . JWT-Standard will generate a token with some
standard OIDC token fields include email, phone, gender and Address (Address
value in other format is not standard).

Token format @:  JWT-Custom

Token fields @ : [ Owner X CreatedTime x  DisplayName x  UpdatedTime x

Owner
Token expire @ :
Name
Refresh token CreatedTime
expire @: UpdatedTime
Failed signin limit Id
@: Type
Password

Failed signin frozen
time ®: PasswordSalt



A > Webhooks

Webhooks

Webhooks Overview

Configuring Webhooks in Casdoor


http://localhost:3000/zh/

A > Webhooks > Webhooks Overview

Webhooks Overview
WA

Casdoor provides an event-driven system that allows you to integrate with
external applications using webhooks. Webhooks enable real-time communication
by sending HTTP POST requests with a JSON payload to a configured endpoint
whenever a specified event occurs. This allows your application to react to
Casdoor events such as user sign-ups, logins, logouts, and profile updates.

How Webhooks Work

When an event is triggered in Casdoor:

1. Casdoor sends a POST request to the specified webhook URL.
2. The request contains a JSON payload with event details.

3. Your application processes the payload and executes relevant actions based
on the event type.

Supported Events

Casdoor webhooks support various user-related events, which are stored in the
action field of the request payload.


http://localhost:3000/zh/

Event

signup

login

logout

update

Description

Triggered when a user signs up

Triggered when a user logs in

Triggered when a user logs out

Triggered when user details are updated

Setting Up a Webhook

To configure a webhook in Casdoor:

1. Navigate to the Casdoor Webhooks Section:

o Open your Casdoor instance.

o Go to Settings > Webhooks.

2. Create a New Webhook:

[e]

[e]

[e]

[e]

Click on Add Webhook.
Enter the Webhook URL where Casdoor should send event data.
Select the events you want to listen to (e.g., signup, login).

(Optional) Add custom headers for authentication.

3. Save the Webhook Configuration:

o Once saved, Casdoor will start sending event notifications to the

specified endpoint.



Example Webhook Payload

Here's an example of a JSON payload sent to your webhook when a user logs in:

"event": "login",

"timestamp": 1709452800,

"user": {
"id": "12345",
"username'": "johndoe",
"email": "johndoe@example.com"

Your application should parse this payload and perform necessary actions, such
as logging the event or notifying another service.

Testing Your Webhook

Before deploying your webhook integration, you can test it using tools like:

o Beeceptor - Allows you to create a custom webhook URL and inspect
incoming requests.

o Webhook.site — Provides an instant webhook endpoint for testing.

Example Test with Beeceptor

1. Visit Beeceptor and create a new endpoint.
2. Copy the generated webhook URL and configure it in Casdoor.

3. Trigger a test event (e.qg., log in to Casdoor).


https://beeceptor.com/
https://webhook.site/
https://beeceptor.com/

4. Check Beeceptor's dashboard to inspect the received request.

Handling Webhooks in Your Application

Your server should be able to process incoming webhook requests. Below is a
simple example in Node.js:

const express = require('express');
const app = express();

app.use(express.json());

app.post('/webhook', (req, res) => {
console. log('Received webhook:', req.body);
res.status(200).send('Webhook received');

1);

app.listen(3000, () => console.log('Server running on port 3000'));

Conclusion

Casdoor webhooks provide a powerful way to integrate with external applications
by enabling event-driven interactions. Whether you need to sync user data,
trigger notifications, or update external systems, webhooks allow seamless
automation.

To ensure a smooth integration, always validate incoming requests and test your
webhooks with tools like Beeceptor or Webhook.site before deploying them in

production.



A > LDAP

LDAP

LR

Casdoor 5LDAPHR &4 &1k

AL MR 25 LDAPH P

1ECasdoor il B LDAP LT FH P [Fl4

LDAP filR%5 %%

WAl {E Casdoor & EL DAPE /- i
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A > LDAP » R
M‘L

Casdoortt& 5| A\ T X LDAPHR S #5152+, CasdoorgEfg44 H - MLDAPHR 55 2 [EI 20 &
Casdoor, PMEKEMIHIEEZRIIH P, HAEHLDAPARS s T ENTIEIT S 5 ik,
Casdoorit 2% B E N5, LA EshED HP,

F*F-Casdoor-LDAPJEIE P TR S B

Casdooril{a] 5 LDAPHR S &8 & ERY 75 AN RPmiA :

1. % Casdoori] DUEISILDAPIRSS 38, HIFFIEE, I RFEE (1
f& uidNumber . uid. cn. gidNumber. mail. email. emailAddress.
telephoneNumber . mobile. mobileTelephoneNumber .
registeredAddress. postalAddress) . A5, B NLDAPHEIENHFE]
i CasdoorikF, FFRAOXEEMK - L B T,

2. BIIE: FWFIANITERIN, CasdoordFAIREILDAPHFHIEL, 24— M
LDAPHRSS g3 [E145 1k iR & @i Casdoor &k, Casdoor Nt F il fE HAE
FERERD, T 2R 2 LDAPARSS g3 H- 360 1E F 7 B9 256G 2 75 1R

3. HFRH): CasdoorffifH uid KME—IRFIHF, Kit, EHEESNLDAPHFEE —
ME—Y uid ,

—HMF#A2 | Casdoordt, MEATIHIEEMESSLDAPH AR, XEWE, WR
fR{ECasdoor Bk T FIFHIMER, LDAPHHIHAEERASBIBKR, KZIME BRT
LDAPFH RS, RIOABATMREIERIRUEF ) o
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A > LDAP > [ECEFMFSHLDAPH/

Aic BRI RI25 LDAPH

LDAPHECE K& MHAM R, FILDAPH F R R BIX L 4,

= =
IEJ Vo
LDAP @
LDAP
LDAPRRSS=E ° RS EADN BHFEE RS

Example LDAP Server example.com:389 ou=People,dc=example,dc=com

ZELicE, EREEHNEREHEEAMNP, E A4 mE B AL ME R TLDAPH

#ME

i == T3
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MC B P LDAPHR 55 8%

Edit LDAP Save

=

Organization (2) :

D®:

=

Server name (2) :

Server host (@) :

Server port (@) :

Enable SSL (@) :

Base DN (D :

Search Filter (@) :

Filter fields (@ :

Admin @ :

Admin Password (@ :

=

Auto Sync () :

AR 55 a2

Save & Exit Sync LDAP

built-in

Example LDAP Server

example.com

389

ou=built-in,dc=example,dc=com

(objectClass=posixAccount)

uid ®x Email »

cn=admin,dc=example,dc=com

0 mins

B ] USRI AN R IR 55 2 B AL 4744 R

Example: Example LDAP Server

AR 55 as AL

LDAPHRSS #5144 BLIPHiLkE,



Example: example.com

A 55 s Vi 11
LDAPHRSS BRI 15, FUAVFHCHE,

Example: 389

JLhi DN

CasdoorfELDAPH RN ERIAH FHSubfM R, Base DNEH THERMFLAR] 4
F, Casdoorfik[Fl+5EBase DN NIFTE FH .

TECasdoor-HAt & 1Y # G - v 2 /D BAA X FEAEDNAY HIEARR,

Example: ou=Example, dc=example, dc=com

Casdoorfi FIHZT i #K & HLDAP P,

Example: (objectClass=posixAccount)

I8 T BOZ P ELDAPHRSS 28 FHHUARIRTT, =4 ALDAPHI ' B {1y %k Casdoorfh, fiA
G S P A AN LDAPHI F Y uid o At n] DIRCE HAth B, 140 mail 5L

mobile,



& > C @ localhost:8000/1dap/built-in/691edecO-f1ab-4e23-8f9f-a824a383032f

P ExPhysLab En § IfFs-i82 @ KristinZE®% M Google Email [ International Jour... $8 Learn English Onli... [ U IE.. @ Deepl Translate:

r' cas&oor Home Organizations Users Roles Permissions Models Adapters Applications Providers Chats Messages Resources

Organization @ built-in
D@
Server name @ Example LDAP Server

Server host ®:

Serverport®: 389

Enable SSL® :

Base DN®: ou=built-in,dc=example,dc=com
Search Filter @ : (objectClass=inetOrgPerson)

Filter fields @ :
Admin®:  cn=admindc=exampledc=com

Admin Password @:  seeees

EH b
A] DU S EI4E 2 LDAPARSS 2R IK 7
577k (DNEUID) Bk T8 ZERERILDAPAR S5 e VIR B

Example: cn=manager, dc=example, dc=com

EMR%EN
LDAPHR 5% 525 H G3 K FY (1 250G,
ERIEES

REN o UEMBNRD . A THAER TR L2 bR 2 —IR,

o

&

Qe *x »0¢

Other bookmarks

B o @ Admin Vv



CEgia

ARG TERFER ou HMLDAPARSS SR A . SR E&WAY, &
ERERAE SR DOES AEERIESEH -, 85 MLDAPRSS g A2 AN R o

Example LDAP Server Edit LDAP

CN UidNumber / Uid s Group Id Email Phone Address
zhan san 1000 / zsan 500
1001/ Isi 500
a dmin 1002 / admin 500
tom brown 1007 / jery 500
wrie jerry 1003 / wjerry 500
admin2 1004 / admin2 500

Wy 1005/ yyyy 500

10/ page

Default group

Group to which users belong after synchronization.

A R

NS LDAPHRSS 28 H Y FH P Y uid 5 CasdoordH A HEIA FH - Y name AH ],
Casdoor K lIlE— M, Hname ®& uid FI—PNBENLFAFE. AT, BT
HAZ W P BARELDAPRSS g i ANFAE, AP RTRETCIRE %, [Alik, X
T IX R Lo



A > LDAP > LDAPJR%®

LDAP JIi55 2%

W2 RS, WNexus, SXHFLDAPIANIE, CasdoorthSEH 7 —PE B AILDAPARS &%, X
FHE R,

ASOHEIR T 4% 1% S| Casdoor AL DAPARSS ds H SL R B AT B SRIAIIE,

LDAP Ji 55 axvim 15

LDAPARSS #sBAIA MR 389 Ui [, #&R] DUE B X conf/app.confH i) 1dapServerPort
(EE T NN ER

AR

5Casdoor-HHJLDAP% F iz fBl, LDAPARSS #s-HHYH F B2 posixAccount YT,

k55 AR B LDAPIE ) — BRI, BRMT en Ml ou, Hrven REHF 4, ou
REHLAFF,  dc FAEE,

GRIREHT BRME, MS5aeRifiiH] CasdoorREIEH & MW, FFECasdoor &3 -
R,

GNARIRILRIRME, IR A FARIEINVE BRIER TR P impIA R, feERRIRIERG AR, I
IR [0 R

OX5:!
BAT SRR IAE,


http://localhost:3000/zh/
https://github.com/casdoor/casdoor/blob/28b381e01eebac66e39e20179ed95282695ecd75/conf/app.conf#L22

aninf e

fECasdoor LDAPHRZS s, FRATTFUIARI R T IX A& A DN :  cn=admin, ou=built-

in, dc=example, dc=com,

TRFEE P DN BN Eidigse 85, ERTDAREATXAS DN AT B RS SR e £
LDAPHiSS e, LAESkE|CasdooritfThuik, ARARSSARIR LAY, M RifECasdoor
BAZ T RUR,

Gl iR
— BB RERTER, SR DO TR, SRR 1 — e R,

o THRHEANHF, B4l built-in HH FAY Alice, MENIZEHZEPITIXAERT DN :
ou=built-in, dc=example, dc=com, FHIELIEESFF IR cn=Alice,

o THIZBANHLURIFTER Y, U0 built-in HIYFTE A, ERIZ#FHZRLITIX
FERJDN : ou=built-in,dc=example,dc=com, FEIEILIEESFERFERIN cn=>

o FHIRFAHLATHIMERF (REZHFERBEHISER) |, ENIZ ST XA
DN : ou=*,dc=example,dc=com, FETEILIEESFEEAH NI cn="

e To search for all users in a specific group, you should use a filter query like
this: (member0f=organization_name/group_name) in the Filter field.



A > RADIUS

RADIUS

LR

FsCasdoor fIERADIUSHRSS 2%


http://localhost:3000/zh/

A > RADIUS > HE&
M‘L

T DAY Casdoor FIfERADIUSHRZS %5, RADIUSE—N& P/ ARSS S5, & FIoiT A
JENASEIZITRADIUSE F Im kAR T+ B A L

Congiure

1EERE Casdoor Z /i, EZEIEM conf/app.conf XFHAIRADIUSHEECE, fHGAR
55 it LRI 255 -

radiusServerPort = 1812
radiusSecret = "secret"

PLE AT DA Casdoor HYERADIUSAR 5555,

KtCasdoor HHERADIUSHRSS %%

Casdoor Hain] PASZH: DA FARERADIUSTE K :

e Access-Request : JAUFIERIHE HRADIUSE i & j%4 Casdoor, CasdoortR
EEEF IR P ERRERG VIR, JH%E Access-Reject B{ Access-
Accept,

e Accounting-Request : 4P AT 117 R R]2% B3I, RADIUSE Uil A&
REICMKIE SR OFta/PRIEH/{ELE) HEZ Casdoor, Casdoorfic S AHEMIC K 1H
K{HE, FF[E%E Accounting-Response,


http://localhost:3000/zh/

User RADIUS client RADIUS server

1. A user enters the user
name and password.

il

> 2. Access-Request _
4. Notify the user of the 54 3. Access-Accept or Access-Reject
authentication result. :
i 5. Accounting-Request(Start)
L‘ 6. Accounting-Response(Start)

7. The user starts to access network resources.

8. (Optional) Accounting
-Request(Interim-update)

9. (Optional) Accounting-
Response(Intenm-update)

10. The user requests for
disconnection.

11. Accounting-Request(Stop)

12. Accounting-Response(Stop)

13. Notify the user that access ends.
-

R S SEURLERED IR

i FCasdoorf HHAHSUKREF M, &M #EE TRICHAHS, KIHIEKRTH class
JEVERREIR E A P I,



{3 NTRadPing Test Utility

RaADIUS Server/part: |Icu:a|hu:ust

f1812

Feply timeaut [zec.]: |3

R etries: IE

RADILS Secret key: |secret

[T CHaP

Uzer-Name:; |a|:|min
Pagzzword: I"’“‘
Fequest type:

* dditional RADIUS Attributes:

I.-’-'-.uthentiu:atiu:un Hequest;l |EI

Clazz=built-in

|.-i'u:|:t-EI utput-Octets

Add | Hemnvel

<[

Clear list |

=}

Load... | Save... | Send I Help...

- X

MTRadPing 1.5 - RADIUS Server Testing Tool
7 1999-2003 Master Soft SpA - Italy - All nghts rezserved
http: /fwww_dialway:. com/

"
ms
—

MASTERSOFT

RADIUS Server reply:

DIALWAYS

Sending authentication request to server localhost 1812
Tranzmitting packet, code=1 id=0 length=55
recelved responze fram the server in 16 milizeconds

rezponze; Access-Accept

Cloze |




A > SCIM

SCIM

LR

¥ Casdoor HESCIMARSS 1R R
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A > SCIM > R
M‘L

SCIMVMUZE —FhEETHTTPAYPMY, FTiEid SCIME NS5 E R & EdR A B S,
& a] DL¥Casdoor FHESCIMARSS TR AL T

¥t Casdoor HESCIMARSS R i

HuiiCasdoor 237 4% User Resource Schema, #&A] LU SCIMAF#AEREFEH .
fm] DUE IS DA R s 5 Casdoor TR L

= Jitk ik
/scim/ GET RS T X HSCIMPRIE IR E R R S
ServiceProviderConfig B, BN, SZRA%IE,
/scim/Schemas GET TR AR ST LR B A RIS B

/scim/ResourceTypes  GET feE B IR TTEEE,

/scim/Users/:id GET R RIEARIRAT id KA,

HEHERSHEERAS (TS

/scim/Users GET
startIndex fl count ) .

/scim/Users POST AEEH A,

/scim/Users/:id PUT 5 R IEARIRAT id BT
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[

, , JEIS PATCHREE R E TRARIR AT id 1B24H
/scim/Users/:id PATCH =
/scim/Users/:id DEL kR B S IEFRIRAT id A,

AXREZIFMER, 1ESHrfc7644,

P SR

Casdoor3Fl T User Resource Schema (SCIM) Fluser (Casdoor) Z[BJHJBEET,
JEYEZ RIS S R0

P aEgit (SCIM) FF* (Casdoor)

id Id
meta.created CreatedTime
meta.lastModified UpdatedTime
meta.version UpdatedTime
externalld Externalld
userName Name

password Password


https://datatracker.ietf.org/doc/html/rfc7644

P aEEi (SCIM) FF* (Casdoor)

displayName DisplayName
profileUrl Homepage
userType Type
name.givenName FirstName
name.familyName LastName
emails[0].value Email

phoneNumbers[0].value  Phone

photos[0].value Avatar
addresses[0].locality Location
addresses[0].region Region
addresses[0].country CountryCode

T Casdoorff HAHLUREMA -, &M E TRIENAL, Fr AN IXTE
Enterprise User Schema Extension (HIf#EZXURI

urn:ietf:params:scim:schemas:extension:enterprise:2.0:User bRiR) &
organization @M, PATEHFHIEESCIMTEJSONIE A IFRR:

"active": true,
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icm Ruby
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C++

Nginx

fifi fiCasdoor5Nginx

NginxCommunityVersion

ffifiCasdoor, Nginx (§ENginx-Plus) FlOauth2-Proxy

Envoy

fEEnvoyH i i Casdoor
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AN > £ > C++ >  Nginx

i CasdoorfE N B H3itE (1dP) JAINGINX Plusf{HEERI N A7 5 £ FOpenlD

Connectf B 8%,

AFEEERRE T WAANGINX PlusfREEFI N AR 8 B s 85k (SSO) o I 7 A
FiOpenID ConnectfE N & iEdldil, PACasdoorfE & fitefit® (IdP) , BAK
NGINX PlusfENKH 75,

S R DAEIT H B GitHub & EH R EH ENGINX Plus OpenlD ConnectfE
ISEEEA RS

et

WA BCEEEA LU RNA:

o —/PMEfEIBITHICasdooriiésss, EZS M Casdoor S HIARSS a8 22 2L AN FH
DockerZix,

e —/NGINX PlusiTFIFINGINX Plus R15EKHE EfifiA, A XL, 1525
NGINX PlusEH F 55,

o NGINX JavaScriptfitk, HTAEENGINX PlusflldPZ AR H, ZZEENGINX
Plusf&, fERIESEIRIER SN2 2R,

*fTDebianflUbuntu:

sudo apt install nginx-plus-module-njs


http://localhost:3000/zh/
https://casdoor.org/
https://casdoor.org/docs/basic/server-installation
https://casdoor.org/docs/basic/try-with-docker
https://casdoor.org/docs/basic/try-with-docker
https://docs.nginx.com/nginx/admin-guide/installing-nginx/installing-nginx-plus/
https://www.nginx.com/blog/introduction-nginscript/

XtFCentOS, RHEL#IOracle Linux:

sudo yum install nginx-plus-module-njs

o TNESNESEMS (“£”) BE E FH R /etc/nginx/nginx.confd, DAENZL
NGINX JavaScripti&ih:

load_module modules/ngx_http_js_module.so;

fid B Casdoor

HE: AR RERI T AR B Casdoor GUI, {HGUIFTRES A4k, (I HFERETE
N2z, FHHYEZRTHICasdoor GUIEITIA%E,

ZfECasdoor GUIFANGINX Plusfillgt—Casdoor F i, I1HH2HE AN AR 1E:
1. fEhttp://your-casdoor-url.com/login/& & Casdoorifk ',

2. fEWERFHUET, RGN, EfDTRINMMARE o b, Sdie B REeg
Hlo

0 Casaqoor Home Organizations Users Roles Permissions Models Adapters Applications Providers

Applications

3. fEFTITHIGER R HIRE R T b, R PR s AR B B (E B O 1622 fE I SSO Y
BRI 4R, FEIXE, FRAMEHFZENGINX Plus,


http://your-casdoor-url.com/login/

Name (@) : NGINX Plus

Display name NGINX Plus
OF

TEHEMURLFEH, i ANGINX PlussSEFIfJURL, 45415, FLA/_codexch
i (EARTEREFR, BEiEhttps://your-site-url.com:443/_codexch) ,

Redirect URLs
OF Redirect URLs Add

Redirect URL

¢’ https://my-nginx.example.com:443/_codexch

HE:

o NTAFIRE, FAISRIVEBUEMHHASSL/TLS (fi1443) .

o FMEEMHEIZHTTP (80) EB(HTTPS (443) MIBRIAMGIL, WIS ENE
17,

. ICRB P UmRIDM B BT R IME, BEEARENGINX PlusH2E B4 &

HHIZINGINX Plusfit & sz,


https://your-site-url.com/_codexch

ClientID @ : 200c96d

Client secret ?) 58f13aé!

5. M TESAUEFRIMAE, A5 TR oL e A REshZ .,

" casaioor Home Organizations Users Roles Permissions Models Adapters Applications Providers

Roles 1 Upload (.xIsx)

6. FEFTIFAIEIMTIE £, EARMERAHRTE A —ME (XEZnginx-
casdoor-role) , ARG iR AFIZHL,

Name (@) : nginx-casdoor-role

Display hame nginx-casdoor-role

OF

7. EIGRFHUET, SdMP. EFDTRIRP T, Sl mEEE S, 85
sdiZe b RIas Iz L A= P

8. FEFTFHERINTLE b, ARIEEHEFERARANERAR (X Ruser)



Name (@) : useri

Display name userT

OF

TEM SRR HIEEENGINX Plus,

Sighup NGINX Plus
application () :

TEEBIK P 7B, IEREN R P HUNGINX Plus, FHEE H #4150,

Managed
accounts @ :  Managed accounts
Application Username Password

—

NGINX PI
us L

9. RMFIMMTIE, sdinginx-casdoor-rolefT i %itE, FEITFRITIEA, F1FH
PrEr, EEENINIGTEH P4 GXEZbuilt-infuser1) o

Sub users (»):  built-infuser1 x



At B NGINX Plus

FHCENGINX PlusfENOpenID Connectfc#ify, &% DL B4R 1F

1. B4, BlEnginx-openid-connect GitHubfZEH vk :

git clone https://github.com/nginxinc/nginx-openid-connect

2. FrFEHR R AN & il E] fete/nginx/conf.d H 3% :

o frontend.conf
o openid_connect.js
o openid_connect.server_conf

o openid_connect_configuration.conf

3. MCasdoorfit B H IR Al A JSON Web Key (JWK) SCHHY
URL, #FTHF&IIFHATOAT curl %, Kt EERFEERN python a> AT
RIECERS . TR, BI1eSEk rmt, RETRHEXRFES

curl http://<casdoor-server-address>/.well-known/openid-
configuration | python -m json.tool

{

"authorization_endpoint": "https://<casdoor-server-
address>/login/oauth/authorize",

n m.n n
PR . P 7

"token_endpoint": "http://<casdoor-server-address>/api/
login/oauth/access_token",

n m.n n
PR . PR 7

"jwks_uri": "http://<casdoor-server-address>/.well-known/
jwks",


https://github.com/nginxinc/nginx-openid-connect

4. FREERN XA E T /etc/nginx/conf.d/
openid_connect_configuration.conf, XA Fmap#ts<H"default" S8 Ni5

TEHIE:

o map $host $oidc_authz_endpoint - A3
authorization_endpoint F{E (fEAFSE, https://<casdoor-server -
address>/login/oauth/authorize)

o map $host $oidc_token_endpoint - A3+ token_endpoint FY(E
(fEA&48F7, http://<casdoor-server-address>/api/login/oauth/
access_token)

o map $host $oidc_client - ffiFHMCE CasdoorfyFiR4+ % FimIDF-ELIE

map $host $oidc_client_secret - AL E Casdoorfi#E2H% P i

HERAE

map $host $oidc_hmac_key - {HH—MHE, £/, Z2REIE

[e]

o

5. RS HFINGINX PlushikAEt & JWK 24

o FENGINX Plus R17 ) B kit AR H, NGINX Plush] AE# ML HIHIEE N
jwks_uri FJURLIZEJIWKSCE, Xt /etc/nginx/conf.d/frontend.confidtf 7 DA
R

a. R (EUMER) auth_jwt_key_filefg4>,

b. BUHFFRauth_jwt_key_requestis®, (28 /_jwks_uri sl T
$oidc_jwt_keyfile LEME, ZERKAE F—HHHIRE, )

c. ¥ map $host $oidc_jwt_keyfile H52 M) "default" SEEH N H3H
jwks_uri FEHME (TEAIERIH, http://<casdoor-server -

address>/.well-known/jwks) o

o fENGINX Plus R16 N BE LA, sREUNREEXK, JWKSHFRAN T A it
A O - GV 2 S
a. HPE3H jwks_uri FEFEE M IWK SR JSON N A Hill 2| A s £F
(4N, /etc/nginx/my_casdoor_jwk.json) o


https://nginx.org/en/docs/http/ngx_http_map_module.html#map
http://nginx.org/en/docs/http/ngx_http_auth_jwt_module.html#auth_jwt_key_file
http://nginx.org/en/docs/http/ngx_http_auth_jwt_module.html#auth_jwt_key_request

b. fE/etc/nginx/conf.d/openid_connect_configuration.conf+, ¥ map
$host $oidc_jwt_keyfile 52" default"SE T SCH ARSI TR,

6. WARFENGINX Plushit & fF (% 2/etc/nginx/nginx.conf) A& &R userig S
P B I EUIWK SR RIRR,

A

FITF G B85 ASEAINGINX Pluss2filpgititl, A0, ZREH# B TNGINX Plus
P R B


http://nginx.org/en/docs/ngx_core_module.html#user

€7 Casdoor

po
& 2
Auto sign in Forgot password?

No account? sign up now

R HERR

1E2 [ GitHub_Enginx-openid-connect & & HH I HERR R 77


https://github.com/nginxinc/nginx-openid-connect#troubleshooting

A > £ > C++ > NginxCommunityVersion

NginxCommunityVersion
JERFAT

RigraRIRIERA DUT AT

o IEfEIZTTHYCasdooriRss. WREILILE ZHCasdoorfiRss, 1ESHRSS oLk
F{F FHDockeri® Hl,

o TEHWIEINEH T ngx_http_auth_request_module FEAINGInX IR, GHERIRA

HIEAT S ngx_http_auth_request_module #ER, ESFENginx LS RY,

o AR JE M B IR UER S A ERBAENginx b, BARCERIERA (A2 EMIP

#usk) , FHH AT PAER I,
o OAuth2-Proxy T H (HHl, GitHub BB DL RFANEEHKIHATIE nThEes, &
WEERHPZ—) -

1. oauth2-proxy/oauth2-proxy (AKXH{#H) GitHub 5% B 75 Mk
2. vouch/vouch-proxy GitHub

.. it i CasDoor

R AT &M Casdoor GUI, {HCasdoor GUIR]RESHRAERR A28
o IERIEA RS E R B KA B I Casdooriit A,

R ASCPRBEINER, B, AR SMEAYEEEE R, HTzeRRH, &

TERRB NS B AR A BB,

1. BRIERCasdoorEH AN,


http://localhost:3000/zh/
https://casdoor.org/docs/basic/server-installation
https://casdoor.org/docs/basic/try-with-docker
https://nginx.org/en/docs/http/ngx_http_auth_request_module.html
https://github.com/oauth2-proxy/oauth2-proxy
https://oauth2-proxy.github.io/oauth2-proxy
https://github.com/vouch/vouch-proxy

2. FETEREA, RSO RUE" > "N AR, AN R T bR s

X Close
{@ Home v
88 User Management v

& ldentity

Applications <

Providers

Resources

3. MRIEEHTTEE RSN R E, A, TAMEH"Nginx-Community"{f
7B AR P 2 PR

= Menu Do @ -(:)-
New Application Save Cancel
Name®:

nginx-community Qe
Set these value
Display name @ :
nginx-community /

Logo®:

4. id R"Client ID"f1"Client Secret"ZE&HEH, ‘B TRAEMH/EHLEOAuUth2-Proxy
. A% "Redirect URL"ECE N https://project.yourdomain.com/oauth2/
callback/ .



ClientID®:
811a0bC

Record these information

Client secret®:

| - cacseb09aa

Certo:

cert-built-in

Redirect URLs & : B Then,set this value to
© https://project.yourdomain.com/oauth2/callback -

Redirect URLs /

Redirect URL Action

5. TEIFEA=A, 1 "CasbintXfRER" > "M, AEE" A" T b aAd .

X Close
{ Home v
B8 User Management v
& Identity v
© Authorization ~

Roles $

Permissions

Models

6. MRIBENIMAFEEEKAOEE, FASH, TAEM " nginx_role"ER7nfilfa i
%{O



New Role Save Cancel

Organization® :

e Set these value
| nainx_community hen,press ¢ save&exit ”

7. (AN%) FETAERELAr, e FH PSR > "R ARG RS BRI
WREFZENH P ESLEE, EBr] DBkt b, EAxH, BT —1M4
Htuser" IR BIH

8. IR[EIFIERS IR 2IAY M " UM, ZfE nginx_role AL, FHRHETRZERIHFEIN
F"EEHPETR, A, BAMEXEMN 7 Z AR builtin/

user .

II. fid & Oauth2-Proxy

HER: A Oauth2-ProxyIi HENRA,  anSRIRAEEH VouchfZ
Oauth2-Proxy, ESEMAITEGitHUb LIVE 75 XA,

R ABRIREMuEE T2 ETSSLIERFH HHAVFHTTPSIA ], slEEEL
WETMHTTPIRIE AshEEMEIHTTPSHIIRE, XA TEAREHLR cookiesH
B7 R RO SR, AN SRR i TR B I AN R HT TP R, 5 R Rt &L
XML, KRTEIHTTPH BN E L), 1E2% 0auth2-ProxyEGitHub EIE 75X
=


https://github.com/vouch/vouch-proxy
https://github.com/oauth2-proxy/oauth2-proxy

$os: OAuth2-Proxyf2fft /& MERE 7575 (WJRAIES1E, Docker&dss) . N1 f&#
THERE, AN R AL R SR A TR

1. #%|GitHub ReleasesTiH, N#5EMIRIERSAICPUZEMIAERS B 1Y — i £,
#F2024F1H1H, OAuth-ProxyfIE M ZMRA I V7 .5.1, AIRIRE REIXA
IR B, PRA] AT A R a2, 1&H FAMDG4/ILinux:

wget -0 oauth2-proxy-linux.tar.gz https://github.com/
oauth2-proxy/oauth2-proxy/releases/download/v7.5.1/
oauth2-proxy-v7.5.1.linux-amd64.tar.gz

SRV NEESE e K 77 WS TEGitHub Releases i Hife LY
SHA256SUM {H, HE5E NEMIELR SHA256SUM [HIZ NPT HEER,

2. fRIE NERIEL:

tar -zxvf oauth2-proxy-*.tar.gz

3. HEAMRIEEHER:

cd oauth2-proxy-v7.5.1. linux-amd64

4. YIRS RIS a0 E] Zusr/local/bin HEIBEHITR, HRIBEMIER, &
AIREFEZ(FH FH sudo F2THNR,

cp ./oauth2-proxy /usr/local/bin
cd /usr/local/bin
chmod +x ./oauth2-proxy

5. MAX M2, WAL, PITA NG, ERI%EFRMT


https://github.com/oauth2-proxy/oauth2-proxy
https://github.com/oauth2-proxy/oauth2-proxy/releases
https://github.com/oauth2-proxy/oauth2-proxy/releases

oauth2-proxy v7.5.1 (built with goi1.21.1) A%,

cd ~
oauth2-proxy --version

6. HHMPIT2E2/Toauth2-proxy, FricH[required]ISE AR IEERT EAKTE
GUHATECE, MifRic v [optionallHIS AT DAL ERE, (Hthr] DAERG, MR
oauth2-proxyR] ATE G 61517, #ERCAEH Screen 8¢ Supervisor RN T
Haim TH,

oauth2-proxy \

--provider=oidc \ #[required] ZHXK

--client-id=abc123456def \ #[required] _LIEHET.4P51FAI"Client
ID"

--client-secret=abc123456def \ #[required] _LHEi*#%EI.47157%
fy"client Secret"
--oidc-issuer-url=https://auth.yourdomain.com \ #[required] /1
Casdoor URL (B{ZBL/NHEIP)
--redirect-url=https://project.yourdomain.com/oauth2/callback
\ #[required] https://domain-of-the-project-to-protect/oauth2/
callback

--scope=email+profile+groups+openid \ #[required] Mcasdoorik
f#: HFHEFHEE, HPEESE, HRERIAIE

--cookie-domain=project.yourdomain.com \ #[required] ZIHZ(RIFH

it 5 f954

--whitelist-domain=project.yourdomain.com \ #[required] ZIHZ/%
LT H 9154

--cookie-secret=abc123456def \ #[required] E4Lm—"1BEHLHIEFFIF
BRI IR S

--email-domain=* \ #[required] R/fE3ZHIH " HEFHEFEEIANZR (* Zontk
ZHTEE) o WRHF BRI ERANTEISIR A, FIEER KSR 64035
%o

--insecure-oidc-allow-unverified-email=true \ #[required] Z{%

SR UE HE - HE AU AL A



1. BEE Nginx

HERE: EHRIAERINGInXTESm M 225 IR ARB I 25
ngx_http_auth_request_module #t (YRiEmS>H4S - -
with_http_auth_request_module) . WIRIRAFIELA S H
ngx_http_auth_request_module &, 1HESHENginxBH 1Y,

Pon: R EIE TR T EZ2EHINGInX BRI 5 FH AR BR,
1. FPHEEAEEFH M BRI RIS RIECESCF, FHE T A MEK:

IR EFREREENEABOOARI R E S, HTNgindiAFI AR Z, it
FCE S AT RETCTAE TR Ngink SEFI_EIAI T1E, IERIEE H SHINginx (5 B A0
KN

server {
listen 443 ssl http2;

include /path/to/ssl.conf;

# IR
location A~ /oauth2/ {
proxy_pass http://127.0.0.1:65534; # Kt @K AHE
II.6HFI&ER"--http-address”

proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Scheme $scheme;

proxy_set_header X-Auth-Request-Redirect $request_uri;

# BE, URIRIEELAPEZ NEE:

# proxy_set_header X-Auth-Request-Redirect
$scheme://$host$request_uri;


https://nginx.org/en/docs/http/ngx_http_auth_request_module.html

2. PRAF S BT INEAERINGInX,

Wt

o BETOR, &R DANIAIERATSEEL,

o TEIEWBOT, EBHHAPEERERNIRSNKET AT IdE:

o 1ENEESHFTIFURL project.yourdomain.com > HEF|—NEEEFA A,
FHE—N47"Sign in with OpenlID Connect"fI%5l » st HIH 4 E E M EIE R
Casdooriiidit, AREKE RS > AP AMTIPH P 4/%R, Casdoork:
TR S > BahEEMEERURL project.yourdomain.com = I A&
RS > UIEILER - -cookie-expire NRIZIHANS, F P BB SR BROE %,

R HERR

o WNRIERITH EAZIIHNaTT, 1HREZEINgInXELE M Oauth2-ProxyFL EZEUZ
73 IR,

o ] PAZ#E 0auth2-ProxyfEGitHub_EAYE /5 i,
o WNRIEKRIIA SRS TMEIR, ERNEGItHub B R YW,


https://github.com/oauth2-proxy/oauth2-proxy
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1.

> R > C++ > Envoy

nvoy
RFEAF

IB1FCasdooriR%5 4%, 1ES# Casdoor KRS HRIIR 5% s 2225/ {d FDockerlt i

B Casdoor

. WINEnvoy N FARER, FEEEMURLFEH, Hi AEnvoySEIRJURL, GG S,

FH PAJoauth2/callback&5 5 (54, http://%REQ(:authority)%/oauth2/
callback) . 2% il DFIZF Ui 2 A B9 1H.

. U§llenvoy-casdoor-roleff ft,

Whiuser . fEEMMN FHEFHIEFEEnvoy, TEEBIKP 7B, WNHEF T
PR HIEEEEnvoy, AT AP AMEN, REZEMETE, sidenvoy-
casdoor-rolefT EHY"4wiE". FEFTHRYTIE Y, FHPFES, JREIRNINIGIERY
HRP4 (FEXMIFH, EZbuilt-infuserl) .

g3.Envoy

&k envoy.yamIsZFAH ) token_endpoint . authorization_endpoint F1

client_id,

. Fitoken-secret.yamI>X A inline_string & A~ CasdoorfJEnvoy % F i %5

o
Khmac-secret.yamlSZfFHH) inline_bytes BBy — MR, KHY, L2805
o

¥envoy.yaml, token-secret.yamlfihmac-secret.yam|>X{FEIMENRIJEnvoy %


http://localhost:3000/zh/
https://casdoor.org/docs/basic/server-installation
https://casdoor.org/docs/basic/try-with-docker

(L

s s

aliafry

1. f#ifHenvoy.yamIxX {4 /E3Envoy,

2. HIFIEnvoy IEAE I RIRING, PRI 1% 57 B9 B A1 £ Casdoori# A 7 - S 4 5 iF,



Unity

fifi il Casdoor-dotnet-sdki#fTUnity - %


http://localhost:3000/zh/

N > £ > C# > Unity
Unity
WIE1: 3% Casdoor

o, NEfFECasdoor,

&R Az Casdoor'E 77 KRR S ee e s, IR B N ERE I CasdoorsE
il

REERE A, IR

o FTIFHEE AN W 851 Rhttp://localhost:8000, ¥ FCasdoor &% T H
o KN admin 1 123 SRMNAERITRE,

(%, &I DAEH Casdoor B 75 il M T BRI 4G,

B2 5 )\ Casdoor.Client

1£Casdoor-dotnet-sdkH>4 .NET § A Casdoor.Client,
—RRER AR

e git@github.com:casdoor/casdoor-dotnet-sdk.git
o {ESamplexxff:3kH1iz{TConsoleApp.
o JEHY /casdoor-dotnet-sdk/src/Casdoor.Client/bin/Debug/net462 X3,

IHE, &R POEE NEIFREYITIER net462 SRS AZIERIUNity I H F1, - 448, &
AT DA B H AR AR SR,


http://localhost:3000/zh/
http://localhost:8000/
https://door.casdoor.com/
https://github.com/casdoor/casdoor-dotnet-sdk
https://github.com/casdoor/casdoor-dotnet-sdk/tree/master/src/Casdoor.Client

Import New Asset...

Import Package Custom Package...
Export Package...

Find References In Scene

Select Dependencies
M Project BC
+ - Refresh

O, All Models | Reimport
Q, All Prefabs

Reimport All
[ Assets
B _NET I
e Adaptive Pe

B Animations  Update UXML Schema g siene
e Editor

im Materials Generate Lighting

SER3: fEH

JEd & casdoor-unity-example3k 1 fi#4{a]{# f casdoor.client SDKH#ffTUnity 3D
BTt &,

jz{Tcasdoor-unity-examplefg, ZEESIDLUNSLHE:

o (M AAMEMER:


https://github.com/casdoor/casdoor-unity-example

iOS Android

|
Casdoor Login Casdaor Login

o fHiFiCasdoor T & 5% :



iOS Android

admin
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N > £ > Go

Go

Kubernetes

1EKubernetesH{ii i Casdoori# 1T & fy3611E

OpenShift

fEOpenShiftdi#i i Casdoori#tf 7 & 3 1 IE

BookStack

1£ BookStack A {# ] Casdoor 7555 IE

Bytebase

R OAUth2JERE &N A2, WiBytebase


http://localhost:3000/zh/

= ELK

[y

Casdoor/elk-auth-casdoort %

=| Gitea

1F Gitea Hfifi[§ Casdoor #T & /41

=| Grafana

1£ Grafana W] Casdoor AT E #3501

] MinlO

FCasdoorfit &8 B e it PASZ ¥ MinlO

] Portainer

{EPortainers i fflCasdoorif#f T & 5 IiE



A > #W > Go > Kubernetes

Kubernetes

RHEKubernetes 44, KubernetesfJAPIARSS #xn] LA FHOpenID Connect (OIDC)H1T
BOIE, Ak S ma{d f CasdoorfEKubernetesH AL & &7 Kk,

IR
TEFFAE AT, IARERAT AT PRE:

o —/KubernetesfEt,
o RIXFERICasdoor i R E s v
o kubectlii® T H (A[i%) .

Q@ #u
Kubernetesfy oidc-issuer-url H$E% A https:// BIZXAJURL, Ktk &
friICasdoor N FH 27 M B EHT TPSMuG I,

IR BIEE—A~Casdoor FH I ik - ik
135 B Rk

R Casdoor N FHFEF IR I — P44 N Kubernetest#T M ., 1HICE Name .
Organization. client ID. client Secret, F AN FHIN—LEZAEA,



http://localhost:3000/zh/
https://kubernetes.io/docs/reference/access-authn-authz/authentication/
https://demo.casdoor.com/

Name () Kubernetes

Display name (@) : New Application - Kubernetes
Logo @:
URL (3 : & https://cdn.casbinorg/img/casdoor-logo_1185x256.png
Preview: “
Casdoor
Home (@): &
Description (OF
Organization @: cashin
Client ID 3 : Kubernetes
Client secret @ . 72c65¢3912aec24a%3ecd 1he5a7577114ed2bae
Cert (@ cert-built-in
Grant types (@) : Authorization Code » |Password x ID Token x Refresh Token x | Client Credentials x  Token x

FEOR, mENINIIER N AR — M P, IEFER, XEEHR
Organization 1 Signup application N5 Z iy R FH X R,



Organization (@R casbin
IDGE): 202e02e9-9122-4963-a209
MName (%) user_pnvm>i

Display name (3) :

New User - pnvm5i

Avatar &) ;

Preview:

Upload a photo...

User type @ normal-user
Password (7 : Maodify password...
Email () pnvmsi@example.com
Phone & : +1 780059561394
Country/Region (@) :
Location @)
Affiliation (@) Example Inc.
Title @
Homepage ()
Bio &)
Tag (@) staff
Signup application &) Kubernetes

(o]lo]



W2 [ OIDCE i Bitht B Kubernetes
APIfk5S5 a5

R OIDCHitE, BFREEAPIIRSS &8 ERLE DA ARE:

e --oidc-issuer-url: TIFAPIARSS 28 &AL A TR URL,
e --oidc-client-id: FirE LR EKE HE P imid,

ASAFEFHminikubel#fTiER, AT DA DA N a2 7E R 3 minikube B APIAR S B3 L
BOIDCHif::

minikube start --extra-config=apiserver.oidc-issuer -
url=https://demo.casdoor.com --extra-config=apiserver.oidc-client-
1d=294b09fbc17f95daf2fe

B3 MIXOIDCE By Fiik
IRELE BRI 2

H Fkubectlft Z /i, 7] PAUEACasdoorfiss#s &K IXPOSTIE K T H ML, X &
fEPythonH A Casdoorfiii55#s £ IEZPOSTIE K H A2 id_token Fl refresh_token FIfX
fh

import requests
import json

url = "https://demo.casdoor.com/api/login/oauth/access_token"
payload = json.dumps({



PUTIARRS G, AR CEIZE BT DU AIMf R -

"access_token": "xxx",
"id_token": "yyy",
"refresh_token": '"zzz",
"token_type": "Bearer",
"expires_in": 72000,
"scope": ""

BAE, f&n] DAEEFNIMIZRE Y id_token S5 Kubernetes APIARSS #3347 B 4y 10 AIE,

BT HTTPIE RISk

R 2 AN ETE R ko

curl https://www.xxx.com -k -H "Authorization: Bearer $(id_token)"

https://www.xxx.com eKubernetes

APUIRSS a4 B HBE ik

KT Kubect! %) v B3 35 ik

(W84 JIReS
B LA RBCE S N ~/ . kube/config X, &
ML E I,

USICIRSE

- name: minikube

user:
auth-provider:

TR 2 R S B B S P9



IAE, &R PLEREE FHkubectl T RIEMIAPIAR S #8.  Z a1 — P ian <

kubectl cluster-info

(LR 2 GARES
s, SR DUEE B 1d_token BiNE kubect B an AT S I T B Rk,

kubectl --token=$(id_token) cluster-info



N > %W > Go > OpenShift

OpenShift

OpenShiftZ##0IDC, FrAFAITA] L% Casdoor50penShiftéEak, DA N BER T
{r]{si Fl CasdoorfE £kl Casdoor5 OpenShift Local® i,

W1 fdt—/Casdoori H
TfECasdoor s —"HIN A, FEPANJLA:

e J2fEclient IDFIcClient secret DAZE N—1{HH,

o HEEMURLMIEAZ https://oauth-
openshift.apps.<cluster_name>.<cluster_domain>/* ., RIBVRAVIEIETE,


http://localhost:3000/zh/
https://demo.casdoor.com/

Name (&) : openshift

Display name (@ : openshift

Logo &
URL®: & https;//cdn.casbin.org/img/casdoor-logo_1185x256.png

Preview: 0
Casdoor

Home (& : &
Description () ;
Organization @ : built-in
ClientID & 2452f2b5abb6ff131199
Client secret (3) : f7b40c97ea35bcd1c17a367c8eec373cc027e296
Cert(@: cert-built-in

Redirect URLs (3 :
Redirect URLs %kl

Redirect URL

& https://oauth-openshift.apps-crc.testing/*

A I%2: OpenShift OAuthfit &

P PAKubeadminf) & 355k OpenShiftizil G,  Fx/a, WUEMIGSAFFIREIRER
B



Administration

Cluster Settings
Namespaces

ResourceQuotas

LimitRanges

teRECE N, REFEFIOAuth,

OAuth ‘OAuth halds cluster-wide information about QAuth. The canonical name is “cluster . It is used to configure the integrated QAuth server. This
configuration is only honored when the top level Authentication config has type set to IntegratedOAuth. Compatibility level 1: Stable within a
major release for a minimum of 12 months ar 3 minor releases (whichever is longer)

REEBEN SRR . ERE, MIETTHIEROpenID Connect,



Identity providers
Identity providers determine ho
Add =

Basic Authentication
GitHub

GitLab

Google

HTPasswd

Keystone

LDAP

CpenlD Connect

Request Header

BCEOIDC, HELARNILA:

o HE F—Hi0{FM client ID 1 Client Secret,

AT NURLAT#E i https, RN https://<casdoor-host>, FHARIEIRATIE
HE,



Add Identity Provider: OpenlID Connect

Integrate with an OpenlD Connect identity provider using an Authorization Code Flow.

Name *

casdoor
Unigue name of the new identity provider. This cannot be changed later.
ClientID *

2452f2b5abb6ffI31129

Client secret *

SRS RN RN RRRRRRRD

Issuer URL *

https://demo.casdoor.com

The URL that the OpenlD provider asserts as its issuer identifier. It must use the https scheme with ne URL query
parameters or fragment.

A3 MXOIDC B ik

EN G S r OpenShiftiZiil 6. VR EF|Casdoor (PRFE_E—HECERIZFR)
mithCasdoor& ki, IRIEHE E M E|CasdoorE 5 i,

Legin with Red Hat

OpenShift




A > #W > Go > BookStack

BookStack

{£ BookStack H#iHl Casdoor #7847 %:
ina

BookStack/g — MR B EER S Z WG, R E — M HGolE S & IR M
R, 35 B 108 B8 4 s A PR SORY (] 352,

BookStack-casdoor B4 Casdoor 55k, BUEER] DU & s pfe B P g a6 {8
o

PR AlEt—CasdoorM ]

BRI CasdoorFF i —"144 BookStack U W FIfE T, iXJ2fECasdoor |
BookStack . A — 7,


http://localhost:3000/zh/
https://www.bookstack.cn/

Edit Application Save

Display name @ :  bookstack

Logo @ :
URL®: @ https://cdn.casdoor.com/logo/casdoor-logo_1185x256.png
Preview: ﬁ : g

Home (@) &

Description @ :

Organization (3 :

Client ID @) :

Client secret (@ :

THICE &K, €, P 1D, Ml BPEH, BRE N —PhREel],

%2 Ml B Casdoor s

Tk, SHiFIBookStackFFHkEISCff oauth.conf.example o

¥ oauth.conf.example Efi4 N oauth.conf Al {BRACE ERINEN N, NEWR:



[oauth]
casdoorOrganization = "<ZHZI>"
casdoorApplication = "bookstack"
casdoorEndpoint = http://localhost:8000

clientId = <®/'¥f ID>
clientSecret = <& EH>
redirectUrl = http://localhost:8181/1login/callback

W3 fECasdoorIHE redirecturl

i —H, REEEARINBookStack M IS TiH, }HI1HS Redirect URLs ., fiff
{# Redirect URL 5 oauth.conf XA Y redirectur 1 AH[F,

Redirect URLs (@ :
Redirect URLs m

Redirect URL
@ http://localhost:8181/login/callback

%

BHERE & 52k 1 Casdoor Bt E !

— BAREIIERE T BookStack, HRTEVRR] PARIZ| R\ BookStackFHf{A e F Casdooritt
ITEFEIE,



A > £ > Go > Bytebase

Bytebase

Casdoorr] A OAuth2iE S T, FEXMMIlFH, AT Bytebasek
TERANAE FH OAuth 23 122 2 (& I b FH R o

YR W=E2Y %
CASDOOR_HOSTNAME : #[%& Casdoorfk55asiis 44 sk IPHuE,

Bytebase HOSTNAME : 3 BytebaseliE 44 5IPHIE,

981 #%8 CasdoorfllBytebase
B, #ECasdoorfiBytebase,
IR E G, IEHR:

1. Casdoorn] PAIE & B sl .

2. 1£ prod B N ERE Casdoork, f&7] LAY CASDOOR_HOSTNAME X 'E 5
http://localhost:8000, &EHEA I,

B2 Bl B Casdoori LT

1. BlE—SER ek (#E HELE B Casdoor N HFEE,
2. ¥FIEZEMURL: <CASDOOR_HOSTNAME>/oauth/callback .
3. KEEMURLEINZ|Casdoor N R



http://localhost:3000/zh/
https://www.bytebase.com/docs/get-started/self-host/
https://www.bytebase.com/docs/get-started/self-host/
https://casdoor.org/docs/basic/server-installation#production-mode

Client ID ® 8281d692214292b97%

Client secret @ ‘ bab9f6c2fad67471e1bdf81e074ea19R2edi46dd

Cert @ cert-built-in

Redirect URLs @ :

Redirect URLs

Redirect URL Action

@ <CASDOOR_HOSTNAME>/oauth/callback a

TEN AR IREIE E, RSN /ME: client IDFIClient secret., FATELE
TP HIX L,

NN

FIFEZEIRATN W 85 3517) . http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration, &¥E%|CasdoorffJOIDCALE,

V%3 fidEBytebase

1. $KF|SSOFHIEFEOAuUth 2.0:

SQL Review

Type
(o] OAut?\%.{} O 0IDC

Risk Center

Custom Approval Use templat

Data Anonymizatiol

GitHub GitLab Google Custom
Data Access Contro @
Audit Log \
& Integration Basic information
GitOps Name *
Custom v
SSO g__\
Identity Provider |D: idp-custom-f4mw It cannot be changed later. Edit
IM

Domain

2. BCEIMMN IR :



3. fE£Casdoori & i HE FKFIClient IDFIClient Secret,

e Token server URL: http:// CASDOOR_HOSTNAME /api/login/oauth/access_token

e Authorization server URL : http:// CASDOOR_HOSTNAME /login/oauth/
authorize

e User Info server URL : http:// CASDOOR_HOSTNAME /api/get-account

e Scopes: address phone openid profile offline_access email

1B HiBytebaseFMIASSO,




A > #W > Go > ELK

ELK

Casdoor/elk-auth-casdooriif

ELK (Elasticsearch, LogstashfliKibana) ARG E 2 —2, XU ME#AINIE
Mll, [Hit, {Ffa%iEKibanasiElasticsearchfJURLAY A ER AT LA IKibanafX Z 4,
JaK, ELKEERR T —PR A" Xpack"HIR ATUANIER S, A1, EHIEKIEE (A0
OAuth, OIDC, LDAP, SAML) H 2Rk, A H KRR Ak
BRI, XIEEARE, XMERRFRITA AT RS AT EEME—K

NTFROGX AR, BAET Casdoor &k 7 —FIEEREINIEMRIR TR, IR R 2R
Ry, TR, [ETEETHRERSE, H R —RIEHEE, Casdoorg— PN T

OAuth 2.0/OIDCHYEEHIALE/H B KB, Casdoor/elk-auth-casdoor7E 4 K [Afk
M BEEETETARELK/Kibanafit i HTTPEHETR. ‘©5| S MAE S i T2
Ko REHAPOER, XMRAHEESERAIIZT,

GERM P RBOERIEIE, TERPENRAE, FHHM PR YEE R S| Casdoor B TLH
—HH @i Casdoortsk, RIFHITFRGSBIREH &ixFKibana, Kk, 4R —1
POSTiFER (SHEBRGET ZAMIEMIHLARRIAIER) B2, MR EETIHT %
BIFEHTAIRTE R, WA RER N IRICEE,

casdoor/elk-auth-casdoor&Ef Thttps://github.com/casdoor/elk-auth-casdoor,

annf {2

0. HPRIREL 25 T Godwft i = Mk,

1. FifE casdoor/elk-auth-casdoor 3 REUCH,


http://localhost:3000/zh/
https://github.com/casdoor/elk-auth-casdoor
https://github.com/casdoor/elk-auth-casdoor

2. BRI N Casdoorf B FHFEF
3. B E,

FCE AT "conf/app.conf's IXZ—MIl+, IREAREH ORI EATRRIEITE
ﬁ%IJO

appname = .
# port on which the reverse proxy shall be run

httpport = 8080

runmode = dev

# EDIT IT IF NECESSARY. The URL of this reverse proxy.
pluginEndpoint = "http://localhost:8080"

# EDIT IT IF NECESSARY. The URL of the Kibana.

targetEndpoint = "http://localhost:5601"

# EDIT IT. The URL of Casdoor.

casdoorEndpoint = "http://localhost:8000"

# EDIT IT. The clientID of your reverse proxy in Casdoor.
clientID = ceb6eb261ab20174548d

# EDIT IT. The clientSecret of your reverse proxy in Casdoor.
clientSecret = af928f0eflabclb1195ca58e0e609e9001e134f4

# EDIT IT. The application name of your reverse proxy in
Casdoor .

appName = ELKProxy

# EDIT IT. The organization to which your reverse proxy
belongs in Casdoor.

organization = built-in

4. VjjlA) http://localhost:8080 (fE_LRfiHY) FgEE A SUEITE R, A5,
TR 1% 22 %E FKibanat CasdoorfRIFFF1H1T T H 5 liE,

5. IR —VNaATIER, AESICEIAECEN K (BCLMRT775) RSN W R 4G H)
Kibanaii 1, JX#fR 7 M R BEIEIE X D S A RHEKR Al Kibana,


http://localhost:8080/

A > #W > Go > Gitea

Gitea
{E Gitea H{iifl Casdoor #4175k

Gitea B —MLXEHAVEEULITERITTIR, T AGo, RHMITIHEHHML

Gitea X2 =7 B iE, ffiOauth, XFELA] LA Cassdoori#f T &5k, LA
TN EBIEEFE,

eSS :

ZhE Gitea ] Casdoor 1E NSRBI, EBFREZLE Gitea ARG E B MK
o

KT NEL. ZEERIB1T Gitea B Z(E R, 1HZ M https://docs.gitea.io/en-us/
install-from-binary/

BB SRR EH K, WRECKEN, EH
TH I FH IR P 4k 52 DL 3

R N

pil

1. Bl&—~CasdoorM LT

{BRIXFE:


http://localhost:3000/zh/
https://gitea.io/en-us/
https://docs.gitea.io/en-us/install-from-binary/
https://docs.gitea.io/en-us/install-from-binary/

"""" G

Name @ application_9p7eai

Display name (3 New Application - 9p7eai

Logo @:
URL® @ httpsi//edn.casbin.com/logo/logo_1024x256.png
Preview: @ , @
¢ 9
' l l
Home (@): @

Description (3

Organization @ built-in

ClientID®): Tceb9bTidadad061ecic
Client secret (3): 3416238e12df915eac08b8fe34562b95cdba7edd
Cert @: cert-built-in

Redirect URLs

@: Redirect URLs

Redirect URL Action

@ http:/flocalhost:3000/user/oauth2/Casdoor/callback o

THICAER P DRI, DUE N —5 8k,

HARAEMP BB I url, Ul F—2GitealWACE, FiRIRM R MR E
—AIEE EEurl,

2. it® Gitea fiil] Casdoor

VEFR R B ek, BTG _EARY NSRS uh g P olm, SRR YR LR
DAy

PRGBS N HIE A



© Issues Pull Requests Milestones Explore at + - “e T
st
Dashboard User Accounts Organizations Repositories Webhooks Authentication Sources User Emails Configuration System Notices Monitoring
Authentication Source Management (Total: 0) Add Authentication Source
1] Name Type Enabled Updated Created Edit

TSI ETR T2 S 2R DI R 5

[
.

@y Issues Pull Requests Milestones Explore o + -
Dashboard User Accounts Organizations Repositories Webhooks Authentication Sources User Emails Configuration System MNotices Monitoring

Add Authentication Source
Authentication Type * OAuth2 =
Authentication Name ™ Casdoor

0OAuth2 Provider * OpenlD Connect -

Client 1D (Key)*

Tceh9b7fdadad061eclc

Client Secret ™

3416238e1edf915eac08bife345b2b95cdba7e04

lcon URL

OpenlD Connect Auto Discovery URL™

http://localhost:8000/.well-known/openid-configuration

Skip local 2FA
g unse ans local users with 2FA

will still hay

Additional Scopes

HIEFRIAEZRAI N “0auth2”,



B AMNERAFRE IdfEAR, AR N — PP AT url,
1H1%E¢ openID Connect Oauth2 2R,
HE E—HicFa0% P i DRI P i % i

£ openid EHIHE A3 AMURL, BEMNIZE <your endpoint of casdoor>/.well

known /openid-configuration,
PGB RIS HAL R BT, AERRE.

TEAR

3. BLEE & mliMurl
AR B 565 25 A B FH A e g e DD A AR [E1 8 url
<endpoint of gitea>/user/oauth2/<authentication source name>/callback

<authentication source name> & F—#Giteal\IFJENZFR,

4. ¢ Gitea Fii®
S R E

ERIZAE R A X —



Sign In d~ OpeniD

Sign In
Username or Email Address

Password ~

Remember this Device

Forgot password?

Need an account? Register now.

Sign In With II:Z:-:::.::'-'-TI[:-

& fF Fopenid Bk 141, 1E¥#2EE E 1% casdoorE sk Tl H,

FRIAERERXA:

@®F  Explore Help [« Sign In

Register New Account Link to Existing Account

Complete New Account
Username ™

Email Address ™ admin@example.com

Complete Account

TZHRFE NI —D8THY Gitea 1K BERAIK P E0E PIKA

RJE— VIR IE R AR,






A > %W > Go > Grafana

Grafana
{f Grafana "{#if] Casdoor #7815 HE

Grafana>Zfri@id OAuthi# 1T Sk, Kitk, A ¥ Casdoor&xGrafanalfi# &
5o RFEE LD BN AR BB AT DASZEL,

X BT UAEGrafanarh i i Casdoor BT I IR IE IR, (EEdksL 2 hil, 1
WRIEE L2 Hi217 T Grafana,

S0 I%1: f£Casdoorth AGrafanafijdt—/4~ M
H

X2 1ECasdoorH iz N I — ol


http://localhost:3000/zh/
https://grafana.com/oss/grafana/

Edit Application Save

Name &) application_9pTeai

Display name (%) New Application - 9p7eai

Logo @:
URL(®: @ https://cdn.casbin.com/logo/logo_1024x256.png
Preview: & 0O ﬁir
¥ CaspoIn
Home (@: &@

Description (@ :

Organization 3 :  built-in

Client ID @ Tceb9b7fdadad061ectc

Client secret @):  3416238e1edf915eac08bsfe345b2b%5cdba7eld

Cert (: cert-built-in

Redirect URLs ()

Redirect URLs m

Redirect URL Action

@ http://localhost:3000/login/generic_oauth

THE I v A P I D DU T N — 2R,

iFEsIGrafanafyEIHURL, BRINESL K, GrafanafyOAuth[=lE /2 /login/
generic_oauth, FfPAIEIEFIIERSXTNURL,

B3R (B Grafanalfiic B

FRINTEDL R, OAuthAYEC B X7 T Grafanaf) T/EH & H ) conf/defaults.ini,

HHFIER 5> [auth. generic_oauth] FBX LA FFEK:

[auth.generic_oauth]
name = Casdoor

icon = signin
enabled = true
allow_sign_up = true



FFHTTPS

AR E R Casdoor/d FIHTTPS, sl (R1EI A 5 FHT TPS YL T #6E

Grafana, 1&[FRIFI%E t1s_skip_verify_insecure = true,

FXFdif Casdoor& x5 redirectURI

AR AEGrafanas{fi i Casdoor& R G B E MIURIANIER, ERIREFRZERCEroot_url,

[server]

http_port = 3000

# AT MR R Grafanall /A mE A s 4

domain = <{REYIPHEIL>

# SEEEAY AT HIATAURL

root_url = %(protocol)s://%(domain)s:%(http_port)s/

FH OB -
1. Grafana 14

2. Grafana BRIAAYini

KT Gt

BRI RER AN E role_attribute_path, J@drole_attribute_path B &R f o bt

AN

#l|Grafana,

[auth.generic_oauth]

role_attribute_path = contains(roles[*].name, 'admin') && 'Admin'
| | contains(roles[*].name, 'editor') && 'Editor' || 'Viewer'
role_attribute_strict = true


https://stackoverflow.com/a/69814805
https://grafana.com/docs/grafana/latest/setup-grafana/configure-grafana/#root_url
https://github.com/grafana/grafana/blob/main/conf/defaults.ini
https://grafana.com/docs/grafana/latest/setup-grafana/configure-security/configure-authentication/generic-oauth/#role-mapping

XHEA role_attribute_path J5HJJMESPathRIARIEHEE, EZS% Grafanax iy,

W3 BERGARL

X fGrafanaFtEHTHZIE,

RITEESR I, RN IZ=E B UX AR Y -

S

Welcome to Grafana

) 8.5.2 (90701be19)




A > %W > Go > MinlO

MinlO

MinlO3Z### 1 5 0penID Connect (OIDC)FANR R HATIMBE B, AR/
ZH T anrTfc & Casdoor{E A S i i s A MInlO,

$ i1 ¥ Casdoor & MinlO

4, #fECasdoor,
1EA] PAZ# Casdoor'E /i XA AR SS a8 222,
RIEE ), TEHRIR:

o Casdoor RZ5#31EFE http://localhost:8000 _EizfT,

o FIFIREREMIINIYEES, iRl http://localhost:7001, {R¥EFEF|CasdoorfE kil
[Hl,

o JEIHIA admin Fl 123 RMNAESRINRE,

R, ] DU DU NP BRAEE B SR A A PRIE SR T Casdoor Y6 5% T,

] U2 1 X BORERB EHIMInIORSS &%,  LALIZXHRIRERAL A me HIMInIO% - i,

2. fitE CasdoorM YT

1. Al —rAICasdoor N R, B —NELfFERT,

2. BINERIEEAURL,


http://localhost:3000/zh/
https://github.com/minio/minio
http://localhost:8000/
http://localhost:7001/
https://github.com/minio/minio#minio-quickstart-guide
https://docs.min.io/minio/baremetal/reference/minio-mc.html#install-mc

ClientID ® : 24a25ea0714d92e78595 Client ID
Client secret @) : 155 = = = L v Client Secret

Redirect URLs @ :
Redirect URLs AL

Redirect URL Add a redirect URL for spring security

# http://localhost:8082/ui-oneflogin/oauth2/code/custom

3. IINEREZE R IR IME AL ZERE,

ENHIXERE F, BSERFIMAME: client IDMIClient secret (40 EEAT
R) o FATPRAE N A X EEE,

IR B = XK % 2851/ 10] - http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration >k # % CasdoorfJOIDCH &,

4. XN FMINIOKRIELER, HTFMInOFZEEIWTHEH —NEIHEEIEN
HRE, Bt NTECasdoorHiHfTHCE, HHj, Casdoor ff] tag fENACE
MinlO SRIE Y — R 2538 77 75

Tag @ : readwrite

Ja] DX LR B i SRR SRS

I3 AEEMInIO

f&a] AEEF DA R 2 53 MinlO ARS8 :



https://docs.min.io/minio/baremetal/security/minio-identity-management/policy-based-access-control.html#minio-policy

FHMINIO_ROOT_USER=minio
S MINIO_ROOT_PASSSWORD=minio123
minio server /mnt/export

AT DMEH - -console-address SECRALE bR,

2R, HHAMInIOZ i me IIN— MRS A4,

mc alias set myminio <f&py#ziil&EHilE> minio miniol123

PAE, BCEMInlOMOpenID Connect, *fFCasdoor, <K E:

mc admin config set myminio identity_openid
config_url="http://CASDOOR_HOSTNAME/.well-known/openid-
configuration" client_id=<client id> client_secret=<client secret>
claim_name="tag"

1] A2 B 5 O DARBCE RIS BUE R

—HRINRE, HEFREIMInIOsLl,

mc EMARSSEFBmyminio

IEE A « 2M53-PY —
WA ZIAHOR!
BItE, ZERIBRITFEMIMInIORHIS, S A ISSots: .

R g A E Casdoor Bk Tl . ENESKIG, R EE A EIMInlOTTE H H
BERS,  EIALE N IZRER 2 IEA BRI MR ERRIN R,


https://docs.min.io/minio/baremetal/reference/minio-server/minio-server.html#openid-identity-management

A

AERARTEA R 3508 Casdoor BY R dmAl fg v,  VRAER E [l Y B SR DL K TE G
s b, HHES SR 404 not found, MERT UK MBSO R T, 2R
&, &l AR CasdoorE sk Tl .,



AN > #W > Go > Portainer

Portainer
{E£Portainerd i F Casdoorid# {7 By i ik

Portainersz i@ OAuthi 1T & ik, [Klitk, F AT DA AAHI# A CasdoorE i
Portainer, HFEE L0 BRI BARYEC &t ] DASEER,

XHEA —AN T tEGrafana {#i i Casdoor# T B S IF R B RE,  TEVRITUR Z i,
B IR 42251817 T Portainer,

PAR 2Hl B4R
CASDOOR_HOST : #fE CasdoorfR5s asyim 4 s IPiit,

PORTAINER HOST : uBZEPortainerfis44 atIPHL,

W81 {E£CasdoorHdt Portainerfl]idt—4>
M. H

X & FECasdoor i N FH i — Ml 5



http://localhost:3000/zh/
https://www.portainer.io/

Name (3D Portainer_test

Display name Port: test

Logo (&
URL(): @ hitpsy//cdn.casbin.org/img/casdoor-logo_1185x256.png
Pre 0

Casdoor

Home (@):

Description 3

Organization () built

Tags @

Client ID &) : 2dad68d1968c5f85d6b4

Client secret (3 : b4db599c84f978425102f161b833625faf9bbb7c

Cert @: cert-built-in

Redirect URLs (3):

Redirect URL

Redirect URL

| & https://<PORTAINER_HOST> |

1. Bl i Mg FimID As N —2 .

2. WIN—/AEZEMURL, XEIREPortainer £41,

U2 BlEPortainer

MM SRR, 2805 MIEAZR P s B O g sz T,

JE RSSO B gl FECE :



2. RPN HE

@

portainer.io

Home

Environment:

Settings

=)

B

@

Users
Environments
Registries
Authentication logs
Notifications
Settings
Authentication
Edge Compute

Help / About

New version available 2191

Environment:

Settings

=)

Users
Environments
Registries
Authentication logs
Notifications
Settings
Authentication

Edge Compute

Help / About

New version available 2191

poriainerio

Settings > Authentication

Authentication settings a @ & admin v

2 Authentication

Configuration
Session lifetime (3 8 hours i
& Changing from default is only recommended if you have additional layers of authentication in front of Portainer

Authentication method

Pro Feature °

Internal LDAP OAuth
Internal authentication mechanism LDAP authentication OAuth authentication

Single Sign-On

oo @

Hide internal authentication prompt (@ Business Edition Feature )

Automatic user provisioning

With automatic user provisioning enabled, Portainer wil create user(s) automatically with the standard user role. If disabled, eated beforehand in Portainer in order to login.

Automatic user provisioning ()

The users created by the. ded to 3 default team on ¢

tomatic provisioning feature can be

ation.

By assigning newly created users to a team, they will be able 1o acc d to that team. This setting is optional and f not s any environments.
[\f i) = .
N <N N /0N -
Provider
Pro Feature Pro Feature Pro Feature °
Custom

‘Custom OAuth provider

QAuth Configuration

Client 1D @ 89¢7dba629b5722d4ea2

Client secret o

Authorization URL @) htps://<CASDOOR_HOST>/login/oauth/authorize

Access token URL @ https://<CASDOOR_HOST>/api/loginfoauth/access_token
Resource URL @ https://<CASDOOR_HOST>/api/userinfo

Redirect URL @ https://<PORTAINER_HOST>

Logout URL @

User identifier @) email
Scopes @ openid email profile
Actions

e Authorization URL : https://<CASDOOR_HOST>/login/oauth/authorize

Access token URL : https://<CASDOOR_HOST>/api/login/oauth/
access_token

Resource URL : https://<CASDOOR_HOST>/api/userinfo

Redirect URL : https://<PORTAINER_HOST>



B HPortainerd i1 7,

localhost

_.A_ ¥ -
;’.Tpormmer.lo
L

Log in to your account ]

Welcome bac

1 Login with OAuth

Use internal authentication




N > £ > Java

Java

Spring Boot

1£Spring Bootlii H #fi fiCasdoor

Spring Cloud

f£Spring CloudHf#i ] Casdoor

Spring Cloud Gateway

f£Spring Cloud Gateway fififfl Casdoor

i Spring &4

2 PUiH


http://localhost:3000/zh/

' Jenkins it

i Casdoor ffifFi#1T Jenkins %4

- Jenkins OIDC

£ FHOIDCHMNAE N IDPIERZ AR, fJenkins

g Jira

2 PUiH

| i OIDCHMBGER: N I FER - Confluence

2 SJ0Mn]{sE FHOIDC WX/ IDPIE R Confluence FEALA FHER T

' RuoYi

1£ RuoYi-Cloud_|-{f# ] Casdoor



' Pulsar Manager

£ Pulsar Manager ## il Casdoor

| 1€ ShenYu HfiiHi Cassoor

WA ShenYur {# f Casdoor

' ShardingSphere

f£ShardingSphere i ffl Casdoor

' Apache |oTDB

fififfiCasdoor5Apache 10TDB

' Apache DolphinScheduler

fifi flCasdoor#{TDolphinSchedulerftiSSOE 5%



] FireZone

EFOIDCHMUAENIDPIEREAFRH, UIFireZone

=] Cloud Foundry

T R4 Casdoor5 Cloud Foundry 8%, DUMFF AR B FHFE A

~] Thingsboard

22 3]k Casdoor 5 Thingsboard 8%, DA SR L



AN > £ > Java > Spring Boot

Spring Boot

casdoor-spring-boot-example—MI{a[{ESpring Bootli H #{# fcasdoor-spring-
boot-starterfyRfil, Tl 15[ TR AT HEE,

IR fif Casdoor

B, MEkZECasdoor,

BRI AZ% IR5524E [ Casdoor B 773, IE1E A Bk kB &R castor 54,
HBRIE, ERRIIAA:

o FTHHREREMMINYERS, T5A] http://localhost:8000, f&¥EZCasdoorf a5 il
[Hl,
o JEIIHIA admin YENF P AFN 123 VE BRI S SR ITRE,

BUTE, SERTDATZ IR DU NP BRAE I B R B HR PO SRR T Casdoor BB i T HI

JbI%2: 5 Acasdoor-spring-boot-starter

f&m] PA# FIMavens{Gradle § A casdoor-spring-boot-starter,

Maven Gradle

<!-- https://mvnrepository.com/artifact/org.casbin/casdoor-spring-


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-starter
http://localhost:8000/

// https://mvnrepository.com/artifact/org.casbin/casdoor-spring-
boot-starter

implementation group: 'org.casbin', name: 'casdoor-spring-boot-
starter', version: 'l.x.y'

L7 XL G AT

P T B DA R IR 6N AT R BE | 2F5 | BB | fik | |
---------------- | - | === - | | endIpoint | £ |
Casdoor fIlR55#% URL, 4N http://localhost:8000 || clientld | &2 | N FHFEFZF
JHID | | clientSecret | & | MHFEFZFIMEH | | certificate | f& | MR IES
organizationName | &2 | M HIfEFE4HE | | applicationName | 75 | B FIFE 4k
DU F Javal@ M YAML S B TR 88 1L

7]

Properties YML

casdoor.endpoint = http://localhost:8000
casdoor.clientId = <client-id>
casdoor.clientSecret = <client-secret>
casdoor.certificate = <certificate>
casdoor.organizationName = built-in
casdoor .applicationName = app-built-in

casdoor:
endpoint: http://localhost:8000
client-id: <client-id>
client-secret: <client-secret>
certificate: <certificate>
organization-name: built-in
application-name: app-built-in



A s

K EER e NEH iYCasdoorsii], Fijll/g clientId, clientSecret #l
jwtPublicKey .

SYRA L HE W) 2 I

LR EIRUETT AVRA N FH Y I, PRAT LR IR BARURLIT B € 12| Casdoorfé ) &
KU, IEMRIECEIEN AR FECEEIN T EEAURL (Filan,
http://localhost:8080/login) ,

@Resource
private CasdoorAuthService casdoorAuthService;

@RequestMapping("toLogin")
public String toLogin() {

return "redirect:" +
casdoorAuthService.getSigninUrl("http://localhost:8080/login");

}

PRSI

fEidd CasdoorfwliEfm, ‘BERii & RIS ANIR ST E A BHE R N AR T

Hn] IAREUCAS I A H getOAuthToken 7575, SAJEfEHTIWT S,

Casdoor User H1& T HCasdoorf@ftERHFMEAREE, ] AMEHERIZEN
MR i,

@RequestMapping("login'")


http://localhost:8080/login

55

PA RS2 AP R :

o CasdoorAuthService
o String token = casdoorAuthService.getOAuthToken(code, "app-

built-in");
o CasdoorUser casdoorUser =

casdoorAuthService.parseJwtToken(token);

e CasdoorUserService

o CasdoorUser casdoorUser casdoorUserService.getUser("admin");

o CasdoorUser casdooruUser

casdoorUserService.getUserByEmail("admin@example.com");

o CasdoorUser[] casdoorUsers = casdoorUserService.getUsers();

o CasdoorUser[] casdoorUsers

casdoorUserService.getSortedUsers('created_time", 5);
o int count = casdoorUserService.getUserCount("0");

o CasdoorResponse response = casdoorUserService.addUser (user);

o CasdoorResponse response

casdoorUserService.updateUser (user);

[e]

CasdoorResponse response =
casdoorUserService.deleteUser (user);
o CasdoorEmailService
o CasdoorResponse response = casdoorEmailService.sendEmail(title,
content, sender, receiver);
o CasdoorSmsService
o CasdoorResponse response =

casdoorSmsService.sendSms(randomCode(), receiver);



o CasdoorResourceService
o CasdoorResponse response =
casdoorResourceService.uploadResource(user, tag, parent,

fullFilePath, file);

o CasdoorResponse response =

casdoorResourceService.deleteResource(file.getName());

\,—"\
A
BRI DARE AR E /~ek, AT R 26T Java5 CasdoorE i E R :

e casdoor-java-sdk

e casdoor-spring-boot-starter

e casdoor-spring-boot-example

e casdoor-spring-security-example

e casdoor-spring-security-react-example

e casdoor-spring-boot-shiro-example


https://github.com/casdoor/casdoor-java-sdk
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-shiro-example

A > £/ > Java > Spring Cloud

Spring Cloud

1ESpring Cloudiiikss 24, EHEIEMIALHATE ik, 1HZ% casdoor-
springcloud-gateway-example FREE 215 &,

S

RSB A AR SS TP {# F Casdoor, &R A& casdoor-spring-boot/fl,

TR MK EIE B IE B MRS, #EH T casdoor-spring-boot-starter,

HEZHNH

FER] DIRZR AR E SR, AT i 2T Java5CasdoorE g R :

e casdoor-java-sdk

e casdoor-spring-boot-starter

e casdoor-spring-boot-example

e casdoor-spring-security-example

e casdoor-spring-security-react-example
e casdoor-spring-boot-shiro-example

e casdoor-springcloud-gateway-example


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-java-sdk
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-shiro-example
https://github.com/casdoor/casdoor-springcloud-gateway-example

A > £ > Java > Spring Cloud Gateway

Spring Cloud Gateway

casdoor-springcloud-gateway-example/&—nfil, BHBHUIAITESpring Cloud
GatewayH i ficasdoor-spring-boot-starterfE N OAuth2ffiff, DL N2 ErPE

WIE1: ¥ Casdoor

B, Ml Casdoor, RIS EJ7Casdoor XK ARSS e ZEs, IH1E Ar= ik
FREREERT Casdoor 524,

RIERE G, EFHEMR L RN

o FTHHREREZEMMINYEAS, TilA] http://localhost:8000, &4 & F|CasdoorfJE gk it
[Hl,
o KA admin F1 123 RINAE FIRE 2 & 1EH TAE,

ZJa, SERTDAE IR DU N5 BRAE I B R R HR PO SRR T Casdoor BB i T HI

982 PIRfk—4>Spring Cloud Gateway
s a] DUE S ORI g s, BeR S BB DRSS R L S,

EFRE—DPRRIRG I ZE D —MFERSS. X MIFH, casdoor-gateway &M%

fR%%, casdoor-api J2M55AR%S


http://localhost:3000/zh/
https://github.com/casdoor/casdoor-springcloud-gateway-example
https://github.com/casdoor/casdoor-spring-boot-starter
http://localhost:8000/

R3S LSO

¥ casdoor-spring-boot-starter {KEIRAINZEIZER Spring Cloud Gateway IiH
W,

X FApache Maven:

/casdoor-gateway/pom.xml

<!-- https://mvnrepository.com/artifact/org.casbin/casdoor-spring-
boot-starter -->
<dependency>

<groupId>org.cashin</groupId>
<artifactId>casdoor-spring-boot-starter</artifactId>
<version>1.x.y</version>

</dependency>

XfF-Gradle:

// https://mvnrepository.com/artifact/org.casbin/casdoor-spring-
boot-starter

implementation group: 'org.casbin', name: 'casdoor-spring-boot-
starter', version: '1l.x.y'

wiRA: AN

PHaETREe N2, A IXES AR TR,




%l%"
AR (P iy EA) i Tk
. Casdoor fili%5#s URL, #lan

endpoint =

http://localhost:8000
clientld b Application.client_id
clientSecret yoss Application.client_secret
certificate pss Application.certificate
organizationName /& Application.organization
applicationName 5 Application.name

AT DA A Javal g PEE YAML SRR W AR L IX Ee S 40

X

casdoor
casdoor
casdoor
casdoor
casdoor
casdoor

XFFYAML:

casdoor:

.endpoint=http://localhost:8000
.clientId=<client-id>
.clientSecret=<client-secret>
.certificate=<certificate>
.organizationName=built-in
.applicationName=app-built-in

endpoint: http://localhost:8000



AN, EICTREACEM R H, X T YAML:

spring:
application:
name: casdoor-gateway
cloud:
gateway:
routes:
- id: api-route
uri: http://localhost:9091
predicates:
- Path=/api/**

BIR5 . WRhlICasdoorAuthFilter

TEMEH EsNGlobalFilterfZ I AYSEENZE, FH TS rieiE, HlanAf-h s
CasdoorAuthFilter,

RS IR, ERAREIA0TIRASRD 4 R, DU E At 126 5 St i

@Component
public class CasdoorAuthFilter implements GlobalFilter, Ordered {

private static final Logger LOGGER =
LoggerFactory.getLogger (CasdoorAuthFilter.class);

@Override public int getOrder() {
return 0;

@override public Mono<Void> filter(ServerWebExchange exchange,

GatewayFilterChain chain) {
return exchange.getSession().flatMap(webSession -> {
CasdoorUser user =



LHR6: RBUIRSSIFEN ©

PI{E R L5/ S5 : casdoorAuthService, CasdoorUserService,

CasdoorEmailService, CasdoorSmsService, PAM CasdoorResourceService,

f&A] DIfE Gateway i H H#2 I8 DL R 77 B EA T,

@Resource
private CasdoorAuthService casdoorAuthService;

SR Z S DY USRI R VREIR I, fRA] BUA I HARURLIT EE A £l Casdoorfe i
SR [H]

BRI CAIRRTE N AR PECE I T EHURL (4N, http://localhost:9090/
callback) .

@RequestMapping("login'")
public Mono<String> login() {

return Mono.just("redirect:" +
casdoorAuthService.getSigninUrl("http://localhost:9090/callback"));

}

fECasdoori I G, TR A AR SHEE mEEN N AR, &0 DEREUL
I getoAuthToken 71T HHIWT R,

CasdoorUser 1% T Casdoorid iy H P REAG R, En] DU AMECR T, PIEER
N AR I E S,

@RequestMapping("callback")
public Mono<String> callback(String code, String state,


http://localhost:9090/callback
http://localhost:9090/callback

PUR ZAPIHRA,

o CasdoorAuthService
o String token = casdoorAuthService.getOAuthToken(code, "app-

built-in");
o CasdoorUser casdoorUser =

casdoorAuthService.parseJwtToken(token);

e CasdoorUserService

o CasdoorUser casdoorUser = casdoorUserService.getUser("admin");

o CasdoorUser casdoorUser

casdoorUserService.getUserByEmail("admin@example.com");

o CasdoorUser[] casdoorUsers = casdoorUserService.getUsers();

o CasdoorUser[] casdoorUsers

casdoorUserService.getSortedUsers('"created_time", 5);

o int count = casdoorUserService.getUserCount("0");

o CasdoorResponse response = casdoorUserService.addUser (user);

o CasdoorResponse response

casdoorUserService.updateUser(user);

o CasdoorResponse response =
casdoorUserService.deleteUser (user);
o CasdoorEmailService
o CasdoorResponse response = casdoorEmailService.sendEmail(title,

content, sender, receiver);

e CasdoorSmsService
o CasdoorResponse response =

casdoorSmsService.sendSms(randomCode(), receiver);

e CasdoorResourceService
o CasdoorResponse response =

casdoorResourceService.uploadResource(user, tag, parent,



fullFilePath, file);

o CasdoorResponse response =
casdoorResourceService.deleteResource(file.getName());

w7 HEWH

A H G, T IREE RN EEsH 7R http://localhost:9090, A5 st EArfiE =K
K H casdoor -api FETREIZHL,

[

C () localhost:9090

Casdoor

' Get Resource |

' Update Resource |

R MSNIEZ R, TR S, RO E AR RS, i sk d gl


http://localhost:9090/

C (@® localhost:9090/toLogin

Click to login

bifi f5 & 0] A F|Cassdoorgi— &% 4.

&/ Casdoor

R
B
Auto sign in Forgot password
No account? sign up now

RRIESR)G, ECREEE AR S,  IAEVRAT DA T 1%L



C (@ localhost:9090

Casdoor

' Get Resource |

‘ Update Resource ‘

'success get resourcel”

HENH

SERT DARZR DA RIUH /SR T A 8 255 T Java 5 Casdoor —{AMERI(E .

e casdoor-java-sdk

e casdoor-spring-boot-starter

e casdoor-spring-boot-example

e casdoor-spring-security-example

e casdoor-spring-security-react-example
e casdoor-spring-boot-shiro-example

e casdoor-springcloud-gateway-example


https://github.com/casdoor/casdoor-java-sdk
https://github.com/casdoor/casdoor-spring-boot-starter
https://github.com/casdoor/casdoor-spring-boot-example
https://github.com/casdoor/casdoor-spring-boot-shiro-example
https://github.com/casdoor/casdoor-springcloud-gateway-example

N > % > Java > Spring %%

Spring %4

Spring Security OAuth

PASpring Security J3f3il, JE7RA{A{# F OIDCIEHE 2 1 b FHAR P

{8 I OIDCHE R Spring Securityid 3% 5 Casdoor

ASfERE T ARl FH Spring Securityid I8 #iE1S OIDCHFERI N AR 5 Casdoor i,


http://localhost:3000/zh/

A > HEK > Java > Spring%4 > Spring Security OAuth

Spring Security OAuth

Casdoorr] PA# FHOIDCHMIXAE N IDPIERZ S AN R, fEATERH, FATELASpring Security y
B, A R R AT FH OID CiE 4 B AR A R PR

VI EBCasdoor

B, BEEEE Casdoor,
1&A] A% Casdoor ‘B 75 A4 Server Installation ,
IERE Casdoorfa, R

o Casdoorfl% 28 [EfEhttp://localhost:8000_i&17,
o FIFFEERMIN AR HII ] http://localhost:7001, #44E 2 Casdoor 5% T H
o JEITHIA admin Al 123 SRIGUEESRIIRER A IEH TAE,

PAE, SERTDUZ AR DU P IRAE B LRI R A PRS2 T Casdoor 8 5% T i

B2 fi'E CasdoorM

1. A —PHriICasdoor B FHFE sl i FIELA B — 1
2. BHIERIEERURL (A DIE R —T R B SR B E [AIURLAVEE 2R 4IE R

Client ID @ : 24a25ea0714d92e78595 Client ID
Client secret 3 155 = = m v Client Secret

Redirect URLs @ :
Redirect URLs [AtG[]

Redirect URL Add a redirect URL for spring security

& http://localhost:8082/ui-onefloginfoauth2/code/custom


http://localhost:3000/zh/
http://localhost:8000/
http://localhost:7001/

3. AP TR IR A S (T H AR E,

EN B F, BEREIHME: client IDFIClient secret, W1 FEATR, FATEAE R —
e X LEAE,

FIITEE AN 2837517 . http:// CASDOOR_HOSTNAME /.well-known/openid-configuration, 7£jX
H % ikF|Casdoorit)OIDCHL &,

3%3, FEESpring Security
Spring Security Jii4E 5 #F0IDC,

1&ER] DAH & X Spring Security OAuth2 & imf i & -

A e
{5 RT%FF 5 2.1 Casdoor SEEIE L, 312 <Client ID> %%,

application.ymi application.properties

spring:
security:
oauth2:
client:
registration:
casdoor:
client-id: <Client ID>
client-secret: <Client Secret>
scope: <Scope>
authorization-grant-type: authorization_code
redirect-uri: <Redirect URL>
provider:
casdoor:
authorization-uri: http://CASDOOR_HOSTNAME:7001/login/oauth/
authorize

token-uri: http://CASDOOR_HOSTNAME:8000/api/login/oauth/
access_token
user-info-uri: http://CASDOOR_HOSTNAME:8000/api/get-account



spring.security.oauth2.client.registration.casdoor.client-id=<Client ID>
spring.security.oauth2.client.registration.casdoor.client-secret=<Client
Secret>

spring.security.oauth2.client.registration.casdoor.scope=<Scope>
spring.security.oauth2.client.registration.casdoor.authorization-grant-
type=authorization_code
spring.security.oauth2.client.registration.casdoor.redirect-uri=<Redirect
URL>

spring.security.oauth2.client.provider.casdoor.authorization-
uri=http://CASDOOR_HOSTNAME:7001/login/oauth/authorize
spring.security.oauth2.client.provider.casdoor.token-
uri=http://CASDOOR_HOSTNAME:8000/api/login/oauth/access_token
spring.security.oauth2.client.provider.casdoor.user-info-
uri=http://CASDOOR_HOSTNAME:8000/api/get-account
spring.security.oauth2.client.provider.casdoor.user-name-attribute=name

A i

*FFSpring SecurityFIERINTEIT, <Redirect URL> Mi%f% http://<Your Spring Boot
Application Endpoint>/<Servlet Prefix if it is configured>/login/oauth2/
code/customiXft, FlaN, XF RHEETERE, EHEMRURLMNYIZE
http://localhost:8080/login/oauth2/code/code/custom, N iZAE casdoor
P HECEIX

e ] DAEARS ] clientRegistration REE IR E, AT DI7EIX HEREIWRT

Ba: TR
1. FRATTATLARNEE Spring Boot M AR

2. BATATLARII—NECE, RYFTESA, BRT /M1 /login** BEH F &%,

@EnableWebSecurity
public class UiSecurityConfig extends WebSecurityConfigurerAdapter {

@Override


https://docs.spring.io/spring-security/site/docs/5.2.12.RELEASE/reference/html/oauth2.html#oauth2login-boot-property-mappings

3. BATTAT DA AP 0 — 1 fa] R 28 S5 DT

<IDOCTYPE html>
<html lang="en">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Spring OAuth Client Thymeleaf - 1</title>
<link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/
bootstrap.min.css" />
</head>
<body>
<nav
class="navbar navbar-expand-1g navbar-light bg-light shadow-sm
p-3 mb-5">
<a class="navbar-brand" th:href="@{/foos/}">Spring OAuth Client
Thymeleaf - 1</a>
</nav>
<div class="container">
<label>Welcome!</label> <br /> <a th:href="@{/foos/}"
class="btn btn-primary">Login</a>
</div>
</body>
</htm1l>

S P R Togin fZ51N, HATTRAB B E A2 casdoor o

4. FETRR, BT PUE LEATHIRZ R EIR - BATA] VAT — D440 /foos HYS Al — IR
I L,

Ve

public class FooModel {
private Long id;
private String name;

public FooModel(Long id, String name) {
super();
this.id = id;
this.name = name;



i

hilles

@Controller
public class FooClientController {
@GetMapping("/foos")
public String getFoos(Model model) {
List<FooModel> foos = new ArraylList<>();
foos.add(new FooModel(1L, "a"));
foos.add(new FooModel(2L, "b"));
foos.add(new FooModel(3L, "c"));
model.addAttribute("foos", foos);
return "foos";

<!DOCTYPE html>
<html lang="en">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Spring OAuth Client Thymeleaf - 1</title>
<link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/
bootstrap.min.css" />
</head>
<body>
<nav
class="navbar navbar-expand-1lg navbar-light bg-1light shadow-sm
p-3 mb-5">
<a class="navbar-brand" th:href="@{/foos/}">Spring OAuth Client
Thymeleaf -1</a>
<ul class="navbar-nav ml-auto">
<li class="navbar-text">Hi, <span
sec:authentication="name">preferred_username</span>&nbsp;&nbsp;&nbsp;</1i>
</ul>
</nav>
<div class="container'">
<h1>All Foos:</h1>
<table class="table table-bordered table-striped">
<thead>



A i
i B DUABEAR 5 B % ITE resources/templates Ro

HR5: WikHER!

B, R AR T E R W dsF B4 i / foos o BEVRF BRI ER E 1712 Casdoor Y 5% I
Mo fAA] DATE AR LB SR s MR DT I B 5%

nERETRERAR T, BKEEICasdoorh HILE,

Spring OAuth Client Thymeleaf - 1

Welcome !

siahi login %8, DTEPRE BEE A4 Casdoor i & 5% T IHl,



g’ casbin

&

Auto sign in Forgot password?

Sign in with code No account? sign up now

oR)E, WIHREEREE] /foos o

Spring OAuth Client Thymeleaf -1

Your Username

All Foos:

ID Name
1 a
2 b






£ > Java > Spring%® > fHHOIDCERMSpring Securityld iE#55 Casdoor

@ﬁHOIDC%hﬁE’JSprmg
Securityid iE#s 5 Casdoor

Casdoor2— /X HFOIDCHIZFHE MM FFIRIDP, TEASCH, BATEERIa{{#HSpring
Securityid IE#SF1OIDCHt Casdoor 5 &I I F R 5 i

H i1 #E Casdoor

B, REEIECasdoorflisses. SEE X LIRBURSS tscitfard, WERIGE, W
fR:

o Casdoorflk%#s1EfENttp://localhost:8000i217,
o {RA] PATERttp://localhost:7001%& F|Casdoor & 55 Tl H .,
o PRATAIE I F FEUE admin F1 123 MK B K IIEE,

BB IR, 1ZIN RS BER Casdoor 5 IR N AR P o

B2 ftE Casdoor HFET

o BIEE—HT Casdoor M IR 7 B FH LA 19—
o UNIYRAVEREIMURL,  fRATDATE N — T FREREIE 22 50 FARICER E M URL VIS B



http://localhost:3000/zh/
http://localhost:8000/
http://localhost:7001/

Name@ . app|ication_a6f‘tas "“'ﬂ your application name

Display name @ :  New Application - a6ftas

Logo @ :

URL®: @ https://cdn.casbin.org/img/casdoor-logo_1185x256.png

Preview: ﬁ

Casdoor

Home @) : &
Description @ :
Organization (@ : organization_carg1b / your Organization name
Client ID ® : Sed731a825eci955cb19 | — > your client id
Client secret (3) - 2e9314ea228 N your client secret
Cert @ cert-built-in

Redirect URLs (@ :
Redirect URLs  [a%[sl

Redirect URL =%  vour redirect url

& htip://localhost:3000/callback

o TEUEPZmiE vimE _FIREURA certificate



Display name @:  Built-in Cert

Scope @ : IWT

Type @: %509

Crypto algorithm | RS256
D

your certificate

Bit size®: 4096
Expire inyears @: 20 /

Certificate @ : Copy certificate Download certificate Private key @ : Copy private key Download private key
————— BEGIN CERTIFICATE----- = -----BEGIN PRIVATE KEY-----
Uia
INILA
NKUZIy Loy 3s
FUaXphaGVE EVMBMGA TOEAMIVIOZFZZ GIVEBDZXJUMITCIIAT TARIGIWO 0
B
Koiur
rg4b8zM YK/ HEHLYAT/ NMINEWEV ANINAU | FUNIBECIYPR/ QUUoVIEMJAE | NmMZkI TN 60dt:

o MRIETZIMTE SRR E,

VRA] DATE N AR P B Ui F3REY Application Name. Organization Name. Redirect
URL. Client ID. Client Secret fllcertificate F{H., FATEAE F—rERHEN],

9%3: il B Spring Security

YRAT PAE E X Spring Security o 55 115 B R A4

A
HRERIRFI IR E L Casdoor SLfl i it B, 2 <client ID> AN,

server:
port: 8080

casdoor:
endpoint: http://CASDOOR_HOSTNAME:8000
client-id: <Client ID>
client-secret: <Client Secret>
certificate: <Certificate>
organization-name: <Organization Name>
application-name: <Application Name>



XAMERH, EEMURLE http://localhost :3000/callback ., HHRIEVRIY
casdoor W HEFHECEIX D,

WERA L P B RG

VREETE L% casdoor - js - sdk HAEHE DL N 75 2\t B SDK:

1. %4 casdoor-js-sdko

npm i casdoor-js-sdk
# or
yarn add casdoor-js-sdk

2. %E SDK,

import Sdk from "casdoor-js-sdk";

// Serverurl is the URL where spring security 1is deployed
export const ServerUrl = "http://BACKEND_HOSTNAME:8080";

const sdkConfig = {
serverUrl: "http://CASDOOR_HOSTNAME:8000",
clientId: "<your client id>",
appName: "<your application name>",
organizationName: "<your organization name>",
redirectPath: "/callback",

};

export const CasdoorSDK = new Sdk(sdkConfig);

TR FHFE KU,  <FRONTEND_HOSTNAME> F{ERIAEZ localhost:3000,

1E



LIRS BERER
1. BlE—/Spring Booth FfE %,

2. HIN—SSECERAEFEIWT,

@EnablewWebSecurity
public class SecurityConfig {

private final JwtTokenFilter jwtTokenFilter;

public SecurityConfig(JwtTokenFilter jwtTokenFilter) {
this.jwtTokenFilter = jwtTokenFilter;

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity
http) throws Exception {
// J&FHCORSFFZEHCSRF
http = http.cors(corsConfig -> corsConfig
.configurationSource(configurationSource())
).csrf().disable();

.sessionManagement ()

.sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and();

/7 TENR LR B R
http.authorizeHttpRequests(authorize -> authorize
.mvcMatchers("/api/redirect-url", "/api/
signin").permitAl1l()
.mvcMatchers("/api/**").authenticated()

)7

/7 BERERIRAIGE KT P



3. BII—MAEARIWTIS EaS R BRI IR TE K,

@Component
public class JwtTokenFilter extends OncePerRequestFilter {

private final CasdoorAuthService casdoorAuthService;

public JwtTokenFilter(CasdoorAuthService casdoorAuthService) {
this.casdoorAuthService = casdoorAuthService;

@Override
protected void doFilterInternal(HttpServletRequest request,
HttpServletResponse response,
FilterChain chain)
throws ServletException, IOException {
/7 IRBAZCLIF I IE
final String header =
request.getHeader (HttpHeaders.AUTHORIZATION);
if (!StringUtils.hasText(header) ||
'header.startsWith("Bearer ")) {
chain.doFilter(request, response);
return;

7/ IKBGwt DI RIE
final String token = header.split(" ")[1].trim();

/) P BRI EEspring security L FXH
UserDetails userDetails = null;
try {
CasdoorUser casdoorUser =
casdoorAuthService.parseJwtToken(token);
userDetails = new CustomUserDetails(casdoorUser);
} catch (CasdoorAuthException exception) {
logger.error("casdoor auth exception", exception);
chain.doFilter(request, response);
return;



YR FEES R UERRE R, JwtTokenFilter ¥ MiER3k Authorization FRENS
FEIFIRIE,

4. E X~ controller KA &k Casdoorf G L. FFERG, TR Em
PRS2 code Fll state , AJGHRSS AT M Casdoorf e P Sy, FEIEITIX M
MNSEFREL token o

@RestController
public class UserController {

private static final Logger logger =
LoggerFactory.getLogger (UserController.class);

private final CasdoorAuthService casdoorAuthService;
/S

@PostMapping("/api/signin')
public Result signin(@RequestParam('code") String code,
@RequestParam('"state") String state) {

try {
String token = casdoorAuthService.getOAuthToken(code,

state);
return Result.success(token);
} catch (CasdoorAuthException exception) {
logger.error("casdoor auth exception", exception);
return Result.failure(exception.getMessage());

/S

W6 AR

ORA] DOEIE S gs U AT B AR . ANRIRIRE SR, IRRBE— DR, Rdig, IR
K E 15 Casdoor B 5% T,
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Casdoor Login

Rl Casdoor Login #%5H, U1 E € MF|Casdoorfi & il [,

@/ Casdoor

Auto sign in Forgot password?

No account? sign up now

Made with @ by Casdoor

TE, REHREEAE /.
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A > &% > Java > Jenkins fift

Jenkins it

Casdoor f&fit 7—Ma@ff, AP ESE] Jenkins, TEIXH, FA PR A& R {a]
F Casdoor ffiffH#E1T Jenkins %4,

PAR Ll EiE
CASDOOR_HOSTNAME : #$% Casdoor AR55esE&ek IP,

JENKINS_HOSTNAME : (% Jenkins A4 IP,

B8 1: ¥BE Casdoor fll Jenkins

B4, HkE Casdoor 1 Jenkins,
IERE G, R TN

1. ¥ Jenkins URL (& Jenkins > B A% > Jenkins (i B) HEN
JENKINS_HOSTNAME ,

Dashboard * configuration

Jenkins Location

Jenkins URL 0

http://[10.144.125.123:6780

JENKINS_HOSTNAME
System Admin e-mail address 0

address not configured yet <nobody@nowhere>

Serve resource files from another domain

Resource Root URL 0

Without a resource root URL, resources will be served from the Jenkins URL with Content-Security-Policy set.

Global properties

O Environment variables


http://localhost:3000/zh/
https://www.jenkins.io/doc/book/installing/

2. Hiik Casdoor RJDAEH B SRANEH],
3. ¥ Casdoor i) origin {6 (conf/app.conf) & &)y CASDOOR_HOSTNAME ,

conf > app.conf

= casdoor

= false
"casdoor"
= "127.0.0.1:106808"
= 10
2000
= true
= "http://10.144.1.2:80600"

3% 2: BiE Casdoor W

1. BIEE—"NHY Casdoor sk FHILA —1,
2. INII—ANEEEM URL: http://JENKINS_HOSTNAME/securityRealm/

finishLogin

Description (3 :  Casdoor for Jenkins

Organization @) built-in

Client ID ®: bbdObdee696e504dec59 Client ID

Client secret @ d2de01b01 110b47465¢ Client secret

Redirect URLs

®: Redirect URLs

Redirect URL

@ hittp://10.144.125.123:6780fsecurityRealm/finishLogin Add a redirect url for Jenkins
JENKINS_HOSTNAME

3. WA TR LR BT RO MY I E



ENHIZENHE F, BSERBIMAME: client ID 1 client secret, W1 EEFIR,
BATRAE NP X LE(E,

FIFFHEERPIN WSS, Vil http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration, #%#& Casdoor [ OIDC Bl &,

A 3: BLE Jenkins

A, el AT %% Casdoor 6, & @ FEHE jar X,
ZARESENG, HEIEE Jenkins > FLE2RZ4E,

HI: #17 Jenkins config.xml SCfF, FFTERERIRAIEN FHTIRE.,

~jConfigure Global Security

Authentication

O Disable remember me

Security Realm

© Client Id is required.

Client Secret

© Client Secret s requi red.

JWT Public Key

© Jwt Public Key is required.

Organization Name

(oK)

1. TELZEWIE Sy, 1%EE: "Casdoor INUERA",
2. 1£ Casdoor VB, i ARTHEITEZIH CASDOOR_HOSTNAME .
3. 7E Client ID B, i ARTHEIEZIN Client ID,



4. 1£ Client secret FE&H, i ARTH$EZIAY Client secret,

5. 16 JWT ANHTES, $2ALH TRIE JWT SN, A DUEE S Casdoor
TERRY cert $RBIAHH, mMGEHINE ER edit f5, ERIDAMNCAREHESIA
A,

¢ /casbin  Home  Organizations  Users  Roles  Permissions Providers  Applications  Resources Tokens  Records  Webhooks  Syncers E Swagger
/ —
1
EditCert  Save
Name ® cert-built-in
Display name @ Built-in Cert
Scope JwWT
Type @ x509
Crypto algorithm RSA
Bit size ® 4006

Expire in years 20 /
Public key () Copy public key Download public key Private key (7 Copy private key Download private key

6. HALFRAIN HAHR R AR,  SEn] DA E AR B 40 2R FH >R 3o ik H At 2H 2R v
YR, R A, iR BRI SR M H

7. TERBGE 5, EH "B P A MRS, 2R v E A R A,

8. miili Save,

Jenkins IAEXF B K& E 2 A% Casdoor 1T &5 IE,



A > & > Java > Jenkins OIDC

Jenkins OIDC

Casdoorr] P FHOIDCHMX/ENIDPIERES MM . XM, BATIH A Jenkins
SRR an (s F OID CIEHZ EIR I R F

DA 2B B Y — 4478
e CASDOOR_HOSTNAME : #%& CasdoorfikZ5esiIZ kP,

e JENKINS_HOSTNAME : #F2 JenkinsHIH&EKIP,

1. B CasdoorfilJenkins

B, HkECasdoorfilJenkins,
I B, R A

1. ¥Jenkins URL (&HEJenkins - BLE RS - Jenkins{V®) &B N
JENKINS_HOSTNAME ,

Dashboard * configuration

Jenkins Location

Jenkins URL 0

http://[10.144.125.123:6780

JENKINS_HOSTNAME
System Admin e-mail address 0

address not configured yet <nobody@nowhere>

Serve resource files from another domain

Resource Root URL 0

Without a resource root URL, resources will be served from the Jenkins URL with Content-Security-Policy set.

Global properties

O Environment variables


http://localhost:3000/zh/
https://www.jenkins.io/doc/book/installing/

2. HafrCasdoorn] PATE & B s AN A,

3. ¥ Casdoorf origin{H (conf/app.conf) % &5 CASDOOR_HOSTNAME ,

conf > app-conf

= casdoor

= false
"casdoor"
= "127.0.6.1:16868"
= 10
2000
= true
= "http://10.144.1.2:80600"

G2 HEE CasdoorMH
1. GlE#—NErCasdoor M B AFAE K —1,

2. WIN—ANEEMAURL: http://JENKINS_HOSTNAME/securityRealm/
finishLogin

Description 3 :  Casdoor for Jenkins

Organization ) built-in

Client ID @: bbd0Obd66696e504dec59 Client ID

Client secret @ d2ded1b01 110b47465¢ Client secret

Redirect URLs

®@: Redirect URLs

Redirect URL

& http://10.144.125.123:6780securityRealm/finishLogin Add a redirect url for Jenkins

JENKINS_ HOSTNAME



3. AVMPREZERITRME, FHIRMUTAEIMIIRE,

PREEMN FE BT EREURN ™ME: client IDflclient secret. FATEHAER—&m
{5 FIX 2E4H,

FI R B RN S 253/ 1A] . http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration# & CasdoorfJOIDCHLE.

383 Al Jenkins

B, BA1FEELEEOpenld Connect Authentication, K hJenkinsH: A543+
OIDC,

ARG, HEIEMJenkins - AtBE2RE4A,

Dashboard > Manage Jenkins
B e e
22 BPFlE
Building on the built-in node can be a security issue. You should set up distributed builds. See the m m
8 fEps documentation.

@ Manage Jenkins |

O My Views System Configuration
1A v @ Configure System » Global Tool Configuration o Manage Plugins
FIC T e Configure global settings and paths. Configure tools, their locations and Add, remove, disable or enable plugins
automatic installers. that can extend the functionality of
Jenkins.
EHITIRES 4
1 =R o Manage Nodes and Clouds
2 =7 Add, remove, control and monitor the
various nodes that Jenkins runs jobs on.
Security
[E] Configure Global Security P Manage Credentials P Configure Credential Providers
Secure Jenkins; define who is allowed to Configure credentials Configure the credential providers and
access/use the system. types

Q %
e By Jenkinsii config. xml S, BABSIEAIZE R,

1. FEVilRfElsh, J%8% fifopenid Connect &% /E N2,


https://plugins.jenkins.io/oic-auth/

2. fEClient IDZEx#+572¢ EHIC FAY client ID,
3. TEClient secretZEf5%€ FHIC R Client secret,

4. fERCERH, &R gaiidE , FEH Ahttp:// CASDOOR_HOSTNAME /.well-known/
openid-configurationfE>h B A1EC B Uifi 1o

Security Realm

O Delegate to servlet container
© Jenkins' own user database

@ Login with Openid Connect <m0 Select this
Client id

bbd0bd66696e504dec59 Input your Client ID

Client secret

ﬁ Concealed Input your Client secret Change Password

Configuration mode

® Automatic configuration

Well-known configuration endpoint

http://[10.144.1.2:8000y.well-known/openid-configuration

CASDOOR HOSTNAME
O Manual configuration

® ©® IG 00 0Q®

GHIRIRECasdoor/Z A MIARE Y, PRAIRERR ZetE FahidE FHRAtLl ME A

o ZRHARSSESURL: http:// CASDOOR_HOSTNAME /api/login/oauth/access_token
o TZRUIRSSZSURL: http:// CASDOOR_HOSTNAME /login/oauth/authorize
o FFEERS#EURL: http:// CASDOOR_HOSTNAME /api/get-account

o Ji[l: address phone openid profile offline_access email
Configuration mode

O Automatic configuration

@® Manual configuration

(SN ]

Token server url

http://f10.144.1.2:8000/api/login/oauth/access_token

CASDOOR_HOSTNAME
Authorization server url e

http‘///Iogin/oauth/authorize

UserInfo server url e
http://10.144.1.2:8000/api/get-account

Scopes

address phone openid profile offline_access email



5. RilimREHET ITAE:

o TEHP#FERF, 657 name,
o TERHZTFEH, $57E displayName
o TEFLTFHBHFELH, $57E email,

User name field name

name

Full name field name

displayName

Email field name

email

Groups field name  ?

Token Field Key To Check  ?

6. FEZRER Ty, B CE P Al USRI SE A e Vr A4 BRI A)”s - R AT A
MG E E 2 A, HIfE, & OpenIDER EH TIk,

iRtHJenkins, EMNIZRKIREEME|CasdoorHT &5k,



=]
Auto sign in Forgot password?
Sign inwith code Mo account? sign up now

0G




N > #E > Java > Jira

N ERSSO

i FHOIDCHMMAE N IDPIE AR R, 4Jira

{#i i miniOrangeffif:

{5 FHOIDCHMY/ENIDPZEB:casdoorfil Jira


http://localhost:3000/zh/

g% > Java » Jira > JENANERISSO

@ BRSSO

X EER Casdoorf gt ik, (BHERMutmEHHTTPS,
Casdoorr] LA FH OIDCHMYAE N IDPIERE S AN AR, IXHEA —MNJiraBf,
DA 2 & H ) — L2 F -

e CASDOOR_HOSTNAME : (% CasdoorfikR% el ekiP,
e Jira HOSTNAME : ¥BZ Jiraffisi4akIP,

1. #BB CasdoorfilJira
e, EkECasdoorfildira,
IERE G, R A

1. Casdoorn] PATE H &S AIE

2. 7£ prod #zXU B Casdoorl, &1 DA% CASDOOR_HOSTNAME 5 &N
http://localhost:8000, &&EEF=HA,

B 3%2: HiE CasdoorM HA T

1. QI EEHINA I Casdoor i FHERF
2. HENAUETT:



http://localhost:3000/zh/
https://www.atlassian.com/software/jira/guides/getting-started/overview
https://www.atlassian.com/software/jira/guides/getting-started/overview
https://casdoor.org/docs/basic/server-installation#production-mode

< Jira Software

JIRA ADMINISTRATION
Administration @ search Jira admin

Applications
Appli . Projects
pplications ~ Projects Issues Manage apps ~ User management  Latest upgrade report ~ System 2
Issues
General configuration Authentication methods Manage apps m

Find more admin tools Manage how users authenticate. Save authentication configurations using SAML OpenlD Connect, or Crowd as the identity provider. Learn more about using multiple identity providers, ~ US€r management

Jira mobile app Latest upgrade report
SYSTEM SUPPORT A Make authentication safer 1
System info Authenticating with username and password is less secure than through single sign-on. Now that you've configured the latter, consider disabling product login form and basic authentication.
Instrumentation Communicate this change to your users

Monitoring How to disable - Dismiss

Database monitoring

Integrity checker Login options
Logging and profiling ) )

Name Type Last updated Show on login page Actions
Scheduler details
Troubleshooting and support Username and password Product login form Never
tools
Clean up casdoor OpenlD Connect 25 April 2023 4:33 PM oo
Auditlog
Clustering Authentication on API calls

Allow basic authentication on API calls.

SECURITY

You can use personal access tokens as a safer altemative method of authentication. See Using personal access tokens.
Project roles

Global permissions
Password Policy
User sessions

Authentication methods 3

Administering personal access
‘i

3. II—ECE, FHAEINIET A IEEOpen| DIER: B RUE %
Add new configuration

Name *

Use a unigue name for this configuration.

Authentication method
OpenlID Connect single sign-on v

Users log in using OpenlD Connect

4. FRFEEFURL:

Give these URLs to your identity provider
Redirect URL

https://test.v2tl.com/plugins/serviet/oidc/callback I_|:|

Location where the client is sent to after successful account authentication.

5. #IN—/NEEAURL:



Client ID @ : 642ec5d6779a2f0e879d
Client secret @ :  26cb47985¢c47ae3844580536ce2f59872969e109
Cert @ cert-built-in

Redirect URLs @)
Redirect URLs

Redirect URL Action

& https://testv2tl.com/plugins/servlet/oidc/callback ]

AR, AT DATER I E DUE _FAREUMNME: client ID#1Client secret, 1L
ERR, BATEE F—HEREA,

FT I B B RN 5 8517 17 - http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration, &¥EZ(|CasdoorfJOIDCHIE,

I3 B Jira

1. BT EUSAE Jira P ECEBATHIECE




Edit existing configuration

Name*
casdoor

Use a unique name for this configuration.

Authentication method
OpenlD Connect single sign-on

Users log in using OpenlD Connect

OpenlD Connect settings

L*

https://demo.casdoor.com

your casdoor url

The complete URL of the OpenlD Provider. Meeds to be unigue.

Client ID*

642ec5d6779a2f0e879d

application client ID

The client identifier, as registered with the OpenlD Provider,

Client secret™

L T P e P Y

application client secret Change

Client secret is used in conjunction with the Client ID to authenticate the client application against the

OpenlD Provider.

Username mapping *

${preferred_username}

Used to map IdP claims to the username, e.g. ${sub}

Additional scopes

phone ®  email ® address ¥ profile

0 v

The default scope is 'openid’. Add more scopes if needed to obtain the username claim.



Redirect URL

https://test.v2tl.com/plugins/servlet/oidc/callback I-D Copy it to casdoor

Location where the client is sent to after successful account authentication.
Initiate login URL
https://test.v2tl.com/plugins/servlet/oidc/initiate-login I-D

URL used for OpenlD Provider-initiated login.

Additional settings

The authorization, token, and user info endpoints will be filled automatically if your Identity provider offers
this opticn. If not, you will be asked to provide this information.

Fill the data automatically from my chosen identity provider.

JIT provisioning
Just-in-time user provisioning allows users to be created and updated automatically when they log in
through S50 to Atlassian Data Center applications. Learn more.

Create users on login to the application

OpenlD Connect behaviour

Remember user logins

If checked, successful login history will be saved and users will be logged in automatically without the
need for reauthentication.

Login page settings

Decide if the IdP should be visible on login page and customize what the user will see on the button.
Show IdP on the login page

Login button text*
casdoor

The text is shown to the user on the login page. Remaining characters: 33.

Save configuration Cancel

2. EATDAHEECE EE AR, IfE, &
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O
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the decumentation.
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Administration 9 sesch Jira sdmin

losues  Manage spps  User management  Latest upgrade report  System

Authentication methods
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Ak Make authentication safer
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N > & > Java > Jira > f#HminiOrangefdiff

{#i - miniOrangeffif!:

AR EREANAT i FdminiOrangeiZ#casdoorfilJira,

Casdoorr] PA# FHOIDCHMX/ENIDPIERE S AN AR, IR ASHE XA JiraZii2 PR
B 25

PAR 2l E P — B AR
CASDOOR_HOSTNAME : % Casdoorfik55 esfis 4 k1P,

Jira_HOSTNAME : HP&Jiraf I iIP,

IR ¥ CasdoorfilJira

B, HkECasdoorfillira,
YIRS E, AR

1. ¥Jira URL (X > B > R4 > @HEE) EE N Jira HOSTNAME .

Applications  Projects Issues Manage apps ~ User management  Latest upgrade report ~ System

General configuration

Settings Advanced Settings Edit Settings
Find more admin tools
Jira mobile app General Settings ®
Title JIRA
SYSTEM SUPPORT
System info Mode Private
Instrumentation Maximum Authentication Attempts Allowed 3
Monitoring CAPTCHA on signup OFF
Database monitoring [ Base URL hittp//localhost8080 | —=m i {iOSTNAME
Integrity checker Email from ${fuliname) (lira)

Logging and profiling

Introduction
Scheduler details

Troubleshooting and support nternationalization
tools

2. Casdoor AJ DAIEH &AM,
3. Y7 prod X NHE Casdoorlf, {RKA]LAKE CASDOOR_HOSTNAME i &N


http://localhost:3000/zh/
https://marketplace.atlassian.com/apps/1217688/mo-jira-oauth-sso-jira-openid-connect-sso-jira-oidc-sso?hosting=cloud&tab=overview
https://www.atlassian.com/software/jira/guides/getting-started/overview
https://www.atlassian.com/software/jira/guides/getting-started/overview

http://localhost:8000, UL A=,

%2 Bt B CasdoorM LT HllJira

1. BIE—"N#rCasdoor N A FE# A 1 —1,

2. Z%EminiOrange . FHERY PASCHFOAuth,  IRA] DATE T > BB > EHGHT WV H > 18R
FRERENX AN AR

Administration Q Search Jira admin

Applications  Projects  Issues Manage apps ~ User management  Latest upgrade report ~ System
\
Atlassian Marketplace for JIRA

ATLASSIAN MARKETPLACE

Find new apps —

Manage apps Discover powerful apps compatible with your JIRA version via the Atlassian Marketplace. Manage apps.

ADVANCED ROADMAPS FOR JIRA

Advanced Roadmaps
permissions

Advanced Roadmaps license
details

Hierarchy configuration
Dependencies

Advanced Roadmaps early
access features

Oauth / Search results - All categories b All paid & free v

mO Jira OAuth SSO, Jira OpeniD Connect SSO, Jira OIDC SSO / stk (56) m

"
O
O miniOrange « Supported by vendor » Data Center 607 installations
Buy now
minlC)fen9e  ADMINTOOLS INTEGRATIONS JIRA SERVICE DESK JIRA SOFTWARE SECURITY Paid via Atlassian Y
UTILITIES

Login to Jira & Service Desk using OAuth2.0/OpenlD/OpenlD Connect (OIDC) compliant applications like Google apps, AWS Cognito, Azure AD, Keycloak,
GitHub, GitLab, Discord, Facebook, Microsoft, Meetup and custom apps. Best OAuth SSO App In Market!

3. ¥ selected Application % & A Custom Openld,
4. HRFHEEMURL:

¢ miniOrange OAuth Configuration
©@Manage apps & Ask Us On Forum Frequently Asked Questions

@ Back to common setting OAuth/OIDC Configurations

P—

OAuth/OIDC Configurations
Callback URL:  http://localhost:8080/plugins/servlet/oauth/callback ¢

5. WINEEAURL:


https://casdoor.org/docs/basic/server-installation#production-mode
https://marketplace.atlassian.com/apps/1217688/mo-jira-oauth-sso-jira-openid-connect-sso-jira-oidc-sso?hosting=cloud&tab=overview

Client 1D ®: 51460959 1ee5554b16fe
e7f05b14a68fb23e526{08515aefb73bbab7814a

Cert @ : cert-built-in

Redirect URLs @

Redirect URL Action
| & hitp://localhost:8080/plugins/servlet/cauth/callback | a

6. LT AR ENHERF:

Felected Application: Custom Openld | Import Details

Provider ID:  5¢881¢c25-2e02-42¢9-af06-0a71e0beb5 16

Custom App Name:]  casdoor

Client Id:* | 514e09591ee5554b16fe

e7f05b14a68fb23e526108515aefb73bbab7814a
openid email profile address phone offline_access

I Authorize Endpoint:*l http://localhost:8000/login/oauth/authorize

P\ccess Token Enclpoint:*l http://localhost:8000/api/login/oauth/access_token

Logout Endpoint: | Enter the Logout Endpoint URL

Enter the Logout endpoint of your OAuth/CpenlD Provider. Leave blank if Logout endpoint not supported by provider.
e.g. If Keycloak Logout endpoint is configured with {hostname}/auth/realms/{realm-name}/protocol/openid-connect/lc

Keycloak too.

Token server URL : http:// CASDOOR_HOSTNAME /api/login/oauth/

[e]

access_token
Authorization server URL : http:// CASDOOR_HOSTNAME /login/oauth/

o

authorize

[e]

UserInfo server URL : http:// CASDOOR_HOSTNAME /api/get-account

o Scopes: address phone openid profile offline_access email

TR B B RN S 28 1/ 1H] - http:// CASDOOR_HOSTNAME /.well-known/openid-
configuration, {RK%EF|CasdoorfJOIDCHELE,

B HJiraFFiASSO,



ftware Dashboards ¥

Welcome to JIRA

Username

Password
Remember my login on this computer

Not a member? To request an account, please contact
your Jira administrators.

e OAuth Lo

Can't access your account?

&

Atlassian Jira Project Management Software - About Jira - Reporta problem

Powered by a free Atlassian Jira evaluation license. Please consider purchasing it today.

A ATLASSIAN



#£AE > Java > fHHOIDCHMEREN FHAERF - Confluence

@}fﬁ OIDCHFGERZ M T
- Confluence

Casdoorr] P FHOIDCHMIX/ENIDPIERE S AN AR, 1EATER T, FRATRMEM
ConfluencefEA7Rfl, BRUNAEEFHOIDCYERE IR N T

B, W EEAINEE CasdoorfiConfluence, DA NEETFHEIC ER—LEfl B4R

e CASDOOR_HOSTNAME : #fECasdoorfiR&sasHisZekIP,
e Confluence_ HOSTNAME : #ZEConfluencefiE & aLIP,

$381: #E CasdoorfliConfluence

e, HkECasdoorfllConfluence,
BIERE S, SR TN

1. ¥Confluence URLIZE N Confluence_HOSTNAME ,


http://localhost:3000/zh/
https://www.atlassian.com/software/confluence
https://www.atlassian.com/software/confluence

Confluence administration

CONFIGURATION
Backup Administration
Clean up

Configure Code Macro
External Gadgets
Further Configuration
General Configuration

Global Templates and
Blueprints

In-app Notifications
Languages

Mail Servers

Office Connector

PDF Export Language
Support

Recommended Updates
Email

Retention rules
Shortcut Links
Spam Prevention
User Macros

WebDAV Configuration

Server Base URL  http://localhost:8090 *_‘

General Configuration

Site Configuration # Edit
Configure the appearance and behaviour of the site as a whole. The most important is the Server Base URL, which must be set ta the externally-accessible address of your Confluence site.

Site Title  Confluence

. More about the Server Base URL

Please enter information about your request for the site administrators. IF you are reporting an error please be sure you include information on what you were
doing and the time the problem occurred.

Contact Administraters Message

Formatting and International Settings # Edit
You can change the default language For the Confluence interface on the language configuration page These options relate to the time and date formatting on the site. Unless you are sure of what you
are doing, we recommend that you leave these as they are.
Indexing Language  English M
Encoding UTF-8

Time Format  h:mm a

Date Time Format MMM dd, yyyy HH:mm

2. Casdoorn] PAIE & B AR,
3. WRMELE prod A RERE Casdoor, 1] DLKf CASDOOR_HOSTNAME I&'E N
http://localhost:8000, HAXREZIFAEE, BESMHE KK,

2. Pt B CasdoorM YT

1. QI —HrHICasdoor M R 7 8l FHELA T —1

2. KE|I—PEZEMURL:
@ Back to common setting OAUtthlDC Conﬁgurations

OAuth/OIDC Configurations

Hisss FasEls

Callback URL:  http://localhost:8090/plugins/serviet/oauth/callback g

3. FEEMURLAINEIN FHE R

Client ID @ :

Client secret (%) :

Cert (@

Redirect URLs (3 :

014ae4bd048734ca2dea E—

f26a4115725867b7bb7b668c81e1f8f7fae1544d A—

cert-built-in

Redirect URLs  [atls]
Redirect URL

& http:/{localhost:3090/plugins/serviet/oauth/callback —
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https://casdoor.org/docs/basic/server-installation#production-mode
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FIITFIEE AN #8375 [A] . http:// CASDOOR_HOSTNAME /.well-known/openid-
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1. ZFEminiOrange M T2 L FFOAUth,  #80T DATE DA N7 B R M R T -

conmcuRATION Find new apps
Backup Administration
Discover powerful apps compatible with your Confluence version via the Atlassian Marketplace. Manage apps.
Clean up
Configure Code Macro
External Gadgets A
O Lockpoint

Further Configuration

General Configuration

Lock and unlock

Global Templates and Confluence attachments

Blueprints A ot .
fc lusive editing and

In-app Notifications controlled change

Languages management.

Mail Servers

Office Connector

PDF Export Language

Support oauth] Q) | mRes <) (Alicatego Sl B R

Recommended Updates
mail

mO Confli ‘OAuth S50, Confll OpenlD C IDC SSO e s o (40)
Retention rules .
miniOrange « Supported by vendor * Data Center Nog installations.
Shortcut Links =i
INTEGRATIONS  UTILITIES Paid via Atlassian

Spam Prevention
Login to Confluence using OAUth2.0/0peniD/OpeniD Cannect (0IDC) compliant applications like Google apps, AWS Cognito, Azure AD, Keycloak, GitHub

U M
seriacres Enterprise, Gitlab, Slack, Discord, Facebook, Windows live, Meetup and custom OAuth/OpeniD app.

WebDAV Configuration

Webhooks Table Filter and Charts for Confluence *dkok (347) 3]
Stiltsoft Europe OU « Supported by vendor * Data Center 15,179 installations

ATLASSIAN MARKETPLACE / ' ZBRE
CHARTS & DIAGRAMMING MACROS PROJECT MANAGEMENT REPORTS Paid via Atlassian

Find new apps
Powerful, all-in-one tool for table filtration, data aggregation, and dynamic chart generation. 